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(57) ABSTRACT 

The Complexity Systems Management (CSM) Method is a 
scienti?cally derived business process method for managing 
complex events and situations. The CSM MethodTM is based 
on new scienti?c evidence that explains the behaviors of 

complex adaptive systems. This same scienti?c evidence 
gives rise to a new method of science, known as a priori 
optionality. A priori optionality is based on six scienti?cally 
derived tenets that are systematically applied using the CSM 
MethodTM to more accurately characterize the behaviors of 
complex adaptive systems and manage complex events and 
situations. Applications of the CSM Method are integrally 
tied to specialized knowledgebases and a plurality of auto 
mated software applications. 
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PHASE 1: QUANTIFYING 
COMPLEX SYSTEMS 

BEHAVIORS 

PHASE 2: 
INTEGRATING 
QUANTITATIVE 
REALITY WITH 

QUALITATIVE HUMAN 
SOCIAL PROCESS 
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PHASE 3: SUBSEQUENT 
CSM METHOD 

INTERVENTIONS 

FIGURE 1 
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PHASE 1: QUANTIFYING 
COMPLEX SYSTEMS BEH AVIORS 

Step 1: Holistic frame to 
deduce fundamental rule 
sets. 

Step 2: Holistic frame to 
determine the critical nodes of a 
system’s operation. 

l 
Step 4: Develop scenarios 
with precise events and 
their sequences. 

Step 3: Fundamental rule sets to 
derive and bound potential 

1 
systems behaviors. 

Step 5: Structure risk 
management scenarios 
using risk continuum. 

Step 6: Structure benefit 
scenarios using benefit 

Step 8: Develop 
scenario storyboards. 

l 

continuum. 

Step 7: Reverse engineer 
scenarios to isolate initial 
condition sets affecting the 
propagation of fundamental 
rules. 

identify complex 
interdependencies among 
critical nodes and outcom ES. Step 9: Reverse engineer each 

1 
critical decision point to 
determine extended order 
effects of decisions. 

Determine critical decision 
points. 

FIGURE 2A 
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Identify the indicators of 
benefit opportunities. 

identify the warnings of 
risk situations. 

1 
identify optimum 
decision sets leading to 
most desirable 
outcomes. J 

Step 12: Data for each 
scenario at t2, t3, t4... is 
structured, catalogued, 
digitized and archived in the 
supporting knowledgebase. 

1 
Move to PHASE 2. 

Sheet 3 0f 25 US 8,103,601 B2 

Step 10: Data for each scenario at 
t1 is structured, catalogued, 
digitized and archived in the 
supporting knowledgebase. 

1 
Step 11: Repeat the process for 
hypothetical scenarios involving 
different critical nodes at t2, t3, t4... 

1 
Adjust the combinations and 
values assigned to initial 
conditions. 

Create an array of potential 
outcomes for each scenario 
involving a critical node. 

FIGURE 2B 
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Moving in the direction of effective risk management 
requires the reallocation of intellectual capital and 
resources... 

Moving from this: 

+t+ T4 
Deter+ Detect + Prevent + Respond + Mitigate+Recover 

By the time you are forced to react it may already be too late 

FIGURE 3 A 
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Moving in the direction of effective risk management 
requires the reallocation of intellectual capital and 
resources... 

To this: 

I 

Deter + Detect + Prevent + Respond +Mitigate + Recover 

It’s all bout preventing catastrophes before they happen 

FIGURE 3 B 
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Moving in the direction of effective benefit management 
requires the reallocation of intellectual capital and 
resources... 

From this: 

I 

i 
Opportunity Strategy Opportunity Short-term Long-term 
Recognition *Development + Capture " t‘msta?nment'> Sustainment 

If you don’t recognize opportunity, act on it before the 
competition, and sustain long-term bene?t you will lose your 

competitive advantage 

FIGURE 4 A 
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Moving in the direction of effective benefit management 
requires the reallocation of intellectual capital and 
resources... 

To this: 

2 

Opportunity Strategy Opportunity Short-term Long-term 
Recognition " Development " Capture + Sustainment" Sustainment 

It’s all about recognizing, acting upon, and sustaining 
opportunities in order to beat the competition 

FIGURE 4 B 
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PHASE 2: INTEGRATING 
QUANTITATIVE REALITY WITH 
HUMAN SOCIAL PROCESS Step 1: Simulations of 

hypothetical events and 
situations based on the 
PHASE 1 analysis of the 
behavior of a complex system 
are developed. 

Reverse engineer each critical 
decision point to analogously 
determine the outcomes of 
the different decisions that 
could be made within the 
bounds of the fundamental 
rule sets established for each 
critical node of systems 
operation. 

Step 2: Red teams of 
knowledge domain experts 
identify the critical decision 
points in each simulation 
that could lead to 
catastrophic systems failure 
or represent significant . 
opportunity advantage. i 

Determine the outcomes and 
extended order effects of a 
range of different decisions 
for each of the critical nodes 
of operation identified during 
PHASE 1. 

Step 3: Select immersion ‘ 
participants cutting across 
both the horizontal and _ _ 
verticaI boundaries of Structure decision fault trees 

showing related outcomes 
and associated extended 
order effects. 

I 
Visualize the extended order 
effects of decisions, digitize 

\ and archive data in computer 

organizations. 

knowledgebase. 

FIGURE 5A 
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Step 4: Each participant in an 
immersion is requested to take 
a battery of personality 
preference, cognitive and team 
interaction assessments. 

Participants provide their \ 
perspectives on the best 
decisions that can be made at 
each critical decision point in 
a simulation. 

Their decisions are compared 
and contrasted against the 
results of red team analyses 
to include outcomes and 
extended order effects. 
Models and other computer 
visualization techniques are 
used to show, in scientifically 
accurate terms, the extended 
order effects of decisions. } 

Group decision options are then 
sought. Group decision options 
are compared and contrasted 
against those generated before the 
immersion by red teams. 

Multiple perspectives are 
considered and participants are 
encouraged to achieve group 
consensus on best decision 
options at each critical decision 
point in the simulation that 
consider both the quantitative 
reality of the situation and the 
qualitative social implications of 
their decisions. 

Sheet 9 0f 25 

Step 5: Participants assemble 
and are familiarized with 
computer supported group 
systems software and audio 
and video equipment that is 
used to structure and record all 
activities during immersions. 

l 
Step 6: Participants work 
through simulations of 
hypothetical situations 
affecting the critical nodes of 
operation of a complex system. 

J 

US 8,103,601 B2 

Step 7: The information 
resulting from an 
immersion is digitized and 
archived in a supporting 
computer knowledgebase. 
The knowledgebase can 
then be accessed using 
search engines to data 
mine the information using 
structural and conceptual 
indexing. 

FIGURE 5B 
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Step 9: The indicators of opportunity Step 8: Decision 
advantage and the warnings of support systems 
impending adverse situations are comprised of 
validated . Strategies to implement systematically derived 
focused intelligence collections are "' decision maps, models 
developed. Best decision options to and other visualization 
implement risk and benefit tools that support the 
intelligence programs are another human management of 
important product of PHASE 2 complex risk and 
immersions. benefit situations for 

similar analogous 
JV events that are likely to 

happen in the real 
_ _ world are produced as 

Step 10: New '"format'?" a result of the process. 
from addltlonal immersmns when 
archived in the CSM knowledgebase 
results in a learning system that 
becomes “smarter and smarter” with 
each successive immersion. 

1 

Move to PHASE 3. 

FIGURE 5C 
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PHASE 3: SUBSEQUENT CSM 
METHOD INTERVENTIONS 

Step 1: Reassess, on a Step 2: Subsequent 
continuing basis, the immersions are 
fundamental rules sets used to conducted using the 
bound the range of behaviors same or different 
as determined in PHASE 1 of "" combination of 
the process. Determine how a simulations to revalldate 
complex system may have PHASE 1 quantitative 
evolved and adapted based on results and PHASE 2 
changes in the environment in best decision options. 
which it exists, i.e., systems of 
systems interactions. 

l 
Step 3: The decision 
support systems 
resulting from PHASES 1 
and 2 are applied to the 
management of real 
world risk and/or benefit 
situations. 

FIGURE 8 
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PHASE 1: PHASE 2: Integrating PHASE 3; 
Quantitative Quantitetive Reality Subsequent 
Analysis With Qualltatlve Human 'nterventions 

Social Process 

Scientific Ground Consensus on Best Re-validate 
Truth Decisions Assumptions 

12 Process Steps 10 Process Steps 3 Process Steps 

FIGURE 9 
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' 1. a 5. Loading Dock 
7. Roof Skylights 

w")!an 1 . I.. 3. Cafeteria 

ll \ 
I! v. 7. Physics stress location 
i 

5. .s||| 
' 4. Street Parking 

. o 3. Mezzanine_Area-""' 
\“‘7\_ Physstresslocation 

H 4. Subterranean Parking 

. 4. Street Parking 

1. Heating & Ventilation 5' '"Qress 8* 59955 
Systems POIHtS 

a. Roof based 3- Roof access 
b. At-ground intake b- Utility tunnels 

c. Main entrances & exits 
2- SCADA R°°ms 8' d. All other doomays 

Contm's e. Loading Dock & Storage 

3. Mass Gathering 6_ Cabling & 
Areas Communications 
a. Cafeterias 
b_ “open design a. Electrical 
areas" b. Communications 

0. Courtyards c. Computer cabling 

‘- Parking 7. Physics Stress 
Locations a. Perimeter parking 

b. Subterranean 
parking 

FIGURE 11 A 
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\ (/‘i ' ' 

x 1% o 13. Escalators ' 

13. Stairweii 14. & 15. Door & Space Alarms 

12. Elevators & 
Stailways 

13. Security Systems 

14. Safety Systems 

a. Fire suppression systems 
10~ PW" b. Fire and otheremergency 

a. Back-up power alarms 
b. immediate powerforcriticai 15' Other 

systems 
11. Perimeter Buffer 

Zones 

FIGURE 11 B 
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Fire Alarm secunty {Sland Alarmed emergency exit 8 

Alarmed emergency exit T 

ccrv I 1 A 
l 

Alarmed Ent'v/ COMPUTER FAClLlTY R 

Badge ReaderE w 
I [.J 
Badge Reader E 

Main entrance L 
ELEVATORS ' 

Average guard force response to an alarm for this area = 4.2 minutes 

FIGURE 12 
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I f (dPt) (dd/t) (it) (rq) 
How likely is it the adversary-thrill be?etecte'il gearly enough to 
interdict them before the attack occ'urs? At wihat time will they 
be first detected? ‘ " -‘ 5 ‘ 

P _ : 5 

How long will it take the adversary to reach and successfully 
attack the target? How long will they delayged? 

P : 1 

How long will it take for security forties to respond? Will their 
response be fast enough to prevent the adversary from carrying 
out the attack? 5 

I“ 5 

Will the quality of the response be good enough to prevent the 
adversary from successfully attacking the target? 

If the adversary successfully attacks the target, will response 
plans be designed to mitigate the consequences of the attack? 

I = lnterdiction of the adversary 

FIGURE 13 
































































































