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(57) ABSTRACT

The Complexity Systems Management (CSM) Method is a
scientifically derived business process method for managing
complex events and situations. The CSM Method™ is based
on new scientific evidence that explains the behaviors of
complex adaptive systems. This same scientific evidence
gives rise to a new method of science, known as a priori
optionality. A priori optionality is based on six scientifically
derived tenets that are systematically applied using the CSM
Method™ to more accurately characterize the behaviors of
complex adaptive systems and manage complex events and
situations. Applications of the CSM Method are integrally
tied to specialized knowledgebases and a plurality of auto-
mated software applications.
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PHASE 1: QUANTIFYING

COMPLEX SYSTEMS BEHAVIORS

Step 1: Holistic frame to
deduce fundamental rule
sets.

Step 4: Develop scenarios
with precise events and
their sequences.

1

Step 5: Structure risk
management scenarios
using risk continuum.

Step 8: Develop
scenario storyboards.

l

Identify complex
interdependencies among
critical nodes and outcom

es.

1

Determine critical decision

points.

J
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Step 2: Holistic frame to
determine the critical nodes of a
system’s operation.

1

Step 3: Fundamental rule sets to
derive and bound potential
systems behaviors.

= | scenarios using benefit

Step 6: Structure benefit

continuum.

1

Step 7: Reverse engineer
scenarios to isolate initial
condition sets affecting the
propagation of fundamental
rules.

Step 9: Reverse engineer each
critical decision point to
determine extended order
effects of decisions.

FIGURE 2A
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Identify the indicators of
benefit opportunities.

Identify the warnings of
risk situations.

l

Identify optimum
decision sets leading to
most desirable

outcomes. )

Step 12: Data for each
scenario at ty, t3, t4... is
structured, catalogued,
digitized and archived in the
supporting knowledgebase.

l

Move to PHASE 2.

Sheet 3 of 25 US 8,103,601 B2

Step 10: Data for each scenario at
t4 is structured, catalogued,
digitized and archived in the
supporting knowledgebase.

1

Step 11: Repeat the process for
hypothetical scenarios involving
different critical nodes at t,, ts, t4...

l

Adjust the combinations and
values assigned to initial
conditions.

Create an array of potential
outcomes for each scenario

involving a critical node.

FIGURE 2B
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Moving in the direction of effective risk management
requires the reallocation of intellectual capital and
resources...

Moving from this:

!

TR 14

Deter » Detect » Prevent » Respond +» Mitigate » Recover

By the time you are forced to react it may already be too late

FIGURE 3 A
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Moving in the direction of effective risk management
requires the reallocation of intellectual capital and
resources...

To this:

!

Deter * Detect * Prevent * Respond > Mitigate * Recover

It’s all bout preventing catastrophes before they happen

FIGURE 3 B
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Moving in the direction of effective benefit management
requires the reallocation of intellectual capital and
resources...

From this:

¢

]

Opportunity Strategy Opportunity  Short-term Long-term
Recognition ~ Development > Capture ~ Sustainment™ Sustainment

if you don’t recognize opportunity, act on it before the
competition, and sustain long-term benefit you will lose your
competitive advantage

FIGURE 4 A
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Moving in the direction of effective benefit management
requires the reallocation of intellectual capital and
resources...

To this:

1

Opportunity Strategy Opportunity  Short-term Long-term
Recognition > Development > Capture * Sustainment™ Sustainment

It's all about recognizing, acting upon, and sustaining
opportunities in order to beat the competition

FIGURE 4B
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PHASE 2: INTEGRATING
QUANTITATIVE REALITY WITH
HUMAN SOCIAL PROCESS Step 1: Simulations of

hypothetical events and
situations based on the
PHASE 1 analysis of the
behavior of a complex system
are developed.

Reverse engineer each critical
decision point to analogously
determine the outcomes of
the different decisions that
could be made within the
bounds of the fundamental
rule sets established for each
critical node of systems
operation.

Step 2: Red teams of
knowledge domain experts
identify the critical decision
points in each simulation
that could lead to
catastrophic systems failure
or represent significant L
opportunity advantage. v

Determine the outcomes and
extended order effects of a
range of different decisions
for each of the critical nodes
of operation identified during
PHASE 1.

Step 3: Select immersion i
participants cutting across

both the horizontal and .
vertical boundaries of Structure decision fault trees

showing related outcomes
and associated extended
order effects.

|

Visualize the extended order
effects of decisions, digitize
\ and archive data in computer

organizations.

knowledgebase.

FIGURE SA
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Step 4: Each participant in an
immersion is requested to take
a battery of personality
preference, cognitive and team
interaction assessments.

Participants provide their \

perspectives on the best
decisions that can be made at
each critical decision point in
a simulation.

Their decisions are compared
and contrasted against the
results of red team analyses
to include outcomes and
extended order effects.
Models and other computer
visualization techniques are
used to show, in scientifically
accurate terms, the extended

order effects of decisions. }

Group decision options are then
sought. Group decision options
are compared and contrasted
against those generated before the
immersion by red teams.

Multiple perspectives are
considered and participants are
encouraged to achieve group
consensus on best decision
options at each critical decision
point in the simulation that
consider both the quantitative
reality of the situation and the
qualitative social implications of
their decisions.

Sheet 9 of 25

Step 5: Participants assemble
and are familiarized with
computer supported group
systems software and audio
and video equipment that is
used to structure and record all
activities during immersions.

|

Step 6: Participants work
through simulations of
hypothetical situations
affecting the critical nodes of
operation of a complex system.

y,

US 8,103,601 B2

Step 7: The information
resuiting from an
immersion is digitized and
archived in a supporting
computer knowledgebase.
The knowledgebase can
then be accessed using
search engines to data
mine the information using
structural and conceptual
indexing.

FIGURE 3B
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Step 9: The indicators of opportunity Step 8: Decision
advantage and the warnings of support systems
impending adverse situations are comprised of
validated . Strategies to implement systematically derived
focused intelligence collections are - decision maps, models
developed. Best decision options to and other visualization
implement risk and benefit tools that support the
intelligence programs are another human management of
important product of PHASE 2 complex risk and
immersions. benefit situations for
similar analogous
l’ events that are likely to
happen in the real
- - world are produced as
Step 10: New information a result of the process.
from additional immersions when

archived in the CSM knowledgebase
results in a learning system that
becomes “smarter and smarter” with
each successive immersion.

|

Move to PHASE 3.

FIGURE 5C
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Consensus Team Decision Model ™

+  Bange of oplong
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CEN PHASE 2 Immersion Environment
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PHASE 3: SUBSEQUENT CSM
METHOD INTERVENTIONS

Step 1: Reassess,ona Step 2: Subsequent
continuing basis, the immersions are
fundamental rules sets used to conducted using the
bound the range of behaviors same or different

as determined in PHASE 1 of - combination of

the process. Determine how a simulations to revalidate
complex system may have PHASE 1 quantitative
evolved and adapted based on results and PHASE 2
changes in the environment in best decision options.
which it exists, i.e., systems of

systems interactions.

|

Step 3: The decision
support systems
resulting from PHASES 1
and 2 are applied to the
management of real
world risk and/or benefit
situations.

FIGURE 8
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PHASE 1: PHASE 2: lntegra_ting PHASE 3:
Quantitative Quantitgtivg Reality Subsequent

Analysis with Qualitative Human Interventions
Social Process
Scientific Ground Consensus on Best Re-validate
Truth Decisions Assumptions
12 Process Steps 10 Process Steps 3 Process Steps

FIGURE 9
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o 1. e 5. Loading Dock
® 7. Roof Skylights

A wrtyard 1 " %e 3. Cafeteria

' N
B 7. Physics stress location
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® 4. Street Parking

4. Subterranean Parking
o 4. Street Parking

1. Heating & Ventilation 5. Ingress & Egress

Systems Points

a. Roof based a. Roof access

b. At-ground intake b. Utility tunnels

¢. Main entrances & exits

2. SCADA Rooms & d. All other doorways

Controls e. Loading Dock & Storage
3. Mass Gathering 6. Cabling &

Areas

Communications
a. Cafeterias

b. “Open design a. Electrical
areas” b. Communications
¢. Courtyards c. Computer cabling
4. Parking 7. Physics Stress
Locations

a. Perimeter parking
b. Subterranean
parking

FIGURE 11 A
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k @ ®

| llr— e 13. Escalators

\\‘ 13. Stairwell 13. Stairwell  14. & 15. Door & Space Alarms

; 14 & 15. Door& Space Alarms
I 14. 8 15. CCTV

.o
-
-
.......

-"'
s

°
8. Water 12. Elevators &

a. Water intake Stairways

b. Water distribution systems 13. Security Systems
9. Sanitation & Sewer 14. Safety Systems

a. Fire suppression systems

10. Power b. Fire and other emergency

a. Back-up power alams

b. Immediate power for critical 15. Other

systems

11. Perimeter Buffer

Zones

FIGURE 11 B
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Fire Alarm Security Island Alarmed emergency exit | S
Alarmed emergency exit T

cCTvV / = A

I

Alarmed Entry — COMPUTER FACILITY R
Badge Reader[] W

l LT

Badge Reader E

Main entrance L

ELEVATORS L

Average guard force response to an alarm for this area = 4.2 minutes

FIGURE 12
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| f (dnt) (dYt) (rt) ( q)

How likely is it the adversary wm be detected -early enough to
interdict them before the attack oct;urs? A~’t wzhat time will they
be first detected? : s :

» : :
How long will it take the adversary to reach aild successfully
attack the target? How long wm they be delay:ed?

How long will it take for securlty forces to respond? Will their
response be fast enough to prevent' the adverSary from carrying
out the attack? :. :

’ :

Will the quality of the response be good enou;gh to prevent the
adversary from successfully attacking the target?

If the adversary successfully attacks the target, will response
plans be designed to mitigate the consequences of the attack?

| = Interdiction of the adversary

FIGURE 13
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v f PO (c)

How vuinerable is each GNO to each type of natural
disaster? .. B

g i
What are the historical weathér trends and
anticipated changes for the weather and geologic
region in which the building’ resides?

What are the “worst case” consequences to each

critical node should it be subjected to the worst case
historical trend or anticipated natural event?

FIGURE 14
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Pre-planning | —— | Deceive Employee

{
Obtain Visitor’s Badge

!

Enter Elevator and
Disable Escort l

Use C-4 to Destroy Lockset and
l Open Computer Room Exit Door

Deploy and Detonate
EM Pulse Bomb l

Escape with Evacuating
Employees via the Stairwell

FIGURE 15
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*.| Scenarios, Event Reverse Engineer Structure and  J*
".,. Sequences Scenarios Archive Data .+
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CSM Method ™ | Knowledge Bases
PHASE 3: PHASE 2:
Subsequent CSM Interventions | Qualitative Analysis
Steps 24 - 25: Step 23: Steps 13 ~ 22:
Additional Reassess Integrate Quantitative
Immersions, Use Fundamental Reality with Human
Decision Templates Rules Social Process
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1
COMPLEXITY SYSTEMS MANAGEMENT
METHOD

Priority is claimed to provisional U.S. Patent Application
No. 60/812,591 filed on Jun. 12, 2006.

BACKGROUND OF INVENTION

Today’s principle methods of scientific inquiry continue to
rely heavily on the linearity of systems, reductionism, cer-
tainty of measurement, the reversibility of systems and induc-
tion as the best way to understand and manage complex
systems. This reliance on deterministic methods of scientific
inquiry continues in spite of overwhelming scientific evi-
dence that when systems reach certain thresholds of complex-
ity deterministic methods of inquiry are no longer effective.

Effective methods to integrate quantitative scientific reality
with qualitative human social process in the management of
complex events and situations are illusory. Frequently, scien-
tific reality is misunderstood, ignored or denied as the result
of qualitative social pressures. For example, overwhelming
scientific evidence that human generated emissions of green
house gasses into the atmosphere were contributing in a sig-
nificant way to global warming has existed for many decades.
But only with the rapid and highly visible melting of the polar
ice caps and rapidly rising sea levels, has the world commu-
nity begun to take the potentially catastrophic consequences
of global warming seriously.

While computer technology has greatly influenced our
ability to store, gather and share data, it is utilized in ways that
continue to rely heavily on deterministic methods of scientific
inquiry. The use of computer technology to support determin-
istic methods of scientific inquiry continues in spite of over-
whelming scientific evidence that when systems reach certain
thresholds of complexity deterministic methods of inquiry
are no longer effective.

SUMMARY OF THE INVENTION

It is an object of the present invention to provide a scien-
tifically derived alternative to the continued reliance on the
linearity of systems, reductionism, certainty of measurement,
the reversibility of systems and induction as the best way to
understand and manage complex systems.

It is an object of the present invention to provide an effec-
tive science-based method for analogously integrating quan-
titative scientific reality with qualitative human social process
in ways that allow for the more effective management of
complex events and situations.

It is an object of the present invention to provide a system-
atic process for deriving, structuring and manipulating data
using computer technology that accounts for the non-deter-
ministic behaviors of complex adaptive systems, supports the
integration of quantitative reality with human social process,
and assists human beings in the more effective management
of complex events and situations.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1. depicts the CSM Method as a three phase, multi-
step, computer supported business process method.

FIGS. 2.A. and 2.B. present a detailed process flow dia-
gram of Phase 1. of the CSM Method.

FIG. 3. A. presents the current center of gravity for risk
management as a function of reaction and response and illus-
trates the risk event continuum.
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FIG. 3. B. shows that under the complexity systems man-
agement method the new center of gravity for risk manage-
ment shifts from reaction and response to anticipation and
prevention and illustrates the risk event continuum.

FIG. 4. A. shows the current center of gravity for benefit
management as a function of reaction and short-term sustain-
ment and illustrates the benefit event continuum.

FIG. 4. B. shows that under the complexity systems man-
agement method the new center of gravity for benefit man-
agement shifts from reaction and short term sustainment to
anticipation and long-term sustainment of benefit.

FIGS. 5.A., 5.B. and 5.C. present a detailed process flow
diagram of Phase 2. of the CSM Method.

FIG. 6. presents a diagram of the CSM Method Consensus
Team Decision Model.

FIG. 7. presents a diagram of a CSM Method immersion.

FIG. 8. presents a detailed process flow diagram of Phase 3.
of the CSM Method.

FIG. 9. presents the CSM Method as using a common
approach by depicting that all applications of the CSM
Method systematically implement the six tenets of a priori
optionality.

FIG. 10. presents a diagram of the common CSM Method
IT enterprise architecture.

FIG. 11. A. presents a notional example of a BuildingTQ
computer visualization of critical nodes 1. through 7. of build-
ing operations.

FIG. 11. B. presents a notional example of a BuildingTQ
computer visualization of critical nodes 8. through 14. of
building operations.

FIG. 12. presents a schematic diagram of the sensitive
computer facility in the building that is the target of the
adversary attack.

FIG. 13. presents the Estimate of Event Sequence Interrup-
tion (EESI) algorithm.

FIG. 14. presents the Weather and Geological Events
(WGE) algorithm.

FIG. 15. presents a computer visualization of a risk event
sequence for the surreptitious entry and destruction of com-
puter data facility.

FIG.16. illustrates that the automation of the CSM Method
focuses on the systematic implementation of the tenets of a
priori optionality and Phase 1. of the CSM Method.

FIG. 17. illustrates that the supporting CSM Method
CriTQ architecture is securely connected over a virtual pri-
vate network (VPN).

FIG. 18. illustrates a geographical plot of the time and
quality of external response and evacuation routes.

FIG. 19. illustrates Cad-cam or dedux renderings of build-
ing plans.

FIG. 20. illustrates a geographical plot of a building’s
supportive infrastructures.

FIG. 21. illustrates an example of a critical mode rendered
as a 3-D image.

DETAILED DESCRIPTION OF INVENTION

The Complexity Systems Management (CSM) Method is a
scientifically derived business process that enhances the
human understanding of complex adaptive systems and the
improved management of complex events and situations.

The CSM Method is based on scientific evidence that sys-
tems are continuously evolving based on systems of systems
interactions, i.e., systems are complex and adaptive. The
CSM Method is based on scientific evidence that the exact
predictability of outcomes when systems reach certain
thresholds of complexity is not possible. The CSM Method






