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Section A - Solicitation/Contract Form
a.  Work shall be accomplished in accordance with the Department of Defense (DoD) Information Analysis Center

(IAC) Technical Area Task (TAT) Statement of Work entitled, “FDA Food Defense Planning, Identification of
Mitigation Strategies, and Training” for CB 12-0341.

b.  The total estimated cost of this effort, including Base and Option Period(s), islu Y 7) sonsisting of
estimated cost and m fixed fee. This task is partially funded.

CLIN 0200, O&M Funding, is supported by the following MIPR(s):

Food and Drug Administration - OFDCER
5100 Paint Branch
College Park, MD 20740

e

MIPR # 224122010 Basic, Dated: 2 May 2012 Reimbursement/Cat 1 |04 4)

d.  The amount obligated is[(BJ# 4)___ Fonsisting of |(5ﬁ§X ) Jestimated cost and |(OX3X %) | fixed fee. The

current funding is estimated to support contractor performance or| onths of the award period(s). The total
period of performance for this task is 36 months, including Base and a Option Periods.
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Section B - Supplies or Services and Prices

ITEM NO

0100

ITEM NO

0200

SUPPLIES/SERVICES EST. UNIT UNIT PRICE
QUANTITY
Lot
Other than O&M Funding

CPFF

Perform Technical Area Tasks in accordance with Statement of Work.
FOB: Destination

PURCHASE REQUEST NUMBER: HJ47012132B286K.

ESTIMATED COST
FIXED FEE
TOTAL EST COST + FEE

SUPPLIES/SERVICES EST. UNIT UNIT PRICE
QUANTITY
Lot
O&M Funding
CPFF

Perform Technical Area Tasks in accordance with Statement of Work.
FOB: Destination
PURCHASE REQUEST NUMBER: HJ47012132B286K

ESTIMATED COST
FIXED FEE

TOTAL EST COST + FEE
ACRN AA

CIN: HI47012132B286K0000AA

SP0700-00-D-3180
0747
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AMOUNT

—1
1

$285,998.00

AMOUNT
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ITEMNO SUPPLIES/SERVICES EST. UNIT UNIT PRICE
QUANTITY
1100 Lot
OPTION Other than O&M; Option 1
CPFF

Perform Technical Area Tasks in accordance with Statement of Work.
FOB: Destination
PURCHASE REQUEST NUMBER: HJ47012132B286K

ESTIMATED COST
FIXED FEE
TOTAL EST COST + FEE

ITEM NO SUPPLIES/SERVICES EST. UNIT UNIT PRICE
QUANTITY
2100 Lot
OPTION Other than O&M: Option 2
CPFF

Perform Technical Area Tasks in accordance with Statement of Work.
FOB: Destination
PURCHASE REQUEST NUMBER: HJ47012132B286K

ESTIMATED COST
FIXED FEE

TOTAL EST COST + FEE

SP0700-00-D-3180
0747
Page 4 of 4

AMOUNT

AMOUNT

I
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Section C - Descriptions and Specifications

STATEMENT OF WORK

TAT Statement of Work Authorization Page
IAC: CBRNIAC (SP0700-00-D-3180)
TAT Number: CB-12-0341
Estimated Duration: 36 months

TAT Title: FDA Food Defense Planning, Identification of Mitigation Strategies, and Training

IAC POC (Contractor): IAC Technical POC (Contractor):
Requiring Activity (RA) (government): RA Technical POC (government) - optional:
Directorate: US Food and Drug Administration Directorate:

Office Symbol: FDA/CFSAN/FDOT Office Symbol:

Attention Line: Julia Guenther Attention Line:

5100 Paint Branch Parkway Street Address

HFS-007, Room 2A017

College Park, MD 20740 City, State, Zip

office: 240-402-1637 mobile: 240-753-4023 Phone:

Fax: Fax:

Email: Julia.guenther@fda.hhs.gov Email:

DUNS#: 927645523 DUNS#:

1.0 BACKGROUND: The Food Safety Modernization Act (FSMA) was signed into law on January 4, 2011
to enable the Food and Drug Administration (FDA) to better protect public health by strengthening the food defense
system against intentional and unintentional contamination. FSMA gave FDA a number of new authorities,
including setting requirements for the protection against intentional contamination. In support of this effort, FDA’s
Food Defense Oversight Team (FDA/FDOT) has identified the need to further develop and evaluate a number of
food defense tools and resources to better align with the agency’s current thinking and the FSMA requirements.

Specifically, the FDA FDOT has identified the need to 1) further develop and test the Food Defense Plan Builder
tool to facilitate implementation of the regulation to prevent intentional contamination and review the results of
merged vulnerability assessment software and Mitigation Strategy Database (MSD) to confirm that appropriate
mitigation strategies are assigned to vulnerability assessment software results, 2) perform a detailed review of the
existing mitigation strategies database, provide content updates where applicable, 3) perform a detailed review of
existing and new vulnerability assessment software modules, 4) conduct vulnerability assessments of key areas
within a food system that are susceptible to intentional contamination. These key areas include identifying means for
prevention and protection of food systems, and 5) perform studies and analyses for the FDA/FDOT to analyze food
defense related issues, capabilities, and tools to identify technological or policy gaps and constraints that may limit
the execution of FDA’s food defense mission.
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Other IAC TATs for this Requiring Activity (RA):

IAC Delivery TAT Title Follow-on
Order # (Y/N)
None | N

2.0 OBJECTIVE: The objective of this TAT are to deliver a Food Defense Plan Builder Software tool,
perform a detailed review of the existing FDA Mitigation Strategies Database (MSD), provide content updates where
applicable, and review the results of merged vulnerability assessment (VA) software and MSD to confirm that
appropriate mitigation strategies are assigned to VA software results, perform a detailed review of existing and new
vulnerability assessment software modules, perform vulnerability assessments of up to thirty (30) food systems, and
perform studies and analyses for the FDA/FDOT to analyze food defense related issues, capabilities, and tools to
identify technological or policy gaps and constraints that may limit the execution of FDA’s food defense mission.

3.0 TASKS:
3.1 (Task 1) — Post Award Orientation Conference

The post-award orientation conference will be held within 30 days of award. The CBRNIAC will schedule and
conduct this meeting, in coordination with the RA. Contract Officer’s Representative (COR), IAC Program
Management Analyst (PMA), and Procuring Contracting Officer (PCO). Participation may be in person or via
telephone; attendance by the COR, PMA, and CO is optional. Within 5 business days, the CBRNIAC will provide
the RA with meeting minutes and a copy of the slides: a courtesy copy of these, including a list of attendees, shall be
provided to the COR, PMA, and CO.

The purpose of the post-award conference is to: 1) explain unique characteristics of the IAC model; 2) identify
stakeholders’ roles and responsibilities; and 3) establish a common understanding of cost, schedule, and performance
expectations.

CBRNIAC will create the following deliverables in support of this task:
Post-Award Brief and Minutes (Deliverable 4.1)

3.2 (Task 2) — STI Relevance Assessment and Gap Analysis

CBRNIAC TAT POCs shall maintain close coordination with Basic Center of Operations (BCO)
personnel/resources, to ensure TAT performance builds on the breadth of the BCO knowledge base. TAT
performance provides an opportunity to validate BCO research/scientific technical information (STI) in a specific,
operational context. Further, TAT operational requirements provide real-time assessment of areas where STI is most
needed. The intent of this task is to explore and documents the relevance of BCO STI resources in supporting TAT
requirements, as well as to identify potential gaps in the BCO knowledge base based on TAT requirements,

The STI relevance assessment and gap analysis performed annually, builds on the STI literature search performed as
a part of SOW development. It identifies, by SOW task, how much STI (gathered from DTIC databases, IAC Quad
Charts in DoDTechipedia, and other sources) has been actually used to inform the work performed under the current
TAT. The IAC shall provide the number of relevant STI search results (from the literature search, or subsequent
post-award searches) that was actually employed in executing the SOW task. For each search term, highlight
noteworthy examples of how STI significantly contributed to the performance of that particular task. For each task.
identify any perceived gaps in the knowledge base (e.g., the task required information on XYZ, but the literature
search did not turn up STI in XYZ). These “STI Gaps™ serve as a signal for the BCO that they may need to build
knowledge in XYZ (i.e., establish focused STI collection for “XYZ"), especially as the BCO notices trends where
similar entries are made in this column across multiple TATs.

| CBRNIAC will create the following deliverables in support of this task: ]
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J STI Relevance Assessment and Gap Analysis (Deliverable 4.2) _—]

3.3 (Task 3) — Food Defense Plan Builder Software Tool Development and Content Review

The CBRNIAC shall further the development of a software application, the Food Defense Plan Builder Tool. The
“Tool” will be utilized by companies and users authorized by the FDA. The tool will be a stand-alone desktop
application that can be downloaded and installed by the end user on their own computer without any requirement to
access additional data from the FDA or the sending of any data to the FDA from the application after installation.
The Tool will allow the end user to create a basic Food Defense Plan by way of the Tool as a stand-alone desktop
application. The Tool will be developed in multiple phases and will meet the FDA IT Standards and the IT
Investment Management (ITIM) Process for the Tool. This includes following the agency’s Enterprise Performance
Life Cycle (EPLC) management process. The CBRNIAC shall share information and provide full access to code,
constructs, databases, and documentation while delivering integrated, cohesive business and technology services and
products.

3.3.1  Administration and Guidance Resources. The contractor shall update the existing
Administration and Guidance resources within the existing FDPB with requested improvements.
3.3.2  The CBRNIAC shall integrate the Tool with the FDA VA Tool. This integration will allow the

Plan Builder Tool to access VA data so that relative risk to intentional contamination and
production process data will be available to the Plan Builder Tool. The VA Tool calculates the
relative risk of individual production nodes to intentional contamination to identify nodes where
risk of a potentially successful terrorist attack is greatest.

3.3.3  The CBRNIAC shall review the tool to ensure proper integration of the MSD and VA Tool.
Resulting findings will be compiled into a report for FDA review. The CBRNIAC will incorporate
any changes requested by the FDA

3.3.4  The CBRNIAC shall develop a self assessment audit tool for the Food Defense Plan Builder Tool
that will allow users to create a self-assessment check list based on the Food Defense Plan created
in order to perform regular internal audit type activities against a given food defense plan.

3.3.5  The CBRNIAC shall develop basic “help” information for the Food Defense Plan Builder Tool to
be included in the Tool.

3.3.6  The CBRNIAC shall follow Health and Human Services (HHS’s) Enterprise Performance Life

Cycle (EPLC) management process and the FDA Information Technology Investment

Management (ITIM) process. EPLC is a process-driven IT life cycle management approach

emphasizing enterprise integration based on development of sound business and technical

requirements. ITIM ensures that products in support of the FDA mission are produced using
standard technologies that have been through a specialized review and approval process. To realize
the benefits of the life cycle methodology, and achieve the success of the services model, FDA will
depend on the adherence to its information technology standards. CBRNIAC shall share
information and provide full access to code, constructs, databases, and documentation while
delivering integrated, cohesive business and technology services and products. The expected level
of required cooperation in the system or software development and testing processes is
unprecedented in FDA'’s experience and is central to the success of the endeavor. Products
developed under this contract shall be considered to be owned by the Government and shall not be
labeled ‘copyright’ or ‘proprietary’ or anything similar that might obstruct the desired environment
of fluid sharing and partnership.

The CBRNIAC shall be familiar with Section 508 requirements as described at

http://www.section508.gov/ in order to ensure that documents generated as part of the tasks are

fully Section 508-accessible using the available COTS tools. All Electronic Information

Technology (EIT) products and services proposed shall fully comply with Section 508 of the

Rehabilitation Act of 1973, per the 1998 Amendments, and the Architectural and Transportation

Barriers Compliance Board’s Electronic and Information Technology Accessibility Standards at 36

CFR 1194. CBRNIAC shall identify all EIT products and services proposed, identify the technical

standards applicable to all products and services proposed and state the degree of compliance with

the applicable standards. Additionally, the CBRNIAC must clearly indicate where the information
pertaining to Section 508 compliance can be found (e.g., Vendor’s or other exact web page

)
ad
~1
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location). CBRNIAC must ensure that the list is easily accessible by typical users beginning at
time of award. CBRNIAC must ensure that all EIT products and services proposed that are less
than fully compliant, are offered pursuant to extensive market research, which ensures that they are
the most compliant products available to satisfy the task order’s requirements. If any such EIT
product or service proposed is not fully compliant with all of the standards, the CBRNIAC shall
specify each specific standard that is not met: provide a detailed description as to how the EIT
product or service does not comply with the identified standard(s); and shall also indicate the
degree of compliance.

The CBRNIAC shall conduct up to three (3) focus groups and/or user testing workshops with the
intended users to assess the usability of the Food Defense Plan Builder Tool. The CBRNIAC shall
compile the resulting feedback from the focus groups/user testing workshops into a report for FDA
review,

The CBRNIAC shall provide technical support, subject matter expertise, and final
upgrades/modifications to the FDPB Tool to support the launch and rollout of the Food Defense
Plan Builder Tool. This includes providing the technical support necessary to launch the tool on
FDA.gov.

CBRNIAC will create the following deliverables in support of this task:
Food Defense Plan Builder Software Tool and Report (Deliverable 4.5)

3.4 (Task 4) — FDA Mitigation Strategies Database (MSD) Content Review

The CBRNIAC shall research and identify food defense mitigation strategies, in consultation with FDOT, in support
of the FDA’s Food Defense Regulation/Guidance document development process under the FSMA

3.4.1

342

343

344

The CBRNIAC shall review the existing MSD. The review will focus on database content and
data gaps; but will also include review of database layout, information presentation, and general
user friendliness. Resulting recommendations will be compiled into a draft report for FDA review.
The CBRNIAC will incorporate any changes requested by the FDA. The draft report will be used
for further development of the MSD during a face-to face workshop with the FDA (Task 3.4.2)
The CBRNIAC shall prepare for and a hold face-to-face meeting to review the draft report from
Task 3.4.1 with the FDA. The CBRNIAC shall prepare a final report based on the review of the
existing database and results of the face-to face meeting for delivery to the FDA

The CBRNIAC shall research existing FDA VA results and other sources to include DTIC
databases, to identify additional appropriate mitigation strategies for critical nodes common to the
food industry and to fill data gaps identified in Tasks 3.4.1 and 3.4.2. The CBRNIAC shall consult
with industry and trade organization subject matter experts that participated in previous FDA VAs
for input.

The CBRNIAC shall identify recommended mitigation strategies to be considered by the FDA for
inclusion in the MSD and other guidance documents.

FDA Mitigation Strategies Database (MSD) Content Report (Deliverable 4.6)

CBRNIAC will create the following deliverables in support of this task: J

3.5 (Task 5) ~Vulnerability Assessment Software Module Review

3.5.1

The CBRNIAC shall perform a detailed review of existing and new VA software modules
developed by the FDA’s Software contractor. The review will focus on software design and
functionality, content and examples for help screens, and proper integration of the MSD. In
addition, for previously reviewed modules, the CBRNIAC shall follow-up on the successful
incorporation of previously recommended changes. Finally, for the Retail VA module, the
CBRNIAC shall evaluate the technical aspects of each question for content, appropriateness of the
question, flexibility for various industries within the retajl sector, and availability of appropriate
pre-populated answers.
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The CBRNIAC shall compile resulting recommendations into a draft report for FDA review. The
CBRNIAC will incorporate any changes requested by the FDA. The draft report will be used for
further development of the VA software modules during a face-to face workshop with the FDA)
(Task 3.5.3)

The CBRNIAC shall prepare for and hold a face-to-face meeting to review the draft report from
Task 3.5.2 with the FDA.

The CBRNIAC shall prepare a final report based on the review of the existing database and results
of the face-to face meeting for delivery to the FDA

CBRNIAC will create the following deliverables in support of this task:
Vulnerability Assessment Software Module Report (Deliverable 4.7)

3.6 (Task 6) —Vulnerability Assessments (VA) on Food Products

The CBRNIAC shall conduct up to 30 assessments of food products over 3 years as identified by the FDA/FDOT.
The intent of these assessments will be to identify security gaps, increase awareness and coordination between the
food and agriculture sector and the United States Government (USG), develop processes to reduce identified
vulnerabilities, and identify/define research needs.

3.6.1

w
2
2

The CBRNIAC shall identify subject matter experts (SMEs) from the food industry, academia,
trade groups, and local, state, and federal regulators to participate in distinct focus groups (2-4
members) for each assessment.
The CBRNIAC shall provide the focus group participants with project background information
and expectations of participation, and will establish/agree on the process flow to be used in the
assessment.
The CBRNIAC shall use the most appropriate vulnerability assessment tool at the assessment to
evaluate the food process/system.
The CBRNIAC shall submit a VA report that includes the data collected and analyzed at each of
the assessment meetings. These reports will be portion marked as unclassified, confidential or
SECRET as outlined in the security guidance manual that FDA/CFSAN/OFDCER will provide.
PowerPoint slides are to accompany each report (CFSAN/OFDCER to provide a template). FDA
anticipates the final presentations to be classified SECRET. Each report shall contain:
3.6.4.1 Overview and flow diagram with associated process description of each food
process/system evaluated.
3.6.4.2 Discussion of vulnerabilities of process nodes and identification of critical nodes.
3.6.4.3 Discussion of mitigation strategies to reduce the threat/prevent an attack. Strategies may
include actions that either industry or government may take to reduce vulnerabilities
with emphasis on critical nodes.
3.6.4.4  Description of allocation/sourcing of ingredients used to produce the product evaluated
(including country(s) of origin).
3.6.4.5 Discussion of research needs potentially drawing from the following areas that have been
identified previously as needs.
3.6.4.5.1 Threat-agent and agent/matrix research including prioritization of threat
agents for specific foods, physical/chemical/ environmental characteristics
of threat agents and their sensitivity to such factors, and toxicity and
accessibility of such agents.

3.6.452 [ncident detection including available methods, accessibility of such
methods to industry, and ease/speed of use.
3.64.53 Incident magnitude and response including modeling of economic

consequences, recovery of consumer confidence, and
decontamination/disposal procedures.

36454 Improved communication channels with emphasis on
facilitated/simplified means for sharing information and determining
point-of-contact.
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3.6.4.6 For update assessments the CBRNIAC shall conduct an independent comparison of the

update meeting outcomes to the original VA outcomes. The VA report will include 1)
a summary of the process review discussion with emphasis on changes as compared to
the original VA 2) a summary of vulnerability discussion with emphasis on changes as
compared to the original VA, and 3) a summary of the likely reasons a particular
vulnerability was raised or lowered compared to the original VA, what process changes
directly resulted in the vulnerability change, and what prompted the food process
change.

3.6.5  The CBRNIAC shall provide unclassified working notes to all VA participants.

CBRNIAC will create the following deliverables in support of this task:
Vulnerability Assessments (VA) on Food Products (Deliverable 4.8)

3.7 (Task 7) — Food Defense Studies and Analyses

Upon review and approval by the FDA/FDOT of a plan to conduct an analysis, the CBRNIAC shall analyze food
defense related issues, capabilities, and tools to identify technological or policy gaps and constraints that may limit
the execution of FDA’s food defense mission. These analyses will identify potential courses of action to address
identified gaps and constraints, and make recommendations to decision makers to improve food defense capabilities.
The CBRNIAC shall perform up to six (6) analyses. Each analysis will be documented in a report of mutually
agreed format.

CBRNIAC will create the following deliverables in support of this task:
Food Defense Studies and Analyses (Deliverable 4.9)

4.0 DELIVERABLES/REPORTING REQUIREMENTS:

Not all deliverables required by this SOW are STI. Examples of deliverables that are typically not considered to be
STI are monthly progress reports, trip reports, financial status reports, workload and staffing plans and reports,
cover/transmittal letters, plans of action and milestones (POA&Ms), etc. An SF298 Report Documentation Page
is a required submission for STI deliverables only.

4.1 Post-award brief and minutes. Post-award orientation meeting to discuss cost, schedule, performance
(including RA requirements and IAC approach, with specific focus on IAC model of building on BCO knowledge
base and producing STI for future reuse).

4.2 STI Relevance Assessment and Gap Analysis. Annual summary of STI used in performance of tat,
including value of that ST and feedback on its usefulness in the context of the tat. Also includes summary of tat
needs for STI unmet by the existing BCO knowledge base (i.e., areas where additional BCO STI would have been
useful in performance of the tat).

4.3 Monthly Status Report. Includes, at a minimum, task expenditures versus planned expenditures, technical
progress made, schedule status, travel conducted, meetings attended, PCO approved equipment/materials procured
and excessed, issues and recommendations. The monthly status report is intended to report on cost, schedule, and
performance against sow requirements, providing information at the tat task level. As such, it will identify funding
compared to ceiling, planned versus actual expenditures, deliverables funded and date they were funded, technical
progress made and schedule status per deliverable, deliverables completed within the previous reporting period,
identifying them by title and number, and will indicate what deliverables are scheduled to be delivered during the
upcoming reporting period. Specific format and content shall be mutually agreed upon by the IAC and RA, per the
guidance contained herein; status report format should be established no later than the post-award conference. The
monthly status report shall be in pdf format, and e-mailed to the RA and the CBRNIAC. The CBRNIAC will make
all monthly reports available to the contract COR, PMA. and PCO.
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4.4 Final detailed written Technical Report (TR). (as defined by
http://www.dtic.mil/dtic/stresources/techreports/index.html ). Shall include task background, objective,

assumptions, specific data collected, conclusions analyses conducted and recommendations. Each report shall be
delivered to the RA and COR, prior to expiration of the period of performance. Under authority of the RA, with
approval by the COR, each TR (whether unclassified or classified) shall have a Distribution Statement. Every effort
will be made to avoid utilizing Distribution F (Further Distribution Only As Directed by...). However, if
sensitive internal information is contained in the TR, every attempt shall be made to produce a sanitized (redacted)
version of the TR for distribution within DoD (Distribution D) and inclusion in the DTIC database. For classified
reports to be included in DTIC classified databases, and unclassified SF298 will be produced and signed by the
government TAT RA; this document shall serve as the basis for creating unclassified metadata, which the IAC will
add to the DTIC unclassified database, in accordance with established policy and procedures.

4.5 Food Defense Plan Builder Software Tool and Report. The CBRNIAC shall provide the updated tool

and report on the integration of the Food Defense Plan Builder Tool with the VA Tool, resulting changes,

development of self-assessment audit and help tools, user testing, incorporated changes, and results and
recommendations.

4.6 FDA Mitigation Strategies Database (MSD) Report. The CBRNIAC shall recommended mitigation
strategies to be considered by the FDA for inclusion in the MSD and other guidance documents.

4.7 Vulnerability Assessment Software Module Report. The CBRNIAC shall perform a detailed review of
existing and new VA software modules developed by the FDA’s Software contractor and prepare a final report based
on the review of the existing database and results of the face-to face meeting for delivery to the FDA.

4.8 Vulnerability Assessment (VA) on Food Products. The CBRNIAC shall conduct up to 30 assessments on

food products as identified by the FDA/FDOT and submit a VA re

at each of the assessment meetings.

4.9 Food Defense Studies and Analyses. The CBRNIAC shall analyze food defense related issues,

port that includes the data collected and analyzed

capabilities, and tools to identify technological or policy gaps and constraints that may limit the execution of FDA’s
food defense mission. These analyses will identify potential courses of action to address identified gaps and
constraints, and make recommendations to decision makers to improve food defense capabilities.

Delivera | TAT SOW | Deliverable Title Number of # of STI - Due by
ble Reference Deliverables | subsetof # | (## Days
Number deliverables | After
Funding)
4.1 3.1 Post-Award Brief and Minutes 1 0 35
4.2 3.2 STl Relevance and Gap Analysis 3 3 Annually
4.3 All Monthly Status Report 36 0 45, 15" of
month
4.4 All Final Technical Report 1 1 1095
4.5 33 Food Defense Plan Builder Software Tool 1 0 365
and Report
4.6 3.4 FDA Mitigation Strategies Database (MSD) 1 1 1035
Report
4.7 3.5 Vulnerability Assessment Software 1 1 1035
Module Report
4.8 3.6 Vulnerability Assessment (VA) on Food 30 30 365, 730,
) Products 1095
4.9 3.7 Food Defense Studies and Analyses 6 6 365, 730,
1095
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5.0 GOVERNMENT FURNISHED EQUIPMENT, PROPERTY, AND/OR DATA:

The Government agrees to provide the CBRNIAC with all documents and information necessary to perform the tasks
outlined in the SOW. Government NISPOM computers will be provided.

6.0 SECURITY REQUIREMENTS:

This TAT requires that CBRNIAC personnel possess a DoD SECRET security clearance. This TAT will require
access, receipt, generation, and storage of classified information up to and including the SECRET level. The current
overarching SECRET DD254 for the CBRNIAC contract is adequate for performing the work on this technical task.

6.1 Classified information generated in the performance of this task shall be classified in accordance with the
appropriate security classification guidance, which will be provided to the CBRNIAC. Extracted or summarized
classified information will be marked in accordance with the classification markings from the source document.

6.2 The CBRNIAC shall comply with all security requirements outlined in the National Industrial Security
Program Operating Manual (NISPOM) and the NISPOM supplement, and CFSAN Standard Operating Procedures —
National Security Classification of Vulnerability Assessments dated April 2007, regarding the protection,
safeguarding, dissemination, and processing of all classified and unclassified information developed, generated and
handled under this contract.

6.3 The CBRNIAC shall use a non-networked, dedicated laptop designated for “Controlled Unclassified
Information™ to record meeting proceedings, generate working documents, and create a draft of unclassified reports.

7.0 BENEFITS TO THE IAC AND TO THE GOVERNMENT:

This TAT effort shall benefit from the knowledge base of the CBRNIAC BCO. The information resources of the
BCO are a necessary part of the work effort required under this TAT SIW, and shall be used to eliminate any
duplication, reuse existing STI. and guild on that STI as if is applied in the operational context of this SOW.

The FDA will benefit by existing STI in the DTIC database which may be relevant. TATs performed for other
organizations touched on prevention of intentional contamination of food systems, and safe combat rations
manufacturing technologies.

This effort shall directly benefit the core capabilities of CBRNIAC and its broader technical community. The IAC
database shall be expanded and enhanced through the identification, acquisition, and development of relevant data,
use of that data to address new technical challenges identified under this TAT, and the development of new STI.
8.0 CONTRACT SOW PARAGRAPH REFERENCE:

6.1.s (Domestic Preparedness), 6.1.t (Counterterrorism)

9.0 TRAVEL REQUIREMENTS:

CONUS and OCONUIS travel is anticipated. All travel will be approved by the government technical POC and
conducted in accordance with joint federal travel regulations.

10.0 PLACE OF PERFORMANCE.
The CBRNIAC shall perform the work at government and CBRNIAC locations.

11.0 ESTIMATED PERIOD OF PERFORMANCE:
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Total of 36 months: 12 month base period with two (2) 12 month options. Activity conducted during each period
will include:

11.1 Base Period: In accordance with the statement of work, the CBRNIAC shall coordinate with the FDA to
continue development of food defense tools under development including the Food Defense Plan Builder (FDPB)
tool and the Mitigation Strategies Database (MSD). The CBRNIAC shall advance FDA's mission of reviewing the
content of the mitigation strategies MSD for accuracy and relevance. The CBRNIAC shall conduct vulnerability
assessments on food products as identified by the FDA to support the FDA in satisfying its assessment
responsibilities. The CBRNIAC shall also support the FDA’s food defense mission by conducting studies and
analyses as identified by the FDA.

11.2 Option Year 1: In accordance with the statement of work, the CBRNIAC shall coordinate with the FDA to
advance the development of the FDPB and the MSD by developing relevant “help” information, user assistance
information and conducting usability and focus group testing and feedback sessions, face-to-face meetings, and other
collaborative activities to refine and enhance the capabilities and functionality of these valuable tools. The
CBRNIAC shall coordinate with the FDA to develop content and guidance documents related to potential mitigation
strategies the food and agriculture industry may find beneficial for inclusion to the MSD. The CBRNIAC shall
advance FDA’s mission of identifying mitigation strategies for inclusion in the MSD and continue to conduct
vulnerability assessments on food products as identified by the FDA. The CBRNIAC shall also support the FDA’s
food defense mission by conducting studies and analyses as identified by the FDA,

1.3 Option Year 2: In accordance with the statement of work, the CBRNIAC shall coordinate with the FDA to
continue the development, refinement and upgrades of the FDPB and the MSD by conducting usability and focus
group testing and feedback sessions, face-to-face meetings, and other collaborative activities to refine and enhance
the capabilities and functionality of these valuable tools. The CBRNIAC shall advance FDA’s mission of identifying
mitigation strategies for inclusion in the MSD and conduct vulnerability assessments on food products as identified
by the FDA. The CBRNIAC shall also support the FDA’s food defense mission by conducting studies and analyses
as identified by the FDA

12.0 GOVERNMENT POC:;
Julia Guenther
U.S. Food and Drug Administration
5100 Paint Branch Parkway
HFS-007, Room 2A017
College Park, MD 20740
Phone: (240) 402-1637
Mobile: (240) 753-4023
Fax: (301) 436-2633
E-mail: julia.guenther@fda.hhs.gov

Alternate Government POC:

Jon Woody

U.S. Food and Drug Administration
5100 Paint Branch Parkway
HFS-007, Room 2A01

College Park, MD 20740

Phone: (240) 402-2171

Fax: (301) 436-2633

E-mail: jon.woody@fda.hhs.gov

Government Security POC:

Al Gillis
10903 New Hampshire Ave.

013



SP0700-00-D-3180
0747
Page 14 of 14

WOI Rm 1232

Silver Spring, MD

Phone: (301) 796-4607

Fax: (301) 847-8102

E-mail: Alexander.Gillis@fda.hhs.gov

DTIC POC:

Elliott Brick

DTIC PMA

Acuity Consulting, Inc.

Defense Technical Information Center, DTIC-I
Fort Belvoir, Virginia

Phone: (703) 767-9108

Email: ebrick.ctr@dtic.mil

CONTRACT ADVISORY AND ASSISTANCE SERVICES DO NOT APPLY.
THIS SOW IS FOR NON-PERSONAL SERVICES.
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Section E - Inspection and Acceptance
INSPECTION AND ACCEPTANCE TERMS
Supplies/services will be inspected/accepted at:
CLIN  INSPECT AT INSPECT BY  ACCEPT AT ACCEPT BY
0100 N/A N/A N/A Government
0200 N/A N/A N/A Government
1100 N/A N/A N/A Government
2100 N/A N/A N/A Government
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Section F - Deliveries or Performance

DELIVERY INFORMATION

CLIN  DELIVERY DATE

0100 POP 16-MAY-2012 TO
15-MAY-2013

0200  POP 16-MAY-2012 TO
15-MAY-2013

1100 POP 16-MAY-2013 TO
15-MAY-2014

2100 POP 16-MAY-2014 TO

15-MAY-2015

QUANTITY

N/A

N/A

N/A

N/A

SP0700-00-D-3180
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SHIP TO ADDRESS uIC
DEFENSE TECHNICAL INFORMATION HJ4701
CENTER

DTIC - 1

8725 JOHN J. KINGMAN ROAD, STE. 0944
FT BELVOIR VA 22060-6218

703-767-9171

FOB: Destination

(SAME AS PREVIOUS LOCATION) HJ4701
FOB: Destination

(SAME AS PREVIOUS LOCATION) HJ4701
FOB: Destination

(SAME AS PREVIOUS LOCATION) HJ4701
FOB: Destination
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Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

AA: 97 201220130400R 7967 224122010-FY 12 CB-12-0341/D0O-DD74-255-HJ470226687 044450
AMOUNT:

CIN HJ470 2132mom:]
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Section H - Special Contract Requirements

RATES
The Government reserves the right to negotiate an adjustment to this Order based on resolution of the issues
identified by DCAA and DCMA.

As part of the terms and conditions of this contract (or delivery order) the contractor shall not bill in excess
of the following capped rates and shall not request additional funds solely to cover higher final Overhead
and General & Administrative (G&A) rates.

Capped Rates:

Any costs incurred by the contractor in excess of the above capped rates are determined unallowable by the
Contracting Officer under this contract (or delivery order). All directly associated costs are also
unallowable. In accordance with FAR 31.201-6, these costs shall be excluded from any billing, claim, or
proposal applicable to this contract (or delivery order).
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Section I - Contract Clauses

CLAUSES INCORPORATED BY FULL TEXT

52.217-9  OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 5 days; provided
that the Government gives the Contractor a preliminary written notice of its intent to extend at least 10 days before
the contract expires. The preliminary notice does not commit the Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause.
(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 36

months.
(End of clause)
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02/25/2013 12:19 FAX 301 594 5428

'DATE: 2-25-2013

FAXTo: Ms, Eﬁl,i-iabeth' Dickinson, Esq.

Chief Counsel
Food and Drug Adminlstration
Spring; MD 20893-0002

(T) 301-756-8540
(P 301-847-0657

RAGER,LEHMAN & HOUCK

0017009

SUIJECT YQUR LETTER OF FEBRUARY 22, 2013 TO MR JOHN

| HNATIO AT FOODQUEST TQ, LLC
NQTE:

Dear Ms. Dickihsaw

On February 12, 2013; we faxed our response directly to ‘your nfﬂce I' have made direct contact with

We receivéd your Ietter of Fehruary 23, 2013, asking for a respanse to ynur letter of January q‘a, 2013,

your office to make tertain that you recelve the attached copy of our orlglrlal respanse. Than

you very '

much for your wnIlmgness to look Into this matter. If you have any questlons please feel free o contact

mé at 240-439-4476 %11, You can also reach me at e—mall-
John.

'FROM:

John Hnatlo
) Chlef S:Ience Officer
FoodQuestTQ
4720 Hayward Drive
Sulte 104 '
Frederick, MD 21702
240-439-4476 x-11
E-mall; jhnatio@th

t regards,
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n

COPY ‘ -

DATE: 2-12-2013

FAXTO:

. Msc Ehzabeth chklnsan, Esq
Chief Counsel

Rm, 4536 ;

Food and Drug Admlnistratlon
Silver $pring MD 20993-0002
(T) 301-796-8540 '
(F) 301- 847-8637

. E-mall: Elizabeth. chkinsan_fdav hhw

SUBJECT: RESPONSE TO YOUR LETTER OF JANUARY
2013 TO MR. JOHN HNATIO, FOODQUESTTQ, LLC

: | FROM:

- lohn Hnatio, EdD, PhD

Chief Science thcer .

~ 'FoodQuestTQ. R
4720 Hayward Drive -

Suite 104 | |
Frederick, MD 21702 : | ' y

240-439—4476)(—11 B 5

E-mall 'hnatm"': thoughts uest,com

COPY

C @002/0089

28,

021
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Ellzabeth H. Dickinson, E5q. “
Chlef Counsel ety

- Food and Drug Administration
10803 New Hampshira Avenue
sliver Spring, MD 20983

February 12, 2013
Dear Ms, chklnson

Thank-you very much for your letter of January 28, 2013 Inyour letter you refer to the letter that we
wrote 1o Senator Barbara Mikulski on December 19, 2012, We truly appreciate your help. and weare
looking forward to working with you as we muve forward together to fairly resolve this. matte g

In the Fall of 2012, bur company became concerned that the Food and Drug Administration (F DA) Food
Defense Team may be Improperly using FoodQuestTa LLC generated trade secrets and other ltuslness
propnetarv mformatuon to duplit:ate several of our products '

" We have since learnad that members of the FDA’s Foad Defense Team have taken our FoodQuestTQ LLC
product descriptions and our proprletarv commérclal and trade secret information and duplicsted three

‘of our products. Other new products that duplicate our pre-axisting: mmmercial offerings may also hein
development by the FDA that we are not yet aware of at thls fime,

1. The new FDA Faod Defense Plan Bullder tool takes our pre—exlstlng Food Defense'rq ool which
is used to build food defense plans {just recently upgraded to become Food Defense & ‘-hltecl:)

and dupllcates It

2. The hew FDA FREL -B:tool takes elements of aur pre-exlstlng FREE and FEAST comput r software
tools which are used to simulate and manage food emergencles, and: dupllcates them, ’

ln your letter you refer to our December 1s, 2012 Ietter to Senator Mikulskl and you ask us tq “identify
the patents to which yau are referrlng in your letter and the FDA software system whlch you dllege uses
your ldeas The patent upon which the entlre Foodﬂuer.tTO. integrated Food Protectlon com uter

, software tool suite is based is:

o USFTQ Patent ND 1 US 5,103,601 B2; om .lenuary 24, 2012

The patent describes methods end ter:hnlques that are an expresslon of the Complexity Systerns
Management Method or CSM Method' The CSM Methad® is a registered trademark buslnes ‘ process
- and data transformation patent for dealing with complex and evolving risks and risk countermeasures -
across all eritical infrastructures Including food and agriculture. It consists of 92 objects of Inv ntlon that
. are mtegrally tled to each of the 20claims granted by USPTO under the patent

itis important 1o note, however, that our company‘ s concerns go well beyond the posslblllty that the
FDA may have mfrlnged onour petent to Include the more immediate concern that the Food Jefense »

s
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Tearn has improperly taken FoodQuestTa LLC product Information and company proprietary
commerclal and trade secret Inf”onmtion 10 duplicate our products.

Attached please find a brief description of some specific toplcs that you may wish to discuss c:Lrectly

with the FDA Food Defense Team. We wanted to provide this lnformation to you now In ord
our upcomlng meeting as produ:tlve as pussible

l#004/008

to make

cooperative relationship with the FDA so that we can work mgether to make the food weall gat safer.

Agaln, thank you very mugh for looking Into our concerns. We are still very unterested in buil%mg a

We very much loak farward to meetlng with you personally to lay outa plan an how we'can
tngether to falrly resolve this issue in a mutually beneﬁclal way. ~

ork

Flease fegl free to contact me at my office telephone of 240-439-4476 »-11 to arrange for a meeting or If

we can be of any further help to you In resolving this matter.

Sincerely yours,

John H. Hnatlo, EdD, P‘hD

Chief Science Officer 7 - . oo
FoodQuestTq LLC -
(T) 240-439-4476 x-11
(M) 301-606-9403
hhatio @tha

. 023




02/25/2018 12:20 FAX 301694 8428 'RAGER, LEHMAN & HOUCK @005/008
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y
informal Note for: Ellzabeth Dickinson
From:John Hnatlo ﬂ/ A

Date. 2/12/2013 }/

For many years prlor to mv retirement from gavernment gervice, | had the great privilege of serving In
senior positions in both the Executive and Leglslative Branches of our government where | deglt directlv
with technology transfer issues and the vital relationship between the government and industty in
achlevlng natlonal ob]ectives For example, | was the leader of the technolugv transfer' program for the
nuclear weapons: program that included all ten of the natlenel laboratories where | oversaw b lllons of
dallars of cooperative work between the gnvernment and the private sector. | also served as g loaned
Executive from the White House to the Senate to spearhead efforts to strengthen the defense| Industrial
base and promote greater cmperatlon between government and Industry Suffice It to say that | have

“lived and breathed this stuff” for well over 30 years.

Based on my significant expertise in this area. there may be several speclﬂc aspects of this sﬂﬂatmn that
you may wish to explnre dlrectlv with the FDA Food Defense Team before we have the opportunity to

- meet,

« Industrv certalnly is an lnherentlv govemment functlon, food defense and fuod safety undertej; ings to
- assist the food industry implement and comply with those regulations are not. Rather, they ra present a
shared responsihllity between the gnvernrnent and the: prlvate sector. The FIA Foud} Defense Team did
not make & goad falth ”bulld-nn buuld" determinatlen befnre thev declded to duplicate our prg ducts

Annther lmportent gwernment determlnatlen requlres that no government agency nr Its
‘subcontractors, including Battelle Memorial Institute in this case, be permltted to compete with the
private sector, Here the rulgs are also very clear. pefore and as part of any funding declsion b & federal
agency to contract witha Federally Funded Research and Development Center (FFRDC) the agency must
make a cumpete-no compete determmatmn This requlres that each federal agem:y system tically

" FOR YOUR EYES ONLY
’ 024
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agencles this respunslblhty 1s shared by the Head Contracting Officlal. and is basls to the procu rsment
~ process. The FDA Food Defense Team did not make a good faith “sompete-no compete” determination

before they decided to duplicate our products

~ There are several other issues that raise serious concerns sbout the Integrity of the FDA Food Defense  ___ __ ..
Team's actlons that are disturbing that their supstvisors should be made aware of. Page | 2

On October §; 2912 we briefed the FDA Food [ lefense Team. Durlng that briefing we attemp d to
dlsmurage them from pursulng a course of action that would only result In a waste of taxpayer dollars
 to duplicate pre-existing commercial products. Atthat meeting, we offered the FDA Food Defgnse Team

& one dollar a ygar license to use our tools for all FOA. personnhel across the Fond and Agricultural
industry vertical, The FDA Fond Defense Team never responded to our offer. Butthey did telljus that
our- companv’s products were far better than the ones that the FDA was develupmg under thelr contract

with Battelle Memorial Ingtitute,

In Decernber 2012, we were invited hy the Grov:erv Manufacturer's Association (GMA) ta attehd an FBA
Food Deferise Team sponsared workshop. Before the meeting we were = told by the FDA Food Defense
Team that the prlnclpal purpose of the workshop was to discuss the use of a food defense tar eting tool

originally developed by the mllitary Speclal Farces that has been converted by the FDA Food Defense

Te*af%u 0 allgiitha i “‘b‘*ﬁ »A§°°d5%ﬂs
a?ﬂut the frue AT ogQue ated %web bgsad 8 .’ l'EE;h
sty t4 ting,googf e st ghed ey fore

Nistd

article glvlng; e pre n !
questlons about the utillty uf the FDA targetlng rtool by industry. Thls artlcle recelved very slg 1lﬂgant
notarlew within the FDA Food Defense Team as evidenced by the fact that the Fmd&uestTEl trtl’éle was
"opened" for readlng and further distribution by the leader of the FDA. Fm',‘»d Defense Team mare than

40 tlmes

A few days befure the FDA Food Defense Team spnnsnred workshnp was seheduled to take place:
December 12, 2013, we were provided with a copy of the FDA Food Defense Team agenda forthe
wurkshop by GMA, We realized at this time that the Food Defenige Team mtentlonallv misled jus about
the true purpose of the workshop, The agenda miade it clear that the real purpose of the workshop was
- forthe EDA Food Befense Team to demoristrate and receive inputs from the food: mdustry on|the FDA‘ :
new Fnod Defense Plan Buﬂder tool A- renresentatlve of Battalle Memorial lnstltute wrote the company
“an e-mail statmg that the FDA Food Defense Team mdustrv workshop to demnnstrate thelr new Food

Defense Plan Builder tool could only be attended by faad processmg companies.

Late in the evening of December 11, 2012, we were informed by GMA that the FDA had prohl ited our '
company froin attending the following day’s wnrkshap to demonstrate our FoodOuestTQ food defense
plan bullder tool (known as Faod Defense Architect), The GMA advised us that the FDA Food Defense
Team prohiblted us from attending the workshop because they (the FDA Food Defense Team)/did not
want to give our company any unfalr competitive advantage. After the warkshop, we were alle to

A

=2

FOR YOUR EYES ONLY
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verify that we were agaln misled by the FDA Food Defense Team when we found that attendr:rs at the
workshop Included many other nrnn-food processing companies including competing softwa
companles. '
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| COPY
Senator Barbara Mikulskt - _ . X ‘
Washington, DC o N '
‘503 Hart Senate Office Bullding | e eonddfor et quotert
Washington, D.C. 20510 '
, February 12, 2013
Dear Senator Mlkulskl-

We would like to thank-you very much for your help.In arranging & meeting with Ms, Dickinso atthe
Food and Drug Administration. We would like to extend our particular thanks to Mr. Barton Kennedy of
your staff for his dillgent efforts wnrklng through the faderal bureaucracy on our behalf, We express our

personal thanks to Bart. -

We recently recelved a letter from Ms. chkmsnﬂ askmg for. bar.:kground Information on our concerns.

We have respanded to her request and hope to meet with her: very soon to resolve the matter. We feel
confident that when Ms. Dickinson gets the opportunity to review the materlals she will take the
apprnprlate actlons necessary to resolve ourconcerns. 4

With your permission, we will keep vou apprlsed of aur progress In working with the Food anql Drug
Administration to resolve our concems, Again, thanks to you and your staff. ‘

Sincerely,

ohn Hnatio, EdD, PhD
Chief Science Officer.
 FoodQuestTQ LLC

.c¢: Elizabeth Dickinson, FDA-OGC
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1632 Longworth House Office Building pewared by odQuestTl
4y . . e £
Wasthgton, DC 20515 70 stonds forithreat quatient

‘

Representative John Delaney R | X 'I"Q

February 12, 2013

Dear Representatlve Delaney

We wanted to thank-you for your assistance In obtalning the oppurtunlty to meet with Ms. Eljzabfnh ’
Dickinson at the Food and Drug Administration. We reallze that without your help such a me tubng
] wauld never have been possible.

There Is one particular persan.on your staff whu warked diligently on our behalf, Kevin Mack deserves
our special thanks. You must be proud to have him as a member of your staff.

We recentlv received a letter from Ms. Dickinson asking for baekground Informatlon GN OUrCcONCerns.
We have resparided to her reque&t and hope to meet with her very soon to resolve the matt; ‘We feel
confldent that when Ms. Dickinson. getsthe opportunity to revlew the matenals she will take the '
approprlate actlons necessary to resolve our cuncerns.

© With your permlsslan wea will keep yeu apptised of our progress In working \ with the Food ang Drug
' ,Admlnistratlon to resolve our concerns. Again, thank-vou for ali uf yaur help.

Sincerely,

’FoonueStTQ LLC

 cc: Elizabeth Dickinson, FDA-OGC
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CONFIDENTIALITY AGREEMENT

This agreement is entered into between FoodQuestTQ LLC, hereinafter
referred to as “FQTQ”, doing business at 7420 Hayward Road, Suite 102, Frederick,
Maryland 21702 and the Food and Drug Administration, hereinafter referred to as the
"FDA”, doing business at 10903 New Hampshire Avenue Silver Spring, MD 20993. Page | 1

WHEREAS, and in connection with anticipated communications between the
two named parties to this Agreement concerning allegations by FQTQ that the FDA
has taken FQTQ proprietary and trade secret information to duplicate FQTQ
commercial products in violation of laws, government policies and required federal
procedures. It is expected that FQTQ will disclose to the FDA Confidential
Information including but not limited to a patent called the Complexity Systems
Management Method (CSM®), Patent No.: US 8,103,601 B2 and proprietary and
trade secret information on how Patent No.: US 8,103,601 B2 was reduced to practice
in a suite of FQTQ commercial computer automated food defense, food safety and
food risk management tools. It is also anticipated that the parties to this Agreement
will share Confidential FQTQ Information as they work together to develop a detailed
technical crosswalk between the FQTQ suite of tools and FDA-Battelle Memorial
Laboratory developed tools listed below.

FQTQ Commercial FDA-Batelle
Purpose of Tool
Tools Developed Tools
Food Defense Architect Food Defense Plan .
Food DefenseTO Builder Build Food Defense Plans
Food Mapper iRisk Computer search and risk
management tool
FREE Tool FREE-B Emergency response
FEAST mapping and simulation tool

NOW THEREFORE, in assurance of a full and good faith review by the Chief
Counsel of the FDA as to the FQTQ allegations that FDA has infringed on Patent No.:
US 8,103,601 B2 and taken FQTQ proprietary and trade secret information to
duplicate FQTQ commercial products in violation of laws, government policies and
required federal procedures, the parties agree as follows:

1. The FDA shall protect and keep confidential and shall not use for other
purposes than those established in this Agreement, publish or otherwise disclose to
third parties any and all Confidential Information of FQTQ. The obligation of
confidentiality and restriction on use under this Agreement shall survive any
termination of this Agreement.
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2. By way of illustration, but not limitation, Confidential Information
includes improvements, inventions, concepts, structures, formulas, techniques,
processes, apparatus, know-how, and related data, clinical plans, business records,
business or sales forecasts, past or current proposals, financial information, patent
applications or legal opinions and documents which are disclosed to the FDA under
this Agreement. Confidential Information may be supplied in written or oral form and
may be identified as "confidential™ but the lack of such explicit label or designation
shall not preclude information from being treated as confidential under this
Agreement.

3. To assist in protecting Confidential Information, the FDA agrees (a) not to
disclose any Confidential Information of FQTQ to anyone except government
employees of the FDA who are specifically bound by the terms of this Agreement and
directly involved in conducting a good faith review of the FQTQ allegations and; (b)
not to copy any FQTQ Confidential Information except for the purpose of doing a
good faith review of FQTQ allegations; (c) to take all reasonable steps necessary to
prevent the unauthorized disclosure, copying or use of any FQTQ Confidential
Information, and (d) to use at least the same degree of care it uses to protect its own
Confidential Information.

4. The FDA agrees that upon a written request by FQTQ that all Confidential
Information, all tangible expressions of the Confidential Information, together with all

copies thereof shall be promptly destroyed or returned to FQTQ.

5. This Agreement shall be binding upon the parties hereto and their
respective heirs, successors or assigns, from the date of signing and none of the
benefits of this Agreement shall be assigned by the FDA without the written consent
of FQTQ.

6. This Agreement shall be governed by the laws of Maryland. If any one
or more of the provisions of this Agreement shall be held invalid or unenforceable,
such provision shall be modified to the minimum extent necessary to make it valid and
enforceable, and the validity of enforceability of all other provisions hereof shall not
be affected thereby.

IN WITNESS WHEREOF, the parties have executed this Agreement.

For FoonuestTQﬁ LLC For the Food and Drug Administration
o [/ ] 1L By:
, John H. Hnatio Elizabeth Dickinson
Title:  Chief Science Officer, TQ Title: Chief Counsel
Date:  March 2, 2013 Date:
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Date: March 2, 2013

Note for: Ariel Seeley, FDA Counsel i

From: John Hnatio, FoodQuestTQ LLC ;_“'-

{

Subject: More information on FoodQuestTQ tools and yesterday’s E-mail
Hi Ariel,

Please call me John. It’s good to meet you. We really want to thank you and Ms. Dickinson for your
response and your good faith efforts to review the situation. Please say thank-you to her for me too.

| wanted to let you know that we have shared the nuts and bolts of literally everything we’ve developed
with the Food Defense Team, JIFSAN, and CIFSAN over the past three or so years. This includes
proprietary briefings and proposals including detailed information on our tools for building food defense
plans, searching food standards and regulations, developing food emergency simulations, responses to
food emergencies and much more. This is the same information that was used to duplicate our
products.

But, if this information is not available to you from the FDA Food Defense Team, or if you want to have
an independent read from us on the nuts and bolts of our technology, then we’d be happy to set up a
demonstration for the folks in your office so that we can walk you through our Food Defense Architect,
Food DefenseTQ, FEAST and FREE tools. The similarities between the tools duplicated by the Food
Defense Team using our confidential information and ideas are quite obvious.

Also, the opportunity to get more specific information from you on the nuts and bolts of the operation
of FDA’s Food Defense Plan Builder and FREE-B would allow us to prepare a detailed “technical
crosswalk” between the FDA Food Defense Team’s and Battelle’s Food Defense Plan Builder, FREE-B and
our FoodQuestTQ tools. The “technical crosswalk” can put the entire issue of infringement and the use
of our trade secret and proprietary information by the Food Defense team “to bed” very quickly.

As you do your good faith review, we hope that you will focus on all of the issues raised in the letter we
sent Ms. Dickinson. The issue of patent infringement, while certainly of great importance, is only one of
several critical issues that were raised in our letter. All of the issues we identified in our letter require
careful consideration because they involve violations of specific statutes and violations of clearly
established government-wide policies that specifically limit FDA’s authority to build the same or similar
products already available in the private sector.

Thus, we are really looking forward to working with you and Ms. Dickinson to fully explore the issues
created by the Food Defense Team when they intentionally took our confidential information and used
it to duplicate our tools in order to improperly compete with us. These highly significant issues go well
beyond any specific patent infringements that have occurred in this case.
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Please find a copy of a FoodQuestTQ LLC and FDA non-disclosure agreement (NDA). We would like to go
ahead and execute an NDA with you at this time since we are uncertain of FDA's position with respect to
adhering to the provisions of Title 18, as they relate to the protection of industry proprietary
information. Our concern is based on the actions taken by the Food Defense Team to take our trade
secrets and other proprietary ideas and information in order to duplicate our products.

As soon as we get an NDA in place, then | will call you to arrange a demonstration of our tools for you
and other members of the FDA counsel’s office and simultaneously make arrangements for you to share
with us the information we will use to prepare the detailed “technical crosswalk” of the FDA/Battelle
Food Defense Plan Builder and FREE-B tools against our Food Defense Architect, Food DefenseTQ and
FREE tools.

We really look forward to working with you Ariel. If you have any questions please don’t hesitate to call
me. My best number is 240-439-4476. I'm at extension 11. Hope to meet you in person very soon. All
the best.

PS!

Ariel we've got another serious problem. When it rains it pours. We just came across FDA's new iRisk
tool this morning. You can take a look at the new FDA offering at: http://foodrisk.org/exclusives/fda-
irisk-a-comparative-risk-assessment-tool/ . The new iRisk tool duplicates our Food Mapper tool and is

based on proprietary information that we provided to the Food Defense Team and JIFSAN. We’ll need
to include the FDA iRisk tool as part of the above technical crosswalk against our Food Mapper tool.
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Food Defense Plan Builder v1.0

Screenshots
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ABSTRACT

Stakeholders in the system of food safety, in particular federal agencies, need evidence-based, transparent, and rigorous
approaches to estimate and compare the risk of foodborne illness from microbial and chemical hazards and the public health impact
of interventions. FDA-IiRISK (referred to here as iRISK), a Web-based quantitative risk assessment system, was developed to meet
this need. The modeling tool enables users to assess, compare, and rank the risks posed by multiple food-hazard pairs at all stages of
the food supply system, from primary production, through manufacturing and processing, to retail distribution and, ultimately, to
the consumer. Using standard data entry templates, built-in mathematical functions, and Monte Carlo simulation techniques, iRISK
integrates data and assumptions from seven components: the food, the hazard, the population of consumers, process models
describing the introduction and fate of the hazard up to the point of consumption, consumption patterns, dose-response curves, and
health effects. Beyond risk ranking, iRISK enables users to estimate and compare the impact of interventions and control measures
on public health risk. iRISK provides estimates of the impact of proposed interventions in various ways, including changes in the
mean risk of illness and burden of disease metrics, such as losses in disability-adjusted life years. Case studies for Listeria
monocytogenes and Salmonella were developed to demonstrate the application of iRISK for the estimation of risks and the impact

of interventions for microbial hazards. iRISK was made available to the public at http://irisk.foodrisk.org in October 2012.

All stakeholders in the system of food safety would
benefit from the availability of a tool that enables rapid,
transparent, and rigorous evaluation of risks from foodborne
hazards. The numerous combinations of foods and hazards
make risk assessment across a broad mandate extremely
challenging. In particular, federal agencies require evidence-
based and transparent approaches to assess, compare, and
evaluate the risk of foodborne illness from microbial and
chemical hazards and the public health impact of interven-
tions. Comparative risk assessment, sometimes called risk
ranking, is integral to food safety decision making (26).
Given the multitude of potential foodborne hazards, limited
resources should be focused on the greatest risks (and
ideally, the greatest opportunities for risk reduction) among
the many hazards, commodities, and farm-to-table stages in
the food supply system. Assessing food safety risk over the
product life cycle and over a large mandate requires the
integration of science and state-of-the-art information
technology to identify the food-hazard combinations posing
the highest risks, to explore interventions to prevent harm,
and to respond immediately when contamination and illness
occur.

* Author for correspondence. Tel: 240-402-1914; Fax: 301-436-2641;
E-mail: sherri.dennis@fda.hhs.gov.

As further evidence of the need for comparative risk
assessment tools, an expert committee convened by the
National Academy of Sciences (26) recommended that the
U.S. Food and Drug Administration (FDA) develop tools
for public health risk ranking as part of the iterative steps in
a risk-based system for enhancing food safety decision
making. The Academy panel recommended that the FDA
create a model that is fit for purpose and ‘‘scientifically
credible, balanced, easy to use, and flexible’’ (26) to
conduct public health risk ranking in a systematic manner.

The FDA Food Safety Modernization Act, enacted in
2011 (43), emphasized the need for risk determination,
including low versus high public health risk with regard to
food products, production activities, and food facilities. For
example, the designation of foods as high risk through risk
assessment is needed for promulgating regulations pertain-
ing to a product tracing system. In setting standards for
produce safety, assessment is required to compare differ-
ences in risk associated with fruits and vegetables that are
raw agricultural commodities. Risk analysis of on-farm
manufacturing, processing, packing, or holding activities is
needed for exempting from mandatory preventive controls
certain facilities that engage in activities determined to be
low risk and involving specific foods deteﬁﬂ' ed to be low
risk. Implicit in each of these requiremems 5 the need to
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compare risks for many foods and hazards in parallel rather
than evaluating one combination at a time.

Assessing the risk associated with various hazards and
products can be challenging because of the complex and
global nature of the food supply. Foods can be contaminated
with microbial pathogens, microbial toxins, and chemical
hazards at one or more points in the food supply system.
Food safety hazards may be introduced from primary
production on the farm, during processing, manufacturing,
and retail distribution, and during food preparation at retail
establishments or in homes. Control measures and inter-
ventions can also be identified and applied at various points
in the system. A comparative risk assessment tool is needed
to allow a systematic analysis of data for contamination,
consumption, dose-response relationships, and health effects
to identify the most significant risks and risk reduction
opportunities based on public health metrics.

Identifying, comparing, and in some cases prioritizing
food safety risks can involve a range of qualitative,
semiquantitative, and quantitative methods. Various meth-
ods and their applications have been published. Qualitative
decision trees or risk rules, such as a likelihood-severity grid
for qualitative risk ranking (4), are examples of qualitative
methods. Semiquantitative risk scoring includes the patho-
gen-produce pair attribution risk ranking model (/), the Risk
Ranger (32) for determining relative risks for different
product-pathogen-processing combinations, and the Food
Safety Universe Database (6, 26) for ranking risks from
food-hazard-location combinations in the food supply.

Many examples of quantitative risk assessment models
have been published, notably the FDA and the Food Safety
and Inspection Service (FSIS) risk assessments of Listeria
monocytogenes in ready-to-eat foods (41) and Vibrio
parahaemolyticus in raw oysters (38). The FDA and FSIS
L. monocytogenes risk assessment included the development
of a complex mathematical model with inputs of available
exposure data for 23 ready-to-eat food categories and three
dose-response models. The model predicted relative risk
rankings among the 23 food categories based on outputs for
two public health metrics (cases per serving and cases per
year).

Both quantitative and qualitative methods of risk ranking
can be useful for informing policy decisions, depending on the
problem, the time frame, the specific risk management
questions to be addressed, the availability and quality of the
data, and the availability of resources. A readily accessible and
structured system is desirable as both a risk assessment tool
and a knowledge repository to inform food safety decision
making, which often takes place in real time. Here, we describe
the development and application of the FDA-iRISK (referred
to in this article as iRISK) system, a Web-based database and
quantitative risk assessment tool for storing evidence in a
structured fashion and then assessing and comparing the health
impact of microbial and chemical hazards in foods. To
illustrate the capacity of iRISK, we present case studies for L.
monocytogenes and Salmonella from an existing FDA library,
including risk estimates for multiple food-hazard combinations
and the impact of interventions.

FDA-IRISK—A COMPARATIVE RISK ASSESSMENT SYSTEM 377

Food Hazard
Process
model \
Consumption Dose
Number of
model ——> response — 3
? cases
DALY Population
template I EE— burden

Population

FIGURE 1. Seven elements of a generic risk scenario in iRISK
and their relationships.

MATERIALS AND METHODS

iRISK development and peer review. The iRISK system
was developed through partnership and collaboration with experts
within and outside the government. iRISK originated from and
built upon a risk ranking prototype developed through a
cooperative agreement (grant) between the FDA and the Institute
of Food Technologists (IFT). An expert panel with expertise in the
food supply system, food safety, risk assessment and management,
microbiology, toxicology, and other related areas was convened to
develop the framework for the prototype (29). The FDA also
commissioned a study conducted by RTI International (Durham,
NCO) to evaluate food safety risk ranking and prioritization models
(at a later time RTI International also assisted with proof-of-
concept testing of an earlier version of iRISK). Some of the models
evaluated were published, but others were not available in the
public domain. Based on the evaluation of the scope, strengths, and
limitations of the available models, the FDA selected the IFT
framework for further development. The IFT framework was
operationalized into a series of quantitative risk assessment model
elements by Risk Sciences International. The risk assessment
model elements are combined with a relational database, a user
interface, and report generation capabilities to form a Web-based
program, designated iRISK. iRISK has undergone an external peer
review for underlying algorithms and mathematical equations and
the usability of the interactive Web interface, with a focus on
microbial hazards. The FDA published a peer reviewed report
describing efforts to expand the capacity of iRISK and enhance the
user interface as suggested by the peer review panel (39).

iRISK model elements and their relationships. A risk
scenario developed in iRISK is a quantitative risk assessment for a
food-hazard pair to estimate the risk it poses to a population. The
Web interface enables users to define the food and the hazard of
interest, edit inputs, update references and assumptions, and store,
view, and share data, information, and risk scenarios. Figure 1
illustrates the seven elements of a generic risk scenario: the food,
the hazard, the population of consumers, a process model (i.e.,
food production, processing, and handling practices), consumption
patterns in the population, dose-response relationships, and burden
of disease measures associated with health effects (e.g., losses in
disability-adjusted life years [DALYSs]).

The iRISK model is consistent with the Codex risk
assessment paradigm (/0, 17); hence, data inputs fall into two
domains: exposure assessment and hazard characterization. Inputs
in the exposure assessment domain focus on consumption patterns
in the population, introduction of the hazard, qiféchanges to the
level and prevalence of the hazard through the*faim-to-fork chain.



378 CHEN ET AL.

“Final Concentration ) {" Final
Distribution \Prevalence 4

= — - <

Vi "
/Risk-per-Senving Distribution™,____Mean Risk of iness ™,
(persenving)

(’”""Dose Distribution
~(contaminated servings)

FIGURE 2. iRISK model inputs and outputs for a food-hazard
risk scenario (microbial hazards). User inputs are indicated by
square nodes. Model outputs are indicated by oval nodes, with the
ultimate risk output being the Annual DALYs for a food-hazard
pair under evaluation. The data inputs as shown apply to a risk
scenario in which the food is contaminated with a microbial
hazard or a chemical hazard that causes acute effects. A risk
scenario involving a chronic hazard includes the same inputs and
outputs, except that consumption inputs are the amount consumed
per day and the number of consumers.

Inputs in the hazard characterization domain focus on the hazard
pathogenicity or toxicity (expressed as a dose-response relation-
ship) and the public health burden associated with infection or
toxic effects of the hazard.

Structure of a generic model for microbial and chemical
hazards. iRISK is designed to estimate risk associated with both
microbial and chemical hazards. Figure 2 illustrates the inputs and
outputs of a generic model for a food-hazard pair with a microbial
hazard. This generic model also applies to a scenario in which the
hazard is a chemical agent that causes an acute health effect. For a
food-hazard pair in which the hazard is a chemical agent that
causes chronic health effects, the overall underlying model
structure is similar, but consumption patterns and doses are
defined and measured differently. In this study, we focused on
microbial hazards. The process model with multiple stages (Fig. 2)
starts with the initial conditions of a pathogen in a food, i.e., the
proportion of contaminated units (prevalence) and the distribution
of the contamination in the contaminated units. The changes in
contamination prevalence and levels as a result of food production,
processing, and handling practices are modeled to estimate the
final prevalence and concentration distribution of the hazard in
contaminated units at the point of consumption. iRISK integrates
the user-provided evidence inputs based on built-in templates and
mathematical equations according to the biological and handling
processes specified by the user. The outputs are generated by
Monte Carlo simulations. The computations, including the Monte
Carlo simulations, are conducted using the Analytica Decision
Engine (Lumina Decision Systems, Los Gatos, CA). The
mathematical architecture of iRISK has been peer reviewed (39).
Technical details on the models and equations employed are
described in the technical documentation (/9) available on-line
with the iRISK tool.

Input elements for a food safety risk scenario. The user
begins by specifying hazards, foods, and populations of interest
and inputs data corresponding to the exposure assessment and
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hazard characterization domains. iRISK provides the model
framework and templates, and the user chooses the template
appropriate for a risk scenario and provides evidence (including the
opportunity for providing a rationale for the selection of the
evidence) for the seven elements (Fig. 1) within the framework.

Element I: foods. The definition of food affects the process
model (e.g., the process model for peanut butter is different from
that for soft ripened cheese). The granularity of the food
classification (e.g., soft ripened cheese versus brie) depends on
the specific purposes of the evaluation.

Element II: hazards. The type of hazard affects process
model options (see description of process types below) and dose-
response options provided within iRISK for the hazard. Risk
ranking is done on the basis of the health burden for a food-hazard
pair.

Element III: population groups. The choice of population
group is linked to the choice of the dose-response model, specific
patterns of health effects, and the consumption model. Depending
on the risk scenario, one or more population groups (e.g.,
perinatal population or adults 60 years or older) and life stages of
interest (e.g., early childhood or a duration of 5 years) can be
defined.

Element IV: process models. The process model describes
the impact of food production, processing, and handling on the
level and prevalence of the hazard. The outputs from the process
model are the probability distribution of the level of the hazard
in the food at the time of consumption and the prevalence
of contaminated servings; these data are used to predict ingested
dose and the number of cases of illness. The data requirements
for a process model include the initial conditions (i.e., initial
prevalence, initial distribution of the hazard, and the unit
mass), followed by process stages from farm to table (or a
smaller scope) of the food supply chain up to the point of
consumption.

Process models are defined as a succession of process stages,
events, or steps along the farm-to-fork continuum. Each process
stage is defined by a process type that describes the impact of the
stage on the hazard and the unit size of the food. The process type
describes what happens in an individual process stage, expressed
as a fixed value or as a probability distribution representing
variability. A process type may be selected from a menu of built-in
process types that have been customized for this application. The
process types and the associated mathematical equations describe
the major process mechanisms that affect the prevalence, level, and
spatial distribution of a microorganism. Mathematical equations
describing the process types have been peer reviewed (39) and are
similar to those previously published (/8, 27, 28). The process
types and their data inputs are further described in Table 1.

Element V: consumption models. The consumption model
is defined in relation to the specified population group. For
microbial hazards, the distribution of the amount of food eaten
(i.e., serving size) during each eating occasion and the number of
eating occasions (i.e., number of servings) annually are required
inputs. For chemical hazards, the distribution of the average
amount of the food eaten daily (over a period of time or a lifetime)
and the number of consumers are required.

Element VI: dose-response models. The dose-response
relationship predicts the probability of a speci@agological effect
(response) at various levels of ingestion (dose a hazard. The
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TABLE 1. Process types and data inputs describing the impact of a process stage on microbial and/or chemical hazards

Process type Description of data inputs®

Increase by
growth

Increase by
addition

This process type is applied to microbial hazards only. It describes the increase in level (a distribution or a fixed value on
a log scale such as log CFU) due to growth of the bacterial pathogen, while prevalence is assumed to be unaffected.

This process type represents the addition of the hazard in the amount of the specified addition to a unit of the food” (a
distribution or a fixed value on a log scale such as log CFU or log PFU of a microbial hazard to a unit, or grams of
a chemical hazard to a unit). The likelihood of such an addition occurring is also required (a fixed value from O to
1). This process type may be used to describe an increase in prevalence and/or concn or level as a consequence of
cross-contamination, e.g., from the processing environment.

This process type describes the removal or inactivation of some fraction of the hazard. For chemical hazards, the decrease
is defined by a fixed value or a distribution that ranges from 0 (no decrease at all) to <1, because total elimination is
assumed to be impossible. For microbial hazards, the decrease is defined usually by a distribution or by a fixed value of
the log reduction in the level of contamination within the contaminated units. A reduction in prevalence is possible
when the microbial hazard decreases because the individual microbes are discrete units. In contrast, chemical
contamination is assumed to be continuous (i.e., distributed homogeneously throughout contaminated units); this
process type leads to a diminution of the concn in contaminated units without change in the prevalence.

When units of food are combined into larger units, some contaminated units may be mixed with some uncontaminated
units, resulting in an increase in prevalence and a decrease in the concn or level of the hazard in each contaminated unit.
Pooling reflects the simultaneous impact of cross-contamination and dilution. The input is the new unit mass (grams) of
the food, and the iRISK model computes the associated changes to prevalence and concn or level of the hazard.

When units of food are subdivided, the result depends on the nature of the hazard. For chemical hazards, neither concn
nor prevalence would be affected because the chemical is assumed to be spread sufficiently uniformly throughout the
food that it would be expected to be in all partitions of the food. Microbial hazards exist as discrete units such as
individual bacterial cells (at levels typically much lower than discrete molecules of chemicals) that cannot be divided
among more units of food than their own number. The input is the new unit mass (grams) of the food as a fixed value,
and the iRISK model computes the associated changes to prevalence and concn or level of the hazard.

This process type represents the proportional increase or decrease in hazard concn or level that results from varying
the mass of the contaminated unit. Inputs fall between 0 and 1 for dilution and 0 and >1 for evaporation. For
example, 2 would represent a doubling of the concn or level associated with a halving of the mass (such as in
evaporation), and 0.25 would represent a fourfold decrease in the concn or level that results from increasing the
mass by the same factor (such as in dilution).

This parameter describes the factor by which prevalence increases as a consequence of cross-contamination among
food units; iRISK reduces the concn or level accordingly. Therefore, the input is a multiplier (=1), either a
distribution of values or a fixed value, to be applied to the current prevalence level. Using the number 1 implies no
change in prevalence or no cross-contamination. This process type describes cross-contamination among food units
but not from the processing environment.

Selection of this process type automatically redistributes contamination evenly among all units. For chemical hazards,
prevalence is set to 1.0. For microbial hazards, prevalence is set to 1.0 when there is a high enough level of
organisms to redistribute to all units or is set to the maximum value possible when the level is not high enough. In
both cases, the concn or level of the hazard for each unit is reduced accordingly by iRISK, keeping the total hazard
load in the system (across all units) constant. No data input is needed. This process type describes cross-
contamination among food units but not from the processing environment.

The process does not affect prevalence, concn or level, or unit mass; no data input is needed. This designation is
useful for describing the full processing system and for explicitly noting that no effect is expected at that stage. A
“‘placeholder’’ process type is also available to be used in the initial stages of developing a process model before
specific data are available.

Decrease

Pooling

Partitioning

Evaporation or
dilution

Redistribution
(partial)

Redistribution
(total)

No change

¢ Usually the data input is defined by a distribution of values rather than a point value to represent the variability, such as in the levels of a
hazard in food or in the growth, increase, and decline of a hazard in food over the product life cycle from production to consumption.

b A unit is a fixed quantity of food, which is key to maintaining a clear definition of prevalence because prevalence is described as the
fraction of units that have one or more pathogens or any chemical contamination. Various processes in food production will change the
functional unit of food because of, for example, pooling of milk from a farm tank into a bulk tank or partitioning milk from a processing
plant to individual packages of milk. The change in the functional unit must be taken into account to adjust the estimates of prevalence
and level or concentration of a hazard in response to these changes.

dose-response relationship is specific to the hazard type, either
microbial or chemical (further broken down by acute versus
chronic hazard). Dose-response relationships specific to population
groups or foods can also be developed when data are available.
One of the case studies (case study 2) provides population-specific
dose-response models for L. monocytogenes, such as for the
perinatal population and for adults 60 years of age or older.

Currently, sufficient data are not available to develop dose-
response relationships specific to the food matrix.

Element VII: health outcomes. Foodborne illness caused by
a pathogen may have more than one health outcome among
different individuals in the population (2, /7, 2@@) For example,
infection with Salmonella may result in mi arrhea, severe
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diarrhea requiring hospitalization, reactive arthritis, or death (40).
Different hazards will cause different frequencies of health
outcomes, such as the proportion of illness cases resulting in
hospitalization or death (33). To compare the population health
burden across different hazards, it is necessary to specify health
endpoints of the illness in association with the hazard and translate
the endpoints into a common metric. The DALY is one of several
commonly used health impact metrics that integrate information on
the severity and duration of illness to estimate disease burden (2,
17,21). A DALYs-per-case value (Fig. 2) is used as a measure of
the averaged burden of disease per case of illness, taking into
account the relative frequency of each potential health impact.
Each health endpoint is defined in terms of its duration and
severity, with the burden of disease being the product of these two
factors. In the case of death, duration is expressed as years of life
lost based on the age of the person affected, and severity is set to
the maximum value of 1.0. Users can enter different health
endpoints in iRISK to create a new DALY template. Through an
expert elicitation (39), the FDA has developed DALY templates
for a number of hazards.

Case study data inputs. Case study 1 is a risk scenario for
Salmonella (nontyphoidal) in peanut butter to illustrate the use of
iRISK to estimate the population health burden for a single food-
hazard pair. Through the use of built-in templates, inputs were
entered for the elements of the Salmonella in peanut butter risk
scenario (Table 2). Table 2 describes the iRISK template used for
the various input parameters for the process model, the process
type selected, and the input data, either as a fixed value (e.g., initial
prevalence and unit mass) or as a distribution (e.g., initial level and
log reduction during storage). For illustration purposes, the process
model for peanut butter production was simplified, starting at the
end of processing and including two stages: packaging and storage
before consumption. At the end of processing, some units are
contaminated, and the levels of Salmonella in the contaminated
units are assumed to decline during storage before consumption.
Data from the literature were used to estimate the initial
contamination and log reduction during storage through the
process model. Specific data inputs for the consumption model,
dose-response model, and health effects are also shown Table 2.
The iRISK templates provide the capacity to enter evidence that is
required for the risk scenario in a consistent fashion and to
document assumptions and sources of the data and references.
These templates are described in greater detail in supplemental
Tables IA, IB, and IC (/9). Having defined the food-hazard risk
scenario by entering the evidence captured in Table 2, the scenario
is available in a risk scenarios library within the individual user’s
iRISK database. The risk scenario is then selected for computation
and reporting. iRISK constructs the model based on the evidence in
the database and runs a Monte Carlo simulation while checking
continuously for converging statistics of the output distribution. A
report is generated as a portable document format file (Adobe
Systems, San Jose, CA). The report includes a summary of the
model outputs and risk scenario details, including all the input data,
descriptions, and references, i.e., all the data and rationale entered
by the user.

The second case study consists of risk scenarios for L.
monocytogenes in soft ripened cheese for three population groups:
the perinatal population, adults 60 years of age or older (adults
60+ ), and the general population (intermediate age). The perinatal
population is defined as fetuses and neonates from 16 weeks after
fertilization to 30 days after birth, the same definition used by the
FDA and FSIS in the 2003 L. monocytogenes risk assessment (41).
Data and information inputs were the same for the hazard, the food,
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and the process model, whereas the three population groups were
defined and the inputs were different for the dose-response model,
consumption model, and DALY templates (Table 2). A more
detailed description of the data, references, and rationale is
provided in supplemental Tables IIA, IIB, and IIC (/9). The risk
scenarios for the three population groups have different consump-
tion patterns, dose-response relationships, and health effects. The
model inputs for case studies 1 and 2 illustrate that although the
food, hazard, and population of interest are different for the
Salmonella risk scenario and the L. monocytogenes risk scenarios,
the underlying model structure (Fig. 2) and the nature of the
evidence required as inputs (Table 2) are the same for both
pathogens. Case studies 3 and 4 included the evidence from case
studies 1 and 2 to rank risks from multiple food-hazard pairs and to
evaluate the effectiveness of interventions. Additional data were
obtained from published studies (23, 24, 30, 31) and from an
ongoing market basket survey to develop case study 3 on a risk
scenario for L. monocytogenes in cantaloupes for adults 60+. The
data inputs are shown in supplemental Tables IIIA, IIIB, and IIIC
(19).

Integration of model inputs through Monte Carlo
simulations to estimate population health burden. The evidence
entered for the seven elements of a risk scenario determine the
level of exposure and the health impact of that exposure (Fig. 2). A
risk-per-serving distribution (among contaminated servings) is
generated taking into account the variability in the final distribution
of the contamination (process model), the serving size distribution
(consumption model), and the dose-response relationship (dose-
response model). The mean risk of illness per contaminated serving
is calculated from the distribution of risk (describing variability
derived from any of the probabilistic inputs) generated through
Monte Carlo simulation. The mean risk of illness per serving is the
product of this mean and the prevalence of contaminated units at
the time of consumption. The expected annual number of illness
cases is calculated by multiplying the mean risk of illness per
serving by the number of servings per year. The annual DALY's are
calculated by multiplying the annual number of cases by the
DALYs-per-case value. The iRISK Monte Carlo simulation is
designed to address variability, and uncertainty can be explored by
scenario analysis (e.g., changing parameters or changing distribu-
tions and comparing results).

The final result is the annual health burden, measured in
DALYs lost per year, expected to result from the food-hazard
combination given the assumptions for contamination, dose-
response, health effects, and consumption pattern in the population
in each scenario. Integration of data and information on duration
and severity allow the comparison of different microbial pathogens
associated with qualitatively different illness symptoms, severities,
and health outcomes, including variations in the case complication
(e.g., case fatality) rates among pathogens.

RESULTS AND DISCUSSION

iRISK 1.0 was used to develop the case studies reported
here. These case studies are provided exclusively for
illustrative purposes. The actual implementations of several
of the case studies are available to users in the publicly
released version of iRISK (/9).

Case study 1: a single food-hazard pair in one
population group. The model results (Table 3) include
final pathogen level (the mean of th c}istribution is
reported), final prevalence, total illness@s‘,1r mean risk of
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TABLE 3. iRISK output example: summary results for a single food-hazard pair

Final mean level Final Total no. of Mean risk of No. of eating Annual DALYs per
Scenario (log CFU/g) prevalence illnesses illness occasions DALYs eating occasion
Salmonella in peanut
butter, total
population 0.273 4.18E—06 3,380 1.99E-07 1.70E+ 10 63.5 3.74E—9

illness, total eating occasions, annual DALY, and DALYs
per eating occasion. The detailed report generated for each
scenario contributes to the documentation, knowledge base
development, transparency, and consistency that is key to
the application of comparative risk assessment.

The mean risk of illness is the average probability of
illness from one serving or eating occasion and was
generated through Monte Carlo simulations from the mean
of the risk-per-serving distribution among contaminated
servings (an intermediate result not shown) and the final
prevalence of contamination in the food. The results shown
in Table 3 accounted for variability of all inputs for a food-
hazard pair. When the final prevalence of the pathogen
contamination in food is low (e.g., less than 1%), as is often
the case, the majority (e.g., >99%) of the servings are not
contaminated. The risk per serving for these noncontami-
nated servings is 0. The 5th, 95th, and 99th percentiles of
the risk per serving (among all servings) is then 0. The mean
risk of illness per serving (among all servings) will likely
also be very low; nevertheless, it is not O because the risk for
the <1% of contaminated products is not 0. This was the
case for the risk scenario Salmonella in peanut butter
(Table 3), where the final prevalence was approximately
4E—6 (approximately 4 in 1 million) and the mean risk of
illness per serving was approximately 2E—7 (or 2 cases per
10 million servings). The Monte Carlo approach applied in
iRISK, which focuses computation resources on only
contaminated units, is much more efficient than simulation
of both contaminated and noncontaminated units, given the
low prevalence expected in the final servings for many
food-hazard pairs.

Case study 2: a single food-hazard pair in three
population groups. Based on the data inputs for L.
monocytogenes in soft ripened cheese and the population
groups, iRISK generated risk estimates through Monte
Carlo simulations for each of the three risk scenarios
(Table 4). The mean risk of illness was 7.1E—8 for the
perinatal population, 1.3E—8 for adults 60+, and 1.4E—10
for the intermediate-age population. The difference was
primarily driven by the difference in the assumed L.
monocytogenes dose-response relationship among the three

population groups (Table 2), given that the same process
model was used, which resulted in the same final mean level
and the same final prevalence of L. monocytogenes in the
soft ripened cheese at the point of consumption. Combining
the mean risk of illness output with the number of servings
per year, the expected annual number of cases was
determined (results not shown) and subsequently translated
into annual DALYSs loss of 11.7, 6.12, and 1.20 for the
perinatal, adults 604, and intermediate-age populations,
respectively. The health metric (e.g., annual DALYSs lost)
formed the basis for risk ranking for multiple risk scenarios.

iRISK was further employed to characterize uncertainty
about the annual DALYSs, using the intermediate-age
population as an example. The uncertainty analysis for the
predicted annual DALYs was obtained through sensitivity
analysis focused on the dose-response relationship. The
inputs for the dose-response model were different r values
(the single parameter of an exponential dose-response
model) representing the 5th percentile (r = 1.42E—14),
median (r = 5.34E—14), and 95th percentile (r =
1.02E—13) of the r value uncertainty distribution from the
Food and Agriculture Organization of the United Nations
and the World Health Organization (/4). The resulted
annual DALYs were 0.320 (5th percentile), 1.20 (median),
and 2.30 (95th percentile) for the uncertainty estimates. The
median DALY result was used in risk ranking.

Case study 3: risk ranking for multiple food-hazard
pairs. From the FDA iRISK library, we selected five risk
scenarios for ranking, including the food-hazard pairs
developed in case studies 1 and 2 and a risk scenario for
L. monocytogenes in cantaloupes for adults 604-. The case
studies illustrate that iRISK allows risk ranking of population
health burden across many different dimensions: multiple
population groups (Table 4), multiple foods (Table 5), and
multiple food-hazard combinations (Table 6). Table 4 shows
risk ranking among three population groups: L. monocyto-
genes in soft ripened cheese for the perinatal population,
intermediate-age population, and adults 60+ . Table 5 shows
an example of risk ranking for two different foods, soft
ripened cheese and cantaloupe, for the same populations in a
baseline nonoutbreak situation. All five risk scenarios can be

TABLE 4. iRISK output example: risk ranking across multiple population groups

Scenario of L. monocytogenes Final mean level Final Total no. of ~ Mean risk of No. of eating Annual DALYs per
in soft ripened cheese (log CFU/g) prevalence illnesses illness occasions DALYs eating occasion
Perinatal population 3.55 0.0104 0.850 7.08E—8 1.20E+07 11.7 9.7TE—17
Adults 60 yr and older 3.55 0.0104 2.37 1.32E—-8 1.80E+08 6.12 3.40E—-8
Intermediate-age population 3.55 0.0104 0.242 1.42E—10  1.70E+09 1.2049 7.08E—10
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TABLE 5. iRISK output example: risk ranking across multiple foods
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Scenario of L. monocytogenes Final mean level Final Total no. of ~ Mean risk of  No. of eating Annual DALYs per
in adults 60+ (log CFU/g) prevalence illnesses illness occasions DALYs eating occasion

Cantaloupe 2.32 0.0130 2.39 2.22E-9 1.08E+9 6.18 5.72E-9

Soft ripened cheese 3.55 0.0104 2.37 1.32E—8 1.80E+08 6.12 3.40E—-8

selected for ranking (Table 6), although the food-hazard pairs
are being compared for different population groups. In some
cases, it may be important and more informative to make
comparisons based on the same population. The health
burden associated with L. monocytogenes in soft ripened
cheese for the total U.S. population is the sum of that from the
perinatal and intermediate-age populations and adults 60+4-.
We used a risk scenario grouping option in iRISK to
aggregate the total DALY from the three population groups
and compared the aggregate DALY for L. monocytogenes
with the annual DALY for Salmonella in peanut butter in the
total U.S. population (Table 6). These examples illustrate the
flexibility of the iRISK system, which can be used to address
different questions to meet different risk management
decision-support needs.

Case study 4: evaluation of interventions. The
predictive multistage process model is the means by which
iRISK enables evaluation of control measures and potential
interventions. For case study 2, the baseline risk scenario for
L. monocytogenes in soft ripened cheese for the perinatal
population included the amount of growth as having a
Triangular probability distribution (minimum = 0, mode =
0.03, maximum = 5.79), with units of log CFU. The
maximum growth of 5.79 log CFU was based on the
assumption of 15 days of storage at 13.0°C (see supple-
mental Table IIB (/9)). We conducted sensitivity analyses
using iRISK to evaluate the impact of reduced storage
temperature through interventions such as consumer
education. When the maximum storage temperature is
reduced from 13.0°C (supplemental Table IIB, mean
temperature + 4 SD) to 10.6°C (mean + 3 SD) or 8.2°C
(mean + 2 SD), the growth of L. monocytogenes
(maximum level) during consumer storage would be
reduced from 5.79 to 3.42 and 1.64 log CFU, respectively.
The corresponding predicted annual loss in DALYs would
decrease from 11.7 to 0.128 and 0.00817, respectively,
keeping all other inputs in the model unchanged.

iRISK can be used to evaluate interventions at any of
the stages in the process model. Using the Salmonella in
peanut butter risk scenario, we evaluated the impact of
interventions in the processing environment on predicted
health burden in the total population. For example, food
producers may implement measures such as controlling
personnel and material movements, applying hygienic
equipment design principles, and minimizing or eliminating
moisture in the peanut postroasting area (/6) to reduce the
levels of Salmonella contamination in the postroasting
stages of production. If such control measures decrease
contamination from the baseline (uniformly distributed on
the log scale between 1.52 and 2.55) for the initial level by
reducing the maximum level by 1 or 2 log CFU, the
predicted annual loss in DALYs would be reduced by 67
and 93%, respectively (Fig. 3).

The results presented in these case studies were based
on the data inputs and assumptions made; the predicted
mean risk of illness and annual DALYs will change as
different inputs are used. The risk scenarios, risk estimates,
and risk rankings presented in this study are primarily for
illustration purposes. Because the data are stored in each
user’s unique registry within iRISK, the risk scenarios can
be easily retrieved and updated with new data and updated
assumptions.

Future considerations. Ongoing efforts are being
made to further improve and validate the iRISK model,
including further testing, adding functionalities such as
more probability distribution options, and improving the
capacity of iRISK to predict health burden of microbial
toxins. iRISK is flexible; in addition to the DALY metric,
other health impact metrics such as cost of illness (3, 35)
may be added to the system. Ongoing efforts include
increasing the library of food-hazard pairs. Like any
quantitative risk assessment, development of a risk scenario
in iRISK is data intensive. Data are needed from multiple
sources, including the scientific literature, government

TABLE 6. iRISK output example: risk ranking of population health burden across multiple hazards, foods, and population groups

Final mean level Final Total no. of Mean risk of  No. of eating Annual DALYs per
Scenario (log CFU/g) prevalence illnesses illness occasions DALYs  eating occasion
Group 1: Salmonella in peanut 0.273 4.18E—06 3,380 1.99E—-07 1.70E+10 63.5 3.74E-9
butter, total population
Group 2: L. monocytogenes in soft ripened cheeses
Total population 19.0
Perinatal population 3.55 0.0104 0.850 7.08E—8 1.20E+07 11.7 9.7TE—17
Adults 60 yr and older 3.55 0.0104 2.37 1.32E—8 1.80E+08 6.12 3.40E—8
Intermediate age population 3.55 0.0104 0.242 1.42E—10 1.70E+09 12050 7.08E—10
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FIGURE 3. iRISK output example: evaluation of intervention for
the Salmonella in peanut butter risk scenario. Assuming improved
control measures in the processing environment that reduces the
maximum level of Salmonella contamination postroasting, the
impact of the intervention on the annual DALYs was conducted
using sensitivity analysis in iIRISK. The inputs for the scenarios for
the baseline and 1-log and 2-log reductions in the maximum level
were distributions Uniform (—1.52, 2.55), Uniform (—1.52, 1.55),
and Uniform (—1.52, 0.55), respectively.

surveys (e.g., the National Health and Nutrition Examina-
tion Survey for consumption), publicly accessible databases
(e.g., ComBase), expert elicitation and judgment (e.g.,
DALY-per-case estimates), and regulatory sampling and
commissioned studies, as was shown in the case studies.
Targeted data collection of prevalence and enumeration data
for specific hazards in specific commodities at specific
points throughout the food supply chain would help expand
the library of food-hazard pairs. iRISK can be used to
understand what takes place in a normal baseline situation
and to explore an outbreak situation.

In conclusion, iRISK is an interactive, Web-based
system that enables rapid, structured, quantitative risk
assessment and serves as a knowledge repository due to
the underlying relational database and reporting capability.
iRISK has been designed to provide breadth and flexibility
of calculations and computational features to simultaneously
analyze data and estimate health burden in a manner that
allows comparison across many dimensions with regard to
hazards, foods and food commodities, food production,
processing, and handling practices, and populations and the
evaluation of interventions. iRISK calculates, through
Monte Carlo simulation, the number of illness cases
expected based on the contamination of the food by the
hazard in question, the typical consumption pattern, and the
dose-response relationship and then translates the number of
cases into a public health metric to permit comparison of the
public health burden across multiple food-hazard pairs. The
FDA anticipates further enhancing the capacity and
expanding the application of iRISK to support decision
making to ensure food safety. iRISK version 1.0 was made
available to the public in October 2012 (79).
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Development of a Risk-Ranking Framework
to Evaluate Potential High-Threat
Microorganisms, Toxins, and Chemicals in Food

R. NEwSOME, N. TRAN, G.M. PaoLl, L.A. Jaykus, B. TomPKIN, M. MiLIOTIS, T. RUTHMAN, E. HARTNETT, EE. BUSTA,
B. PETERSEN, E. SHANK, J. MCENTIRE, J. HOTCHKISS, M. WAGNER, AND D.W. SCHAFENER

ABSTRACT: Through a cooperative agreement with the U.S. Food and Drug Administration, the Institute of Food
Technologists developed a risk-ranking framework prototype to enable comparison of microbiological and chem-
ical hazards in foods and to assist policy makers, risk managers, risk analysts, and others in determining the rel-
ative public health impact of specific hazard-food combinations. The prototype is a bottom-up system based on
assumptions that incorporate expert opinion/insight with a number of exposure and hazard-related risk criteria
variables, which are propagated forward with food intake data to produce risk-ranking determinations. The proto-
type produces a semi-quantitative comparative assessment of food safety hazards and the impacts of hazard control
measures. For a specific hazard-food combination the prototype can produce a single metric: a final risk value ex-
pressed as annual pseudo-disability adjusted life years (pDALY). The pDALY is a harmonization of the very different
dose-response relationships observed for chemicals and microbes. The prototype was developed on 2 platforms, a
web-based user interface and an Analytica® model (Lumina Decision Systems, Los Gatos, Calif., U.S.A.). Comprising
visual basic language, the web-based platform facilitates data input and allows use concurrently from multiple loca-
tions. The Analytica model facilitates visualization of the logic flow, interrelationship of input and output variables,
and calculations/algorithms comprising the prototype. A variety of sortable risk-ranking reports and summary in-
formation can be generated for hazard-food pairs, showing hazard and dose-response assumptions and data, per

capita consumption by population group, and annual p-DALY.

Keywords: food safety, risk, risk ranking

Introduction

isk analysis is an essential part of science-based policies for

food safety and public health protection today (Jaykus and
others 2006). Food safety risk assessments completed to date
typically focus on a single food product-pathogen pair such as
Salmonella in eggs (USDA-FSIS 1998), a single agent such as mer-
cury (Carrington and Bolger 2002), or a pathogen such as Liste-
ria monocytogenes (FDA-CFSAN and others 2003) in one or a few
specific food products. Food safety risk assessments today are not
typically designed to quantitatively compare and rank risks of dif-
ferent food safety hazards (for example, microbiological hazards
compared with chemical ones) because of the complexity of the
calculations and comparisons required. A well-conceived strategic
approach to public health protection that quickly and accurately
identifies different types of hazards, ranks them by level of impor-

Authors Newsome and McEntire are with the Inst. of Food Technologists,
Chicago, IL 60607, U.S.A. Authors Tran and Petersen are with Exponent,
Inc., Washington, DC 20036, U.S.A. Authors Paoli, Ruthman, and Hartnett
are with Decisionalysis Risk Consultants, Inc., Ottawa, Ontario, Canada
KI1H653. Author Jaykus is with North Carolina State Univ., Raleigh, NC
27695, U.S.A. Author Tompkin is retired from ConAgra, La Grange, IL 60525,
U.S.A. Author Miliotis is with the Food and Drug Administration/Center for
Food Safety and Applied Nutrition College Park, MD 20740, U.S.A. Author
Busta is with the Natl. Center for Food Protection and Defense and Univ. of
Minnesota, Minneapolis, MN 55455, U.S.A. Author Shank is retired from the
Inst. of Food Technologists, Washington, DC 20036, U.S.A. Author Hotchkiss
is with Cornell Univ., Ithaca, NY 14853, U.S.A. Author Wagner is with
Mars Symbioscience, Rockville, MD 20850, U.S.A. Author Schaffner is with
Rutgers Univ., New Brunswick, NJ 08901, U.S.A. Direct inquiries to author
Newsome (E-mail: rinewsome@ift.org).

© 2009 Institute of Food Technologists®
doi: 10.1111/j.1750-3841.2008.01042.x

Further reproduction without permission is prohibited

tance, and identifies approaches with the greatest potential to re-
duce hazards is critically needed (IFT 2002).

Risk ranking has been applied previously in a variety of settings,
but very little activity has been applied to rank different types of
risks in food systems. Havelaar and Melse (2003) maintained that
to reduce the risk of foodborne illness, the relative risk across the
different types of hazards should be compared. The U.S. Food and
Drug Administration (FDA) awarded the Institute of Food Technol-
ogists (IFT) a 2-year cooperative agreement grant that supported
development and implementation of a risk-ranking framework to
evaluate potential high-threat microbiological agents, toxins, and
chemicals in food. The framework was to include a model for quan-
titatively or semi-quantitatively comparing and determining po-
tential threats and the ability to evaluate interventions or con-
trol points (for example, manufacturing/processing, warehouses,
transport, retail) at various places in the farm-to-fork chain. Im-
plementation of the framework would include use of existing and
newly developed lists of hazardous agents for systematic ranking.
Further, the FDA desired use of criteria in the risk ranking that at
a minimum pertained to compatibility of a hazard with food as
a vehicle, toxicity (or dose necessary to result in disease), acces-
sibility, and likelihood of effect (illness). While many risk-ranking
approaches are possible, the approaches fall into 2 main groups:
surveillance-based “top-down” approaches and prediction-based
“bottom-up” approaches.

Top-down and bottom-up approaches to risk ranking
With respect to microbial hazards, surveillance-based ap-
proaches attempt to infer the level of risk due to foods, hazards,
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or their combinations based on information gathered by various
observation systems such as active or passive disease reporting
systems, outbreak databases, and a variety of other observations
such as prevalence of pathogens in various commodities. Such
information sources may be best for overall ranking of pathogens,
but quantitative linkages to particular foods are often very difficult
to justify from these sources alone and are typically estimated only
for foods that might be attributed to a relatively high percentage
of the attributable risk. The Foodborne Illness Risk Ranking Model
(FIRRM), initiated in 2003 by the Food Safety Research Consortium,
is an example of such top-down approaches to risk ranking (FSRC
2005). The FIRRM integrates data on foodborne illness surveil-
lance; food-pathogen combinations; medical symptoms, compli-
cations, and outcomes; economic impact; and social values rele-
vant to judging the significance of a potential hazard to population
health.

In most cases, there is no systematic capacity to observe the ef-
fects of food-associated chemical exposures in the human popula-
tion. This is because of a number of challenges, including the many
potential causes of symptoms, the sheer number of chemicals that
have common outcomes, and the long latency between exposure
and outcomes. In addition, many chemical exposures occurring as
a consequence of food consumption are at levels believed to be so
low that there may not be any readily observable effects for a vast
majority of exposed consumers.

The other main group of ranking approaches is based on pre-
dictive modeling of the fate of microbes and chemicals in the food
supply together with their virulence or toxicity. The FDA’s charge
to the IFT panel included the capability to deal with a variety of
microbial and chemical hazards. Given this and the inherent dif-
ficulties associated with top-down approaches for both microbial
and chemical hazards noted previously, a bottom-up or predictive
model of risk was used as the underlying framework for the rank-
ing application described here. This requires the application of data
and expert judgment to assemble sufficient information to predict
the fate of the hazards in the food supply, together with their vir-
ulence and toxicity characteristics, to generate a prediction (which
may be, of necessity, quite crude) of their relative level of risk to
human health and the potential for changes to level of risk as-
sociated with possible interventions throughout the farm-to-fork
chain.

The Process

FT convened a panel of individuals with expertise in the farm-to-

fork food system, food safety, risk assessment and management,
microbiology, chemistry, toxicology, predictive microbiology, and
computer modeling to develop the risk-ranking framework pro-
totype. IFT staff experts in food safety and project management
helped support the initiative. IFT supplemented the panel’s exper-
tise and efforts with additional developmental assistance by experts
affiliated with risk, food, and chemical consultancies with expertise
in food safety, biochemistry, environmental health science, pub-
lic health, risk analysis, computer programming, and Web tech-
nology. The initial concept for the framework, which contributed
to deliberations and subsequent prototype development, included
an expert elicitation framework, tools, and envisioned information
from several sources: expert panel judgment, evidence databases,
value models, assessment assumptions, and policy options. This
concept would feed into methodological research summary reports
that were envisioned to aid the risk-ranking activities of the FDA
and other possible users.

R40 JOURNAL OF FOOD SCIENCE—Vol. 74, Nr. 2, 2009

Model Components
he panel developed 2 main risk criteria modules: exposure
(farm-to-fork) and hazard characterization (health impacts).
The exposure module contained questions grouped into 3 food
system stages: primary production; processing; and distribution,
storage, retail, foodservice, and home. Questions comprising the
hazard characterization module addressed agent pathogenicity or
toxicity and potential public health burden. Formats for the an-
swers to the explicit questions were qualitative (for example, high,
medium, low, likely/not likely), quantitative (metric/scale), objec-
tive (available data), subjective (expertise), and rationale based.
Metrics (values assigned to individual risk input criteria) for the
factors in the 2 modules were systematically developed. Metrics for
levels of consumption of the identified food types of primary con-
cern were compiled using the U.S. Dept. of Agriculture’s 1994-1998
CSFII food intake database. The risk criteria comprising the 2 mod-
ules were integrated via an algorithm approach.

User inputs

Prototype users are prompted by specific questions for pertinent
details on hazard prevalence, concentration, and changes in con-
centration at each of the 3 food system stages. Monte Carlo sim-
ulation computes mean final log concentrations from triangular
distributions (minimum, most likely, or maximum log concentra-
tion value). To address health impacts, users are prompted to de-
scribe and assign importance to health impacts through pseudo-
disability adjusted life years (pDALY). The pDALY concept is mod-
ified slightly from the general use of DALY (IOM 2005) to allow
for a semiquantitative characterization of the disease burden of
health impacts. The usual approach to measuring DALY is to assign
a severity weight and duration weight to discrete relatively well-
characterized health outcomes. The pDALY approach allows for the
characterization of a standard health outcome (such as mild illness)
without further definition of the exact impact. This was developed
primarily to facilitate risk ranking of chemical substances that may
present a risk of diverse, poorly characterized outcomes (for exam-
ple, noncancer toxicity), which may not be easily assigned individ-
ual weights and durations.

Users create pDALY templates by assigning a fraction of cases
to appropriate health impacts, such as mild, moderate, or severe
pathogen, and short-term, adult, elderly, or childhood mortality.
Some questions have predefined answers connected with prede-
fined weights for risk-ranking calculations. Guidance exists in the
form of help files that facilitate user responses to questions. Users
can assign one or more dose-response functions to hazard out-
come types, such as cancer or chronic noncancer. Users select the
functional form of the dose-response relationship and record ap-
propriate parameters for the chosen dose-response function.

Hazard-food pairs

IFT identified and incorporated into the prototype a number
of hazard-food pairs (Table 1) to test the questions developed for
the modules and the respective decision logic and to evaluate the
metrics, ranking processes, and outcomes. The hazards for the
pairs were chosen on the basis of participant knowledge of the
hazard. To ensure that the prototype could address the full range
of possible outcomes of varying severity and uncertainties, the
chemical hazards were also chosen on the basis of conveniently
available residue data, comparability to selected microbial hazards,
and presence of multiple potential toxic endpoints. The prototype
can accommodate additional pathogens and chemical toxicants
and other hazard-food pairs, such as combinations involving food
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canning and post-lethality processing of ready-to-eat (RTE) prod-
uct or scenarios involving home food storage or preparation (for
example, L. monocytogenes and temperature-abused RTE luncheon
meat).

Prototype characteristics and functionality platforms
The prototype exists on 2 platforms: a web-based user inter-
face, implemented in Visual Basic language and an Analytica
model. The web-based platform was developed to provide a user-
friendly input/output user interface that facilitates concurrent use

Table 1 —Hazard-food pairs used for prototype testing.

Arsenic and smoked salmon

Bacillus cereus and liquid, extended-shelf-life coffee creamer in
individual serving units

Benomyl and apple juice

Clostridium perfringens and beef broth-based gravy prepared in a
restaurant

Cyclospora cayetanensis and fresh raspberries

Dioxin and lettuce

Dioxin and fresh green onions

Dioxin and cheddar cheese

Dioxin and whole milk

Escherichia coli O157:H7 and apple juice

E. coli O157:H7 and sprouts

Enterobacter sakazakii and powdered infant formula

Fumonisin and canned corn

Hepatitis A virus and fresh strawberries

Hepatitis A virus and raw oysters

Listeria monocytogenes and whole milk

Methyl mercury and smoked salmon

Nitrate and smoked salmon

Nitrite and smoked salmon

Norovirus and raw oysters

Salmonella spp. and powdered milk

Salmonella spp. and raw oysters

Shigella dysenteriae and fresh green onions

Staphylococcus aureus enterotoxin and natural cheddar cheese

and data sharing without significant time delay. More specifically,
the web-based platform (Figure 1) allows users to explore the com-
plex ranking hierarchy, view the current evidence, edit evidence,
and update assumptions. Calculations are performed in the web-
based implementation using Visual Basic. Microsoft Access, a rela-
tional database, stores the relationships between variables (foods,
hazards, processes, and evidence) that apply to each individually
and their many combinations.

The Analytica model (Figure 2), which complements the web-
based prototype application, facilitates visualization of the logic
flow and interrelationship of input and output variables. It also al-
lows inspection and auditing of the calculations comprising the
prototype. Appropriate consumption measures with census-based
population size estimates pulled from the database serve as the
basis for risk calculations. Although the Analytica model repro-
duces the web-based calculations exactly, it allows only calcula-
tions based on a single hazard-food pair and does not allow relative
risk rankings of different hazard—food pairs. The Analytica model
was designed for the initial development of the calculations, given
the visualization and computational features of the software, to fa-
cilitate further development, discussion, and review of the algo-
rithms. The web-based implementation was then compared with
the Analytica-based calculations to ensure that the implementation
was sound.

Characteristics and functionality

Two main components make up the key conceptual features
of the risk-ranking prototype: computer programming code inte-
grating exposure and hazard characterization modules and risk
information data. The framework characterizes the burden of
disease for health impacts associated with hazards through illness
duration and severity. It also links health impact categories to haz-
ards through the pDALY, a simplified way of addressing burden of

Risk Ranking Framework Prototype

Figure 1 —Initial view: main

Please Selact an Item

page of web-based
prototype implementation.

=
a
=

in Food Science

Browser Please note: this prototype was designed for Internet Explorer. While
Netscape should work, it will b much slower to navigate the application

and enter data using Netscape.

Home
= Hazards

S Microbisl

S Charmical
= Foods

5 asemal Ongin
5 plgnt Oogin
= Complax Food
Haalth Impacts
pDALY Tamplates
! Rugki Ranking
Rnpert

Intreduction This protolype applcation demonstrates conceptual features of a nsk-ranking
frarmewark for food safety. It acts as bath a data repasstary for nsk information
refated to food hazards and as a nsk ranking tool 1o compare nsks across the
numerows food-hazard combinations.

Features. Each section fypically demonsirales one or more features which
could be applied fo all sections in a compiele applicalion. Fealures are
described below in ilalics with & grey background

¥ W OW

Navigation The tree view on the left sice of the page provides hierarchical navigation for the
entire application. Cicking on a + will expand the node, while clicking on a - will
collapse that node. Underlined words are links that will take the user to the

specfied page Chclang on Home will retum the user to ths page

Feature: Users can amve al the same page via different routes. For example,
the Food-Hazard page for Salmonella in Qysters is available by navigating by
harards or foods

Feature: Links in italics allow the user o add new dems ta the dafabase. The
item will be added fo the appropriate location in the hierarchy. E.g. clicking on
“Add New Hazard™ under Microbial - Bacleria will add & new hazard lo that
sub-category of hazard Not all of these links are curmently active

Hazards Hazards are categonzed info two major groups. microbial and chemical Each
category contains several sub-categones. Hazard-specific informalion is
entered only once per hazard (e.g dose-response). This enswes consistent use
of hazard characteristics for all foods to which it applies. For example, se

Salmonella

Feature: For many risk questions, predefined answers are supplied via
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Feaiure: Additional guidance for specific guestions can be provided using
help files. Users access hese filas by clicking on help icons (e.g. €)
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Development of a risk-ranking framework. . .

disease. CSFII 1994-1998 data were used to estimate the propor-
tion of the population(s) potentially exposed to the hazard and the
amount of food eaten.

The prototype generally incorporates empirical evidence (CSFII
food intake data, dose response data, and residue data), expert
rationale, and module integration algorithms (via Visual Basic
language) and provides output in the form of risk-related evidence,
assumptions, and risk-ranking reports. Thus, while the product is
a prototype for a risk-ranking framework, there is inherent value in
the knowledge comprising the prototype.

The framework is not intended to replace or substitute for more
complex single hazard-food pair risk assessments since the level
of detalil is limited in the interest of allowing comprehensive and
rapid ranking of many hazard—food pairs. Instead, the framework
can provide a comparative risk rank for hazard-food pairs, ex-
pressed as annual pDALY. The risk-ranking section of the web-
based version uses Monte Carlo simulation to compute a range
of doses based on the concentration of the hazard in the food
and the average serving size. The doses are used in conjunc-
tion with the dose-response model(s) for the hazard to compute
a mean probability of illness for each population group. Preva-
lence values are then used to determine the number of contam-
inated servings. Triangular distributions were chosen for simplic-
ity and ease of change; other distributions could readily be utilized
in future iterations of the model. Combining the number of con-
taminated servings with the probability of illness and the pDALY
template value for the hazard generates a final risk measure (an-
nual pDALY). For chemical hazards, risks that are inferred based on
lifetime exposures are prorated to an annual risk estimate by divid-
ing by an arbitrary lifetime value of 70 y (consistent with the value
used by the FDA and the Environmental Protection Agency) to al-
low for compatible timeframes for ranking. Alternatively, acute haz-
ards (primarily microbial hazards) can be multiplied by the same
factor to estimate compatible lifetime burden of disease measures.
Tables 2 and 3 show the input and output variables of the prototype.

Another advantage of the prototype is its flexibility. For exam-
ple, one could consider seasonal and geographic impacts on haz-
ard prevalence, contaminated servings, and subsequent risk rank
by addressing the appropriate number of suitably defined hazard-
food pairs in the web-based implementation. An example of this
would be Vibrio vulnificus in raw oysters harvested from the Gulf
Coast during summer compared with winter. Similarly, the risk
rank of a hypothetical intentional contamination event could be
considered by incorporating the hypothetical hazard prevalence,
concentration, and locations within the food chain in which con-
tamination occurs.

Exposure module

The panel chose the 3 main food system stages—primary pro-
duction (includes harvesting); processing (includes post process-
ing); and distribution, storage, retail, foodservice, and home—to
enable representation of key points at which hazard prevalence and
concentration could change throughout the food system. In the fu-
ture, the capability exists to address transport of source materials
or animals prior to processing or food product subsequent to pro-
cessing at any of the food system stages. Within each of these 3 food
system stages, hazard presence is considered on a bulk lot or truck-
load type basis rather than by individual consumer or retail units.

The prototype addresses hazard concentration via initial con-
centration, in log units/g for microbes and g/g for chemicals, at the
earliest point of primary production before any known production,
processing, distribution/storage-related changes might occur. Sub-
sequent concentration as a result of any increases or decreases or
additions (introduction of contamination) occurring during the 3
food system stages is also addressed. The simulation engine exam-
ines each possible pathway of contamination explicitly, and the re-
sulting concentrations are weighted by their respective probability
of occurrence calculated in concentration weights. As a result, 16
pathways track probabilities for concentration throughout each of
the 3 food system stages.

upon user inputs entered in the Input/Outputs User Interface module.

Interface module.

Input/Qutput User
Interface

This model duplicates the calculations demonstrated in the Prototype based

Outputs from the model can also be accessed from the Input/Output User

Figure 2 —Initial view of Analytica
model.
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Development of a risk-ranking framework. . .

The prototype addresses hazard prevalence more simply by esti-
mating the likelihood of hazard introduction at each of the 3 stages,
changes in hazard prevalence during each stage, prevalence at the
end of each stage, and final prevalence at the end of the contin-
uum. The calculations for prevalence estimate the concentration
of the agent at the end of the farm-to-fork chain based upon the
changes in concentration (increases or decreases) and additions
that occur throughout the food system as defined by the user. Ini-
tial prevalence is expressed on the basis of percentage of total units
in which the hazard is present (contaminated units/total units, 0%
to 100%). Change in prevalence (occurring independently of initial
concentration), change in concentration, or introduced concentra-
tion within each of the 3 food system stages is addressed with val-
ues between 0 and 1 reducing the prevalence by that factor, values
greater than 1 increasing the prevalence by that factor, and a value
of 1 leaving the prevalence unchanged.

In allowing the user to address likelihood for introduction or
addition of a hazard during each of the stages, the prototype has
placeholders for future developmental efforts to address controlla-
bility efficacy and controllability compliance. This is based on the

Table 2 - Risk-ranking prototype input variables.?

Initial prevalence
Initial concentration before processing
Change in concentration at primary production
Likelihood of introduction at primary production
Introduced concentration at primary production
Change in prevalence during primary production
Change in concentration at processing
Likelihood of introduction at processing
Introduced concentration at processing
Change in prevalence (processing)
Change in concentration at distribution, storage, retail, foodservice,
and in the home
Likelihood of introduction at distribution, storage, retail, foodservice,
and in the home
Introduced concentration at distribution, storage, retail, foodservice,
and in the home
Change in prevalence at distribution, storage, retail, foodservice,
and in the home
Total eating occasions/exposed population
Grams per eating occasions
pDALY per illness
Daily consumption
Dose—-response model
Beta-Poisson
Exponential
Linear
Chemical cancer
Chemical noncancer
Noncancer method
Threshold
Linear model threshold
Linear model nonthreshold
Hazard
Microbial or chemical/toxin
Dose
RfD
Threshold

aAs shown in the input/output user interface Analytica node.

Table 3 — Risk-ranking output variables.?

Final mean concentration in positive lots
Final mean prevalence

Mean probability of illness

Number of ilinesses

Annual pDALY

aAs shown in the input/output user interface Analytica node.

understanding that the existence of guidance or regulation to de-
scribe how a hazard enters the food chain and the ability to control
a hazard is a relevant consideration in risk ranking. For example, if
a hazard were controllable, then a risk-rank metric could be used
for mitigation, or if not controllable, then the rank could be used in
considering the need for research. These considerations, which are
managerial in nature, do not currently lend themselves to an obvi-
ous numeric or ranking, but this may change with future iterations
of the prototype.

Consumption (food intake) submodule

The consumption/food intake submodule addresses the pro-
portion of the population that is exposed to the hazard and the
amount of a given food that is eaten. Due to the large number of
as-eaten foods in the U.S. Dept. of Agriculture’s 1994-1998 CSFII 8-
digit food-code database, expert panel members determined that
an aggregate approach based on 3- and 5-digit levels of food in-
take data would be sufficient and effective for developing quanti-
tative metrics for risk-ranking purposes. CSFII data are based on 4
population groups: the entire United States, women 16 y to 49 y of
age, children 1y to 6 y of age, and individuals 65 y of age and older.
Users may also specify what percentage of a given population is at
risk.

Chemical risks are computed using the mg/kg bw/day consump-
tion measure (in which bw = body weight). Population size based
on census estimates for each population group is in the database to
compute population risk for chemicals. Microbial risk is calculated
using mean serving size and total number of servings. For chemi-
cal hazards, risk (probability of illness) is calculated on the basis of
90th percentile for consumption.

Hazard characterization (health impacts) module

Multiple dose responses can be assigned to hazard outcome
types (for example, cancer, acute or chronic noncancer [for chem-
icals] and infectious or toxigenic [for microorganisms]). Each dose
response option subcategory offers a subset of appropriate dose—
response models. When users address a hazard and corresponding
dose-response models, they will encounter the question “What is
the strength of judgment that this hazard causes adverse health ef-
fects?” for which there are 4 possible responses: no studies avail-
able, not well established, moderate evidence, or well established.
Because the responses to the question do not readily lend them-
selves to numeric expression, they are not currently factored into
the risk ranks. Nevertheless, the information is pertinent and pro-
vides justification which, at some future time, may lead to a more
quantitative expression of strength of supporting evidence.

For toxicological dose-response relationships (chemical and
toxin-producing microbial hazards), 5 models are available: step
threshold, threshold linear, nonthreshold linear, beta-Poisson, and
exponential. For infectious dose responses, 4 models are avail-
able: beta-Poisson, exponential, threshold linear, and nonthresh-
old linear. The dose-response templates cannot be changed by
users. The dose-response section of the prototype shows appropri-
ate parameters for the selected model; changing the model changes
the parameters for the options provided. All dose-response pages
allow consideration of probability of illness given response, ad-
dressing the question of what proportion of infections would re-
sult in illness. All dose-response curves are incorporated into the
risk calculations. Users may choose from any number of health
impacts, which basically represent a DALY approach (Table 4)
and then link them with one or more of the pDALY templates
(Table 5).
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Development of a risk-ranking framework. . .

The pDALY template allows the impact of the hazard to be placed
on a relative scale. The results of exposure are captured semi-
quantitatively in 2 dimensions: impact severity (mild, moderate, se-
vere, or death) and duration (short, medium, or long), allowing up
to 12 ways to describe a health impact. In addition, when selecting
a specific health impact, users may indicate and provide support
for their choice of health impact, duration, and severity.

Other prototype characteristics

The prototype addresses microbial risk as represented by colony
forming units at the point of consumption and does not track
toxin production occurring throughout the food chain (for exam-
ple, staphylococcal enterotoxin formation). Strain-to-strain differ-
ences in virulence of microorganisms are not included nor are
differences in immunity among individuals because of innate or ac-
quired immunity, such as resistance to certain pathogens (such as
norovirus and hepatitis A virus).

Additionally, the model is very sensitive to situations where a mi-
crobial hazard has a toxigenic response characterized by a thresh-
old linear model, as observed for C. perfringens and beef gravy.
This sensitivity exists because the dose-response model contains a
threshold below which a response does not occur and above which
it does. Thus, when the predicted concentration of the pathogen is
close to the threshold, very slight increases in the concentration of
the pathogen can result in very large changes in health effects. The
prototype has the capability of accommodating a number of possi-
ble modifications:

e Inserting additional scientific documentation;

o Allowing assignment of a relative estimate of data quality;

e Adding more inputs for multiple hazard reductions;

e Considering factors that contribute to a decrease or increase of a
food hazard (as might occur during in-home preparation or stor-
age);

Table 4 —Health impacts.

Mild, short-term impacts

Mild, medium-duration impacts
Mild, long-term impacts

Moderate, short-term impacts
Moderate, medium-duration impacts
Moderate, long-term impacts
Severe, short-term impacts

Severe, medium-duration impacts
Severe, long-term impacts
Childhood mortality

Adult mortality

Elderly mortality

Hemorrhagic colitis

Hemolytic uremic syndrome

Enteric fever

Reactive arthritis/Reiter’s syndrome
New health impact

Table 5—pDALY templates.

Acute (chemicals)

Blood target organ (chemical)
Cancer (chemical)

Escherichia coli O157:H7
Gastroenteritis only (rare fatality)
Hepatitis A virus

Neural tube defect
Neuro-developmental (chemical — below BmD)
Reproductive (chemical)
Salmonella

Severe pathogen

New pseudo DALY template

R44 JOURNAL OF FOOD SCIENCE—Vol. 74, Nr. 2, 2009

e Integrating the web-based implementation with the Analyt-
ica model (allowing users to view and address more than one
hazard—food pair at the same time);

e Allowing answers to the strength of judgment and hazard con-
trollability questions to be factored into the risk-ranking output
to address uncertainty associated with these factors;

e Accommodating the input of confidence intervals for input and
output estimates;

e Considering the benchmark dose lower confidence limit as a risk
measure rather than the reference dose;

e Standardizing the dose-response modeling for different cate-
gories of chemical hazards;

e Incorporating consumption data (for example, data from the Na-
tional Health and Nutrition Examination Survey data); and

e Including additional data that would enhance the strength of
the exposure and hazard characterization modules (for example,
data pertaining to dose response).

Risk-Ranking Output
he prototype provides a basic reporting mechanism that re-
ports selected contents of the database (the evidence) ac-
cording to foods, hazards, processes, and their combinations. A
risk-ranking summary report can be generated, grouped by hazard
or food; ordered by total risk or name; and produced in ascending
or descending order. Total risk (pDALY) is aggregated by hazard or
food depending on the grouping selected. The application sums the
pDALY measures as a total risk for a particular food or hazard, de-
pending on the grouping selected. In addition, users have the op-
tion to specify foods, hazards, or hazard-food combinations that
are to be excluded from rankings due to incompleteness of data or
development of assumptions. Checking the pertinent box on the
food, hazard, and hazard—food pages determines whether they are
included in the ranking. The individual food and hazard settings

take priority over the combination of settings.

For the dose-response relationship, the risk-ranking summary
report summarizes the type, model, and parameters of the dose—
response; grams per eating occasion; total number of eating occa-
sions; mean hazard prevalence; number of contaminated servings
from once contaminated lots; mean concentration in food; mean
dose; mean probability of illness; number of illnesses; pDALY per
illness; and annual pDALY. By default, the risk-ranking summary
report prints the 1st dose-response chart, but other charts are in-
cluded. The “print summary” function produces a summary of the
evidence entered and is distributable for discussion and holistic
consideration.

Conclusions

In cooperation with the FDA, IFT participants in this study de-

veloped a functional semi-quantitative risk-ranking framework
prototype—a flexible tool that enables relative comparison and
ranking of microbial food-related risks with chemical risks via a sin-
gle metric: annual pDALY. Specific approaches taken in developing
the prototype enabled resolution of some broad challenges faced in
risk-ranking efforts. The successful production of this risk-ranking
prototype holds tremendous potential as a unique tool capable of
comparing microbial hazards and chemical hazards not only sepa-
rately but also comparatively by using a common metric.
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The FDA Has Stolen the Following FQTQ Ideas

The FQTQ food protection systems model consists of deterrence, detection,
1. FQTQ Food Protection delay, communication, response time, response quality and mitigation to
Systems Model prevent and respond to food incidents.

* The FDA has stolen the threat continuum elements of prevention, interdiction, i.e., the FDA term of “intervention”,

communication and response. The FQTQ systems model seeks out the indicators and warnings, i.e., the FDA

2. FQTQ Indicators and uses term of “signals” in order to prevent food defense and food safety
Warnings incidents.

* The FDA has stolen the methodology for identifying indicators and warnings, i.e., FDA uses the term “signals”, to
identify how the actionable intelligence needed to prevent food safety and food defense incidents is identified.

The FQTQ systems model defines the probability of a food incident
3. FQTQ Probability of occurring as the combination of how vulnerable you are and the
Occurrence consequences that would result from a food incident.

* The FDA has stolen the FQTQ “probability of occurrence” methodology that is used to prioritize food system
vulnerability and risk.

N A A Eae ) The FQTQ systems model identifies food protection risks and the specific
and Interventions measures that must be implemented by food operations to reduce risk.

* The FDA has stolen the FQTQ method and FQTQ developed taxonomy for identifying risks and implementing
required risk reduction measures, i.e., the FDA uses the terms “intervention” and “risk mitigation strategies.”

5. FQTQ Vulnerabilities and The FQTQ systems model identifies vulnerabilities, risk reduction measures and
Risk Reduction Measures promotes communication and multidisciplinary problem solving.

* The FDA has stolen the FQTQ method of using scenarios to identify lessons learned, i.e., the FDA uses the term
“teachable moments”, for the purpose of identifying vulnerabilities and risk reduction measures, promoting
communication, and encouraging multidisciplinary problem solving, i.e., the FDA uses the term “table top
exercise” to describe the same FQTQ process method called “immersions.”
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The FDA Has Stolen the Following FQTQ Ideas

S The FQTQ systems model uses risk factors and associated risk mitigation
6. FQTQ Verification measures called “steps.”

* The FDA has stolen the FQTQ method and taxonomy for tying risk factors to corresponding risk reduction
measures, i.e., FDA uses the term, “Risk Mitigation Strategies” to describe the FQTQ methodology.

The FQTQ systems model identifies and prioritizes high risk areas in the food
7. FQTQ High Risk Areas supply and at food operations along the supply chain.

* The FDA has stolen FQTQ methods for identifying and prioritizing high risk areas in the food supply, along the
food supply chain and in operating food facilities that represent high risk based on probability of occurrence.

8. FQTQ Past Incidents Under the FQTQ systems model, past food events are gathered and analyzed.

* The FDA has stolen the FQTQ methodology of gathering and deconstructing data concerning past events to
duplicate the FQTQ methodology of systematically “reverse engineering” food related incidents to determine
their probability of occurrence, exactly why the incident happened, how it could have been prevented, lessons
learned and identify mitigating strategies.

) _ Under the FQTQ systems model data concerning high risk agents is gathered
9. FQTQ High Risk Agents and analyzed.

* The FDA has stolen FQTQ methods for gathering, deconstructing and analyzing, as complex systems, food
incidents and related data, i.e., the FDA iRisk modeling and other FDA tools.

The FQTQ systems model is used to identify the types of information that should

10. FQTQ Information be collected to identify actionable intelligence to prevent food incidents.

Collection for Intelligence

*The FDA has stolen FQTQ methods for identifying types of information that should be collected and subjected to
analysis in order to identify actionable intelligence to prevent food safety and food defense incidents.
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The FDA Has Stolen the Following FQTQ Ideas
The FQTQ food protection systems model includes the entire food life cycle.

* The FDA has stolen the FQTQ process model of using the holistic view of the of the food system to understand
and treat the food supply as a complex adaptive system.

The FQTQ systems model identifies risk and risk reduction measures based on

12. FQTQ Risk and Risk the reverse engineering of past food incidents, the use of futures driven
Reduction scenarios and the application of advanced science and technology.

* The FDA has stolen process methods used by FQTQ to identify risks and their associated risk reduction
measures.

13. FQTQ Food Protection The same FQTQ systems model used for food safety is also used for food
Model defense.

* The FDA has stolen the FQTQ food protection systems model that includes both food safety and food defense.
This appears in the FDA’s Food Protection Plan. More recently FDA appears to have abandoned the approach in
favor of separating food safety from food defense.

14. FQTQ Holistic View of The FQTQ food protection systems model takes an holistic view of the food
Food Supply supply chain.

» The FDA has stolen the FQTQ process model of using the holistic view of the of the food supply chain and it’s
components to understand and treat the food supply as a complex adaptive system.

The FQTQ food protection systems model ties continuous operational
(RN O O LS IR  performance with assessment and inspection.

Inspection

*The FDA has stolen the FQTQ process model relating to inspection and assessment in order to advance FDA’s
“inspectional strategies”; FQTQ has pioneered the creation of science and risk based standards for assessment
and inspection, the use of both “point in time” and “continuous performance monitoring”; the identification of
high risk areas to focus inspection resources and much more.
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The FDA Has Stolen the Following FQTQ Ideas

The FQTQ systems model includes methods for targeting the use of
16. FQTQ Targeting of resources to obtain the greatest risk reduction value at the most reasonable
Resources cost.
* The FDA has stolen the process methods used by FQTQ to determine performance and “best investments” to
mitigate risk.

The FQTQ food protection systems model process is integrally tied to a

17. FQTQ Applications of : ] ;o
number of FQTQ information technology applications referred to as “tools.”

Information Technolog

* The FDA has stolen the FQTQ systems model and this listing of ideas to duplicate FQTQ tools that use
information technology to make the food supply safer while simultaneously reducing the costs to industry.

oI P Eac el he FQTQ systems model for food protection treats the food supply in

Protection as a Science scientific terms as a complex adaptive system.

* The FDA has stolen the FQTQ process and scientific model of treating the food supply as a complex adaptive
system to further the FDA’'s understanding of the science of where food becomes contaminated and the

associated risks.

The FQTQ systems model uses the threat continuum as a method for
identifying vulnerabilities and associated food protection risks.

19. FQTQ ldentification of

Vulnerabilities and Risks

* The FDA has stolen the FQTQ threat continuum elements of prevention, interdiction, i.e., the FDA term of
“intervention”, communication and response as a method for identifying vulnerabilities and associated food

protection risks.

The FQTQ systems model combines the analysis of past food incidents

20. FQTQ Food Risk ; h " : .
QIR and scenarios of imagined future events and threat continuum analysis.

Reduction Measures

» The FDA has stolen the FQTQ process for identifying risk reduction measure in order to expand FDA’s
understanding and use of effective food risk reduction measures.
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The FDA Has Stolen the Following FQTQ Ideas

21. Modeling, Science and The FQTQ systems model for food protection uses advanced modeling, science
Technical Applications based analysis and advanced information technology software.

* The FDA has stolen the ideas listed herein and duplicated them using advanced modeling, FQTQ science based
analysis and technical applications that rely on information technology, i.e., duplicate computer software tools
including FDA’s Food Defense Plan Builder, FREE-B, Food Defense Mitigation Strategies Database, iRisk and
possibly others.

22. Strengthen Risk The FQTQ systems model uses scientifically vetted risk factors and risk reduction
Assessment measures to strengthen risk assessment.

* The FDA has stolen FQTQ process methods for tying risk factors to risk reduction measures, i.e., the FQTQ term
for a risk reduction measure is a “step” and embedded the FQTQ idea in a duplicate FDA computer software tool
called the Food Defense Mitigation Strategies Database; the FDA has also pirated the FQTQ process method of
“critical nodes” in the same tool.

23. FQTQ Inspection and _ _ _ _
Assessment Strategies The FQTQ systems model modernizes inspection and assessment strategies.

* The FDA has stolen FQTQ process methods that modernize inspectional strategies; FQTQ process methods focus
limited resources on those areas of highest risk, assure the objectiviity of inspection and assessment results and
reduce the time and personnel costs associated with government inspections, assessments and third party

audits. . - . o .
The FQTQ systems model contains a specific modules for improving immediate

responses to the full range of emergencies that could impact food operations
anywhere along the food supply chain.

24. FQTQ Response Module

* The FDA has stolen FQTQ process methods that are used to improve immediate responses to food related
emergencies including the simulation of emergencies, the use of decision maps, event templates and more.

* The FDA combined two FQTQ computer software tools known as the Food Event Analysis and Simulation Tool
(FEAST) and the Food Response Emergency Evaluation (FREE) tool to create a duplicate FDA tool called FREE-B.

25. FQTQ Enhanced Risk
Communications The FQTQ systems model for food protection improves risk communications.

*The FDA has stolen FQTQ process methods that enhance risk communications including FQTQ immersion
environments, FQTQ methods of improved risk identification, risk communication, incident interdiction and
mitigation. 071



FDA Duplicates FQTQ Products

FDA Duplicate Product

FDA Food Protection Plan

Food Defense Plan Builder

q Food Defense Mitigation

Strategies Database

iRisk
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FQTQ Is Forced Out of Business

July 2012 FQTQ launch

July through September 2012 FQTQ
sales do not meet projections

September 2012 FQTQ learns about

FDA Food Defense Plan Builder
FQTQ is told by potential buyers that they

will wait to see what FDA is producing

Investors deny critical operating
loan to FQTQ based on poor sales
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FDA Infringes on Patent
US 8,103,601 B2

How FQTQ reduced the patent to use for food was FQTQ trade secret information until
it was revealed by FDA in the FQTQ tools they duplicated and released to the public

FQTQ has prepared an extensive technical crosswalk that demonstrates flagrant
infringement by the FDA on patent US 8,103,601 B2
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FDA Unlawfully Competes with FQTQ

-

e OMB Circular A-76

* No FDA “Compete/No-
Compete” Determination

¢ No FDA “Government Build/
No-Build” Determination

FAIR Act

— Title 18

¢ FDA Theft and Public Release of
FQTQ Trade Secrets and
Confidential Information

(" )

e FDA Refusal to Accept the FQTQ
Offer of S1/yr. License

\_ _J

FDA Patent

Infringement
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Pages 76 through 79 redacted for the following reasons:

ENTIRE PAGES WITHHELD UNDER EXEMPTION (B)(5)
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Federal Agency Comment Form OMB Control #3245.0313

Small Business Administration — Office of the National Ombudsman Exp. date 5/31/2013
Purpose: Snrall business owners may use this form to submit comments on Federal enforcement/compliance actions that they
consider excessive or unfair. The National Ombudsman will use the form to contact the Federal agency for areview of theaction. | Case #: 1303150001

Instructions

1. Complete, sign and date this form. (Signature not required if completed at www.sba.gov/ombudsman).

2. Provide a brief written statement on the reverse side regarding the specific enforcement or compliance action taken against your organization by the
federal agency.

. Submit copies of substantiating documentation, such as correspondence, citation, or notice (Note: Can be submitted separately from this form by fax
or mail. Make sure to reference your name or company's name with this information).

4. If your comments concern the IRS, you must also submit a completed IRS Tax Information Authorization Form 8821, available at
http://www.irs.gov/forms (Can be sent by fax or mail).

. Fax, e-mail or send this form and requested information to: (1) Fax: (202) 481-5719; (2) E-mail: Ombudsman{@sba.gov; (3) Address: SBA,
Office of the National Ombudsman, 409 Third Street, SW, Washington, DC 20024. Telephone : (202) 205-2417.

(98]

wn

Please Print

Organization/Company Name:_Fo°dQuestTO LLC

Address: 7420 Hayward Drive, Suite 102

City, FREDERICK State: MP Zip: 21702
Phone: 240-439-4476 Fax: E-mail- jhnatioc@thoughtquest.com )
Contact Name: Mr.[/]Ms.[] John Hnatio Title: Chief Science Officer
Please indicate your organization type:
_ Y Small Business Notfor-Profit, Representing Members

e Small Government (population of less than 50,000)

List the federal agency with which you are having a problem:

Federal Agency Name: Food and Drug Administration

Agency Contact person: Margaret Hamburg

Agency Office/Division: Office of Chief Counsel

N Did the federal ageney listed above inform you ol your right to contact the SBA Office of the National Ombudsnan?
[dYes [YINo I not, how did you learn about this office?

On my own via web search

Confidentiality / Disclosure
The Small Business Regulatory Enforcement Fairness Act (SBREFA), allows you to keep your identity and other information private, and limit
its access only to the SBA's (See 15 U.S.C. 657 (b) (2) (B)). However, by requesting confidentiality the federal agency may not have sufficient
information to investigate your specific problem, possibly delaying or preventing any potential resolution of your situation.

| request that my information be kept confidentiaLDYes No (If yes, results may be limited.)

Signature: jonn Hnatio

(o 350 i A A A ]
L 1A~ !

Your signature authorizes the SBA Ombudsman to proceed on your behalf.

Pursue all legal options you believe are in your company’s best interest.
This process is not a substitute for legal action.

SBA FORM 1693 (3-10) Previous Editions Obsolete

Please Note: The estimated burden for completing this form is 45 minutes. You will not be required to respond to this information collection if a valid OMB
approval number is not displayed. If you have any questions or comments concerning this estimate or other aspects of this information collection, please contact
the U. S. Small Business Administration, Chief, Administrative Information Branch, Washington, D.C. 20416 and/or Office of Management and Budget, Clearance
Officer, Paperwork Reduction Project (3245-0313), Washington, D.C. 20503. PLEASE DO NOT SEND FORMS TO OMB.
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Type or (print) your comments below:

We have been in contact with Ms. Ellie Zahirieh of the Office of National Ombudsman and provided
her with a detailed report describing our concerns. In summary, the FDA has duplicated several of
our commercial products under contract with Battelle Memorial Institute and, by so doing, undercut
our sales and forced us out of business. FDA officials stole our trade secret and intellectual property
information to duplicate our tools, infringed on our patent and entered into unfair competition with
us in violation of the FAIR Act (OMB Circular A-76) and other statutes. We are a small company
with no resources to pay for a protracted legal battle with the lawyers at the FDA and they are aware
of our status as a small business that cannot afford to pay for a team of lawyers to fight for our
rights. All principals of our small company have been laid off without pay since November ot 2012
and are currently on unemployment. Our business has been ruined and our families have been left to
suffer. We are in desperate need of relief from the actions taken against us by the FDA. We have
been working with the FDA since January 2013 but the matter is being treated by legal maneuvering
on the part of FDA to avoid seeking the truth and trying to fairly resolve the matter. That is why we
are now forced to file a complaint with the Office of National Ombudsman.
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SBA Ombudsman Case No. 1303150001

COMPETITION BY THE FOOD AND DRUG ADMINISTRATION WITH SMALL BUSINESS

The parties: FoodQuestTQ LLC, a small business with offices situated at 4720 Hayward Drive,
Frederick, Maryland, 21702, and the Food and Drug Administration (FDA) with offices situated
10903 New Hampshire Avenue, Silver Spring, Maryland, 20993.

FOODQUESTTQ LLC CONTACT INFORMATION

Dr. John Hnatio

Chief Science Officer

(0) 240.439.4476 x-11

(c) 301.606.9403

E-mail: jhnatio@thoughtguest.com

BACKGROUND

Projectioneering LLC is a small Frederick, Maryland-based company working with two other
Frederick Maryland-based companies, ThoughtQuest LLC and FoodQuest LLC. Projectioneering
LLC owns the intellectual property used by both ThoughtQuest LLC and FoodQuest LLC.
ThoughtQuest LLC was created in 2008 for the purpose of supporting the start-up of companies
across different industry verticals using the intellectual property owned by Projectioneering
LLC. From 2008 to 2012, ThoughtQuest LLC reduced the Projectioneering LLC owned patent to
practice for the food and agricultural fields of use. In early 2012, FoodQuestTQ LLC was
established to commercially sell a suite of computer software tools across the food industry
vertical that are based on the Projectioneering LLC patent.

SUMMARY

FoodQuestTQLLC has filed a complaint with the Office of Small Business Advocacy and the
Small Business Ombudsman. The complaint is based on three inextricably intertwined

prohibited actions that the company alleges have been taken against them by the Food and
Drug Administration, namely:

1. FQTQ allegations of unlawful FDA competition with FQTQ under statutes and
governmental procedures including, but not limited to, the FAIR Act and OMB-
Circular A-76, respectively;
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ThoughtQuest LLC, FoodQuest LLC and Projectioneering LLC, in violation of Title 18
U.S.C. and other statutes, and;
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SBA Ombudsman Case No. 1303150001

3. Projectioneering LLC and FQTQ allegations that FDA has infringed on
Projectioneering LLC owned patent: The Complexity Systems Management Method,
Patent No.: US 8,103,601 B2 in violation of Title 18 U.S.C. and other statutes.

Until December 2012, the FoodQuestTQ LLC employed five people. In January 2013, faced with
the continuing prospect of direct government competition that interfered with their
commercial sales, FoodQuestTQ was unable to obtain an essential operating loan it required to
stay in business. In December 2012, the company was forced to lay off all of its employees
because of lagging sales resulting from the public release of similar products by the FDA.

This document describes the events leading up to and surrounding the actions allegedly taken
by the Food and Drug Administration {(FDA) to duplicate products that were already developed
and for commercial sale by FoodQuestTQ LLC.

CASE DESCRIPTION

Over the period of the past three years representatives of ThoughtQuest LLC and FoodQuestTQ
LLC have met extensively with FDA employees and shared with them information regarding the
reduction of their patented technology for commercial use/sale to the food industry.

The information provided to FDA personnel was clearly marked as containing industry
proprietary information. In addition, ThoughtQuest LLC and FoodQuestTQ LLC principals state
that FDA employees they spoke with were verbally advised that the information being shared
with them was proprietary and contained ThoughtQuest LLC and FoodQuestTQ LLC business
proprietary and trade secret information.

In September 2012, FoodQuestTQ LLC principals became concerned that the FDA was,
unbeknownst to them, taking their business proprietary and trade secret information to
duplicate their products, under a contract with Battelle Memorial Institute.

In late October 2012, under pressure to avoid direct competition with the FDA that would put
them out of business, FoodQuestTQ LLC, with the permission of their Board of Directors,
offered the FDA a $1/yr. license to use their technology. FDA officials did not respond to the
FoodQuestTQ LLC offer.

FDA and their contractor, Battelle Memorial Institute, continue to deploy products free of
charge to the food industry that duplicate the products that were already developed and being

rermmnarciallis cmled ey Comam M omea ™M 2 4
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The FDA actions have severely impacted FoodQuestTQ LLC sales. In early December 2012 when
they were no longer able to meet payroll FoodQuestTQ LLC was forced to lay off all of their
company’s employees.
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SBA Ombudsman Case No. 1303150001

In January 2013, based on continuing competition by the FDA resulting in poor sales of their
products, FoodQuestTQ LLC was denied a critical operating loan they needed to stay in
business.

TIMELINE OF EVENTS LEADING TO THE LAYOFF OF FOODQUESTTQ PRINCIPALS AND EMPLOYEES

1. Aprdd JHPS Migeting with U0 U, Benkishen ) o ) 8 Stic-Septembier MY Fooddat T LT offeinls lesrm

R ©. dan Singleton that FU8 is duglcating thewr Food Defense T oo
s s vz et EY [ -

2. Ny 20 Blestings with O, Sutiens Bosarti and 1. ;5“{ semem«rr?iz:_, L. Fouatlueat PG LLL m:&%* withy
Dr, b vt Bushaman shd sairpsnmy’s progoul & e dﬁ}c&!iio% M:ﬁxhctngfftfmégg roncem et FOA &5
I : uplicating the compary’s products

3. Dorofwe 008N ro FOA iderest. the 1% Detober 2 UMY Foedliuest U alaes FOA 3 51 vaar

o SRR [Tty cagtes; 584 B Smryin it a9 BTTRRURT §13 4top D gowprrrrant Bom
igrds fremsted o Suild POt TRHAG wompatiog with thair corpgern: FIA roreoms respands

ety averr the nent four years
12 Dwpwrker L 30 FoodCusst TR I Rarcnsd b bey off
# senprlorpsens beeause Yhiees are o sads; o sales
rrmetisnga, the food industre a5 the comparmy sy they
i should pay for thair tools when Yhey can get the for

Ed

hhaech JIHE Dormgmaysimuletes » seoosystal
reergeist axtavk sgsirgt the Sood sppby
campany oroenpts PO so deveiop ranw tasts to

LT e LOXIN Litkd [ frma From the BDA

L rdsech 2001 Compang redaces thew Food
eberastil Faod Jakete TG aad Foad Rapper [
2 pEgting 1% Derember & MY Foodinea 0 g

{ahes o asticle
rRising uritiord woat FOA s CAR W B R+ Shock
B, duma J3LG . PO fod dietunde team cxasives § grsgrera
sieqgh brieding From camspany on the full B i
£ of fond protectinn 1wofs meluding FLAST 4. Devembes 12, 2002 FoocDuestTd LLE s provbited
ang FREE

fry P& froen aRtenufing an nndlatry worksbag on their
new fuod definee plar builder

st 11, J0LE FD & weeh page describes g
st Foged setente and vafery madeling s S s . % lade Dscember 2007 FooodGuest T8 LLC diseovers
sirrmfativn tnod Ay FOd Fass st duplicated slercerdy of thes FEAST
arsd FEES touls

Ed

. Fedwiiary 013 FoodCosstT UL aabluhed
wiet FOA Rt gemidied weith % detiiied puagiess

16 dasiisary 2943 Frodlamsi T denisd & crainsd
mport .

rarating losn brcsupe salés 6 sty drie o et

Figure 1: Timeline of FoodQuestTQ LLC and FDA Activities

1. In April 2009, representatives of ThoughtQuest LLC first contacted the U.S. Department
of Agriculture {USDA). They met with Drs. Ramkishan Rao and Jan Singleton who were
senior leaders at the U.S. Department of Agriculture’s, National Institute of Food and
Agriculture (NIFA). The purpose of the meeting was to forge a public-private
partnership to make the food supply safer. ThoughtQuest LLC representatives shared
their scientific breakthroughs, proprietary technology, and business plans for creating a
safer food supply. Drs. Rao and Singleton were highlv supportive of ThoughtQuest 11C’s

ettorts. Atter the meeting, the company had follow-on meetings with Dr. Jeannette
Thurston and other members of the USDA staff at NIFA to share their progress.
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2. In May 2009, ThoughtQuest LLC representatives had their first contact with FDA when
they met with Dr. Juliana Rosanti at the Joint Institute for Safety and Nutrition (JIFSAN).
Their objective was to explore the possibility of a joint project with JIFSAN using their
patent to make the food supply safer; this lead to a second meeting with Dr. Robert
Buchanan, the head of the University of Maryland’s Center for Food Safety and Nutrition
(CIFSAN). Dr. Buchanan was a retired FDA senior food safety official and still serves as a
senior scientific advisor to the FDA. At that time, Dr. Leanne Jackson, current head of
the FDA’s Food Defense Team was on the staff of CIFSAN." As a result of these meetings,
ThoughtQuest LLC representatives were asked to submit a detailed proposal to
Dr. Buchanan describing their patent, scientific breakthroughs, technology tools, and
business plans for creating a safer food supply. The proposal was clearly marked as
containing proprietary information. The proposal was subsequently rejected by Dr.
Buchanan.

Note: Over the next three and a half years, the company continued to maintain very
close contacts with both the USDA and FDA as they developed their products. The
company briefed USDA and FDA officials on every step of their scientific and
technological progress. They hoped that, at some point, USDA and FDA would join them
in the public-private partnership they originally envisioned to improve the safety of the
food supply based on the company’s new science and technology innovations.

3. In October 2009, when the FDA showed no apparent interest in their patent and
supporting technology, ThoughtQuest LLC sought venture capital. In addition to the
$3.5 million invested by the two principals of ThoughtQuest LLC, the company received
an additional $2.9 million in venture capital over the next four years to build and
commercially deploy their suite of computer software tools to help the food industry
prevent and improve responses to accidental and intentional food poisonings.

4. In 2010, ThoughtQuest LLC was asked by a large global food manufacturer to use their
patent and technology to simulate a worst case terrorist attack using a biological agent
against one of their major food product lines. The goal was to “bring down the
company.” Based on this tasking, ThoughtQuest LLC was able to scientifically simulate
the successful take down of the company as a result of terrorists introducing a particular
toxic agent into their product. The simulation was highly successful because no effective

lahoratory test existed at that time for detacting the nrecence of the agent thatwac

used to poison the particular product. With the permission of the company involved,
ThoughtQuest LLC representatives closely coordinated the results of the simulation and
the methodology they used with Dr. Reginald Bennet and other officials at the FDA in
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order to prompt the development of specific laboratory and field tests that would
detect the deadly agent.

By early 2011, ThoughtQuest TQ LLC personnel reduced three of their products to
practice and began commercial sales of their Food DefenseTQ, Food SafetyTQ and Food
Mapper tools.

In June 2011, Mr. Menkhiem, a senior member of the FDA food defense team, and his
food defense staff were given a comprehensive briefing and demonstration of the entire
suite of ThoughtQuest LLC software tools that were being commercially sold or under
development for commercial sale. The presentation included a demonstration of the
Food Response and Emergency Evaluation (FREE) tool and the Food Event Analysis and
Evaluation (FEAST) tools. Over the coming months, the company maintained close
contact with Mr. Menkheim to give him periodic updates on their progress.

. OnAugust 11, 2012, Mr. David Park, then Principal Scientist of FoodQuestTQ LLC came

across an official FDA website that described a new FDA tool for modeling and
simulating food defense and food safety scenarios.

Note: As further discussed below, in late December 2012, Dr. Hnatio conducted a
detailed review of the FDA website to discover that the FDA had duplicated the
elements of two of FoodQuestTQ tools-the Food Event and Analysis Simulation Tool
(FEAST) and the Food Response and Emergency Evaluation (FREE) tool. The FDA slightly
modified the name of their new tool from the original FoodQuestTQ commercial name
of FREE to the new FDA name “FREE-B.”

In early February 2012, Projectioneering LLC and ThoughtQuest LLC stood up a new
company called FoodQuestTQ LLC that would assume responsibility for the further
development and sales of their computer software tools across the food industry.

Also, Mr. Menkheim and his staff were provided with a detailed progress briefing and
proprietary documents that included both business confidential and trade secret
information describing the industry uses of the FoodQuestTQ LLC tools, the system
architecture and the algorithms sunporting the FoodQuestTO tools. Allthisinformation

was clearly marked as containing company proprietary information.

In mid-September 2012, FoodQuestTQ LLC officials learned for the first time, that the
FDA had been working with Battelle Memorial Institute to build their own food defense
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plan builder to compete directly with the FoodQuestTQ LLC’s existing Food DefenseTQ
product. This situation prompted Dr. John Hnatio, the Chief Science Officer of
FoodQuestTQ, to call Mr. Menkheim to express his concerns that FDA was developing a
product that already existed. Mr. Menkheim explained that FDA was not competing
with FoodQuestTQ LLC had because the food defense plan builder tool being built by
the FDA was not nearly as sophisticated as the FoodQuestTQ tools.

10. In late September 2012, Dr. Hnatio had another telephone another conversation with
Mr. Menkheim and asked him specifically about the nature and purpose of an upcoming
FDA sponsored workshop on FDA’s new food defense plan builder tool scheduled to be
held on December 12, 2012. Mr. Menkheim told Dr. Hnatio that the principal purpose
of the upcoming meeting was to discuss a terrorist targeting tool known as C.A.R.V.E.R.
+ Shock. He advised that FDA’s food defense planner was being developed in order to
make it easier for industry to use C.A.R.V.E.R. + Shock."

11. The next interaction between FoodQuestTQ LLC and the FDA took place on October 2,
2012, when a “go-to-meeting” webinar was held. During the webinar, FoodQuestTQ LLC
FDA staff updated Dr. Menkheim and his staff on the company’s continued progress to
upgrade their suite of computer software tools. Particular attention was given to the
use of the company’s Food DefenseTQ tool as the way to build food defense plan. A
more advanced tool known as Food Defense Architect that would make it even easier
for food companies to develop their own food defense plans was also demonstrated.

During the webinar, FoodQuestTQ again raised their concerns that FDA was building a
food defense planner tool to compete with FoodQuestTQ LLC’s existing Food DefenseTQ
and Food Architect products. To avoid any potential conflict with FDA that could
adversely impact their business, FoodQuestTQ LLC offered the FDA a license to use their
technology across the food vertical for $1/yr. Prior to the webinar, FoodQuestTQ
officials met with a member of their Board of Directors, Mr. Joe Welty, to discuss the
FDA’s actions and received permission to offer the $1/yr. license in order to avoid direct
competition by the FDA. During the webinar, Mr. Menkheim advised that he could not
make such a decision but would take the matter to his FDA bosses. FDA never
responded to FoodQuestTQ LLC on the matter.

12. un vecemper 1, ZULZ, when sales failed to materialize tor FoodQuestTQ LLC’s Food
DefenseTQ and Food Defense Architect line of food defense tools, the company was
forced to lay off all of their employees including the two founders of the company.
Without pay, FoodQuestTQ LLC principals continued to prepare for the December 12,
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2012, industry workshop on C.A.R.V.E.R. + Shock and the FDA’s new food defense
builder tool. The company developed an internet survey to ask the food industry how
effective the FDA’s C.A.R.V.E.R. + Shock approach was to them in protecting the food
supply.

On December 6, 2012, Dr. Hnatio of FoodQuestTQ LLC published an article on the
potential dangers of using C.A.R.V.E.R. + Shock as a counter-terrorist assessment tool.
The article shared the preliminary results of the FoodQuestTQ survey. The results were
mixed with a majority of respondents raising questions about the utility of CA.R.V.E.R. +
Shock. The C.A.R.V.E.R. + Shock article written by Dr. Hnatio was a matter of very
significant interest throughout the FDA. For example, the web based software used to
conduct the survey indicates that Dr. Leanne Jackson, {the former CIFSAN official
referenced in entry 2. Above) who is now in charge of FDA’s Food Defense Oversight
Team, opened the article for review and/or further distribution over 40 times. Itis
noted that C.A.R.V.E.R. + Shock is a major $13 million funding line item for Dr. Jackson’s
office.

The December 12" 2012, FDA sponsored industry workshop was hosted by the Grocery
Manufacturer’s Association (GMAY} at their Headquarters building in Washington, D.C.
Mr. Warren Stone, Senior Director of Science Policy coordinated the meeting. At
FoodQuestTQ's request, Mr. Stone allowed for a 20 minute slot on the workshop
agenda for FoodQuestTQ to demonstrate their food defense plan builder tool that was
already commercially available to the food industry.

From e-mails sent to us by Mr. Stone as he coordinated the FDA workshop, we first
learned that FDA was working under a multi-million dollar contract to help the FDA
develop their food defense plan builder. We found the name of Mr. Colin Barthel, who
is the Battelle Memorial technical manager for FDA's food defense mission.
FoodQuestTQ LLC tried repeatedly to reach Mr. Barthel to discuss our concerns that
Battelle Memorial Institute may be using the company’s intellectual property to
duplicate their products for use by the FDA. After repeated attempts to reach Mr.
Barthel by e-mail and telephone to discuss the situation, FoodQuestTQ LLC finally
received an abrupt e-mail from him stating he would not speak with them and that the
FDA sponsored workshop on December 12" 2012 was strictly limited to food
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Oversight Team to discuss any concerns.

On the evening December 11, 2012, FoodQuestTQ LLC principals were notified by Mr.
Stone that FDA had specifically disinvited any ThoughtQuest LLC {(now FoodQuestTQ
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LLC) personnel from participating in the FDA industry workshop to be held at GMA
Headquarters the following day. Mr. Stone was told by the FDA that they did not want
to give any preference or any endorsement to one commercial product over any other.
FoodQuestTQ LLC was prohibited by the FDA from attending the workshop.

FoodQuestTQ LLC did, however, independently brief a few of the remaining food
industry participants late in the day after the FDA sponsored workshop for industry was
over and FDA officials had left the building. When FoodQuestTQ LLC officials signed into
the conference room where they were going to demonstrate their products, they saw
the attendee list of companies that participated in the earlier FDA sponsored industry
workshop. The list included numerous companies that were not food processors but, in
fact, competitors of FoodQuestTQ LLC, such as Tyco Integrated Systems.

In late December 2012, FoodQuestTQ LLC’s concerns about the FDA action to prohibit
their attendance at the FDA industry workshop caused them to go back and conduct a
review of their work with FDA. It was at this time Dr. Hnatio took a closer [ook at Mr.
Park’s earlier reference {August 2011) to an FDA web site on modeling, simulation and
responses to food defense and food safety emergencies. When Dr. Hnatio fully
explored the FDA web page he discovered that the FDA had duplicated elements of their
FEAST and FREE tools. Unbeknownst to FoodQuestTQ LLC, the FDA had slightly modified
the name of the FDA tool from the FoodQuestTQ LLC's commercial name of FREE to the
new government FDA name of “FREE-B.”

Note: During the preceding months, prior to learning about the actions of the FDA to
compete with them, company officials were befuddied as to why their sales projections
were not being met. They could not figure out why their products were not selling. It
was not until after the FDA industry workshop that they began to receive direct
feedback from food processing companies. In these sales meetings, industry asked
FoodQuestTQ LLC why they should buy their products when the FDA was providing the
same thing for free.

In January 2013, FoodQuestTQ LLC was denied a vital investor loan to continue
operations. During the period from September 2012 through January 2013,
FoodQuestTQ LLC was in critical negotiations to obtain an operating loan from their
investors. In early October 2012, as the evidence mounted that FDA and Battelle

BAnpsmuinl tordibs st saimen diimlicating thair nrodiicte and ac ealoe ware failing tn
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materialize, FoodQuestTQ LLC principals were left with no option but to inform their
Board of Directors of the situation. The news that FDA was spending millions of dollars
under a contract with Battelle Memorial Institute to duplicate FoodQuestTQ’s products
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and poor sales raised the risk of future investment by their investors to an unacceptably
high level. In early January 2013, their request for an operating loan was denied.

CURRENT STATUS

In January 2013, representatives of FoodQuestTQ LLC contacted members of Congress to
request their assistance in obtaining a meeting with Ms. Elizabeth Dickinson, Chief Counsel at
the Food and Drug Administration. Company officials felt that if Ms. Dickinson was made
personally aware of the circumstances she would quickly act to correct the situation. At this
time, the matter has become tied up in legal maneuvering by the FDA. Company officials still
have not been allowed to personally meet with Ms. Dickinson. This is a matter of great concern
to FoodQuestTQ LLC since the owners of the business and all employees had to be laid off
without pay several months ago and the company cannot afford to pay the attorney’s fees
required to fight a long protracted legal battle with the FDA.

In February and March 2013, the inventor of the Projectioneering LLC owned patent undertook
a comprehensive review of the FDA web site to identify any possible activities where the FDA
had infringed on the Projectioneering LLC patent {The Complexity Systems Management
Method, Patent No.: US 8,103,601 B2.) The inventor identified five FDA products that
accomplished the same or similar functions as the Projectioneering LLC patent and
FoodQuestTQ software tools that were already or were in the final process of being made ready
for commercial sale before they were duplicated by the FDA. A subsequent technical crosswalk
of the five duplicate FDA products against each of the 20 claims and 101 objects of the
Projectioneering LLC patent demonstrates flagrant infringement by the FDA.

PRINCIPAL ISSUES

1. FOOD AND DRUG ADMINISTRATION USE OF CONFIDENTIAL FOODQUESTTQ LLC
BUSINESS AND PRODUCT INFORMATION

Over a period of approximately three years FoodQuestTQ LLC met extensively with FDA
employees and provided them with detailed briefings which included the proprietary
and trade secret information relating to the reduction of their patent for commercial
sale to the food industry. All proprietary information shared with FDA employees was
clearly marked as containing industry proprietary information. In addition,
FoodQuestTQ principals verbally advised the FDA employees they shared any

proprietary informatdon with that the information tney were snaring required protection
pursuant to the Code of Federal Regulations (48 CFR 27.402) and other government
statutes.
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Note: Title 18 USC 1905 applies to disclosure by a government employee of any
information provided to the government by a company or other nongovernment
organization, if the provider of the information identified it as proprietary or as being
provided to the government in confidence. The penalty is mandatory removal from
office {termination of employment), and the offender may be fined not more than
$1,000 and imprisoned not more than one year.

Specific legal statutes and portions of the Federal Acquisition Regulations that pertain to
the protection of commercially owned proprietary information include:

‘7’

Title 18 USC 1831-39 - Protection of Trade Secrets [Chapter 90].
Title 18 USC 1905 — Disclosure of Confidential Information.

Title 41 USC 423 — Procurement Integrity.

Title 5 CFR 734 — Employee Responsibilities and Conduct.

FAR 3.104-1 — Procurement Integrity, General {48 CFR).

FAR 27.4 - Rights in Data and Copyrights (48 CFR).

FAR 52.215-12 — Restriction on Disclosure and Use of Data (48 CFR).
FAR 52.227-14 — Rights in Data (48 CFR)."
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FOOD AND DRUG ADMINISTRATION COMPETETITION WITH FOODQUESTQ LLC

The government is precluded under the FAIR Act from competing with the private sector
whenever the same or better products can be procured from industry. FQTQ offered
the FDA Food Defense Team a $1/yr. license to use FoodQuestTQ LLC technology in
order to avoid unfair competition by the government. FDA never responded to the
offer. Based on proprietary business information provided to them, FDA was fully aware
that the products they were developing with Battelle Memorial Institute were already
developed and being commercially sold by FoodQuestTQ LLC.

Efforts to make the food supply safer are a shared responsibility between the
government and the private sector and non-regulatory activities have never been
considered an inherently government function. A simple Google search of food safety
and food defense, identifies literally hundreds of “hits” with private sector companies
doing everything from consulting, risk assessments, third party audits in support of

EDA’s snuarnmental regulatory comnliance resnoncibilitioe. Tho EDA iteolf nromaotoc tha
g \ nlia recnoncihibtios.  Tho EDA teolt promotect

use third party private sector companies to assure the quality of food safety and food
defense at food operations all across the food supply.

10
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The FDA actions in this case also raise questions regarding the Agency’s compliance with
OMB Circular A-76. This document (and other statutes) specifically restrict government
agencies and federally funded research and development organizations such as Battelle
Memorial Institute from directly competing with the private sector.

3. THE IMPACT OF THE FOOD AND DRUG ADMINISTRATION POLICY AND ACTIONS ON
SMALL BUSINESSES GENERALLY

FoodQuestTQ LLC is only one of millions of small businesses in America that provide the
innovation required to solve national challenges. The nation depends on small
businesses and the entrepreneurs who risk everything to create them. The jobs the
nation must create to keep people employed are generated by small businesses like
FoodQuestTQ LLC. Much of the innovation that the nation and our government must
have to solve national problems comes from small businesses like FoodQuestTQ LLC. By
competing with small businesses like FoodQuestTQ LLC and forcing them out of
business, the FDA risks losing the genius and innovation the nation desperately needs to
solve the country’s food protection and food safety problems.

"See: http://www.linkedin.com/pub/leeanne-jackson/19/920/718

"Note: CA.R.V.ER. + Shock was developed by the military special forces to plan attacks against the critical
infrastructures of the enemy. In the aftermath of 9-11, FDA attempted to convert the tool for civilian use by the
food industry with mixed results. Currently, the pursuit of C.A.R.V.E.R. + Shock is a continuing $13 million dollar
FDA budget line item.

" http://www.wrc.noaa.gov/wrso/security guide/propriet.htm

11
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The FDA Has Stolen the Following FQTQ, Ideas

The FQTQ food protection systems model consists of deterrence, c'etection,
1. FQTQ Food Protection delay, communication, response time, response quality and mitigation to
Systems Model prevent and respond to food incidents. |

* The FDA has stolen the threat continuum elements of prevention, interdiction, i.e., the FDA term cf “intervention”,

communication and response. The FQTQ systems model seeks out the indicators and warnings, i.e., the FDA
2. FQTQ Indicators and uses term of “signals” in order to prevent food defense and food s«fety
Warnings incidents.

» The FDA has stolen the methodology for identifying indicators and warnings, i.e., FDA uses the term “signals”, to
identify how the actionable intelligence needed to prevent food safety and food defense incidents is identified.

) The FQTQ systems model defines the probability of a food incident
3. FQTQ Probability of occurring as the combination of how vulnerable you are and the
Occurrence consequences that would result from a food incident.

-

* The FDA has stolen the FQTQ “probability of occurrence” methodology that is used to prioritize food system
vulnerability and risk.

NP L L L L) The FQTQ systems model identifies food protection risks and the sspecific
and Interventions measures that must be implemented by food operations to reduce risk.

« The FDA has stolen the FQTQ method and FQTQ developed taxonomy for identifying risks and implementing
required risk reduction measures, i.e., the FDA uses the terms “intervention” and “risk mitigation strategies.”

5. FQTQ Vulnerabilities and The FQTQ systems model identifies vulnerabilities, risk reduction measures and
Risk Reduction Measures promotes communication and multidisciplinary problem solving.

- The FDA has stolen the FQTQ method of using scenarios to identify lessons learned, i.e., the FDA uses the term
“teachable moments”, for the purpose of identifying vulnerabilities and risk reduction measures, promoting

communication, and encouraging multidisciplinary problem solving, i.e., the FDA uses the term “table top
exercise” to describe the same FQTQ process method called “immersions.”
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The FDA Has Stolen the Following FQTQ Ideas

. ) The FQTQ systems model uses risk factors and associated risk mivigation
6. FQTQ Verification measures called “steps.”

* The FDA has stolen the FQTQ method and taxonomy for tying risk factors to corresponding risk reduction
measures, i.e., FDA uses the term, “Risk Mitigation Strategies” to describe the FQTQ methodology.

The FQTQ systems model identifies and prioritizes high risk areas in the food
7. FQTQ High Risk Areas supply and at food operations along the supply chain.

« The FDA has stolen FQTQ methods for identifying and prioritizing high risk areas in the food supply, along the
food supply chain and in operating food facilities that represent high risk based on probability of cccurrence.

8. FQTQ Past Incidents Under the FQTQ systems model, pastfood events are gathered and analyzed.

» The FDA has stolen the FQTQ methodology of gathering and deconstructing data concerning past events to
duplicate the FQTQ methodology of systematically “reverse engineering” food related incidents {c determine
their probability of occurrence, exactly why the incident happened, how it could have been prevented, lessons
learned and identify mitigating strategies.

) ) Under the FQTQ systems model data concerning high risk agents is gathered
9. FQTQ High Risk Agents and analyzed. , -

« The FDA has stolen FQTQ methods for gathering, deconstructing and analyzing, as complex systems, food
incidents and related data, i.e., the FDA iRisk modeling and other FDA tools.

The FQTQ systems model is used to identify the types of informaticn that should

10. FQTQ Information be collected to identify actionable intelligence to prevent food incidents.
Collection for Intelligence -

«The FDA has stolen FQTQ methods for identifying types of information that should be collected aric! subjected to
analysis in order to identify actionable intelligence to prevent food safety and food defense inciden's.
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The FDA Has Stolen the Following FQTQ Ideas

11. FQTQ Food Life Cycle The FQTQ food protection systems model includes the entire food life cycle.

» The FDA has stolen the FQTQ process model of using the holistic view of the of the food system to understand
and treat the food supply as a complex adaptive system.

The FQTQ systems model identifies risk and risk reduction measures based on
the reverse engineering of past food incidents, the use of futures criven
scenarios and the application of advanced science and technology.

12. FQTQ Risk and Risk

Reduction

» The FDA has stolen process methods used by FQTQ to identify risks and their associated risk reduction
measures.

13. FQTQ Food Protection The same FQTQ systems model used for food safety is also used foi- food
Model defense.

» The FDA has stolen the FQTQ food protection systems model that includes both food safety and food defense.
This appears in the FDA’s Food Protection Plan. More recently FDA appears to have abandoned th2 approach in
favor of separating food safety from food defense.

14. FQTQ Holistic View of The FQTQ fpod protection systems model takes an holistic view of the food
Food Supply supply chain. I

- The FDA has stolen the FQTQ process model of using the holistic view of the of the food supply ¢hain and it's
components to understand and treat the food supply as a complex adaptive system.

The FQTQ food protection systems model ties continuous operational
185. IFQTQ Assessment and performance with assessment and inspection.
nspection L

*The FDA has stolen the FQTQ process model relating to inspection and assessment in order to advance FDA’s
“inspectional strategies”; FQTQ has pioneered the creation of science and risk based standards for assessment
and inspection, the use of both “point in time” and “continuous performance monitoring”; the identification of
high risk areas to focus inspection resources and much more.
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The FDA Has Stolen the Following FQTC, Ideas

The FQTQ systems model includes methods for targeting the use of

16. FQTQ Targeting of resources to obtain the greatest risk reduction value at the most reasonable
cost.

Resources s
» The FDA has stolen the process methods used by FQTQ to determine performance and “best investments” to
mitigate risk.

The FQTQ food protection systems model process is integrally tied to a

17. FQTQ Applications of j ) Ces:
number of FQTQ information technology applications referred to as “tools.”

Information Technolog

» The FDA has stolen the FQTQ systems model and this listing of ideas to duplicate FQTQ tools that use
information technology to make the food supply safer while simultaneously reducing the costs to industry.

The FQTQ systems model for food protection treats the food supply in

18. FQTQ Understanding Food e rG :
scientific terms as a complex adaptive system.

Protection as a Science

* The FDA has stolen the FQTQ process and scientific model of treating the food supply as a complex adaptive
system to further the FDA’s understanding of the science of where food becomes contaminated and the

associated risks.

The FQTQ systems model uses the threat continuum as a methacd for

19 TG HOSRERCRBOL © identifying vulnerabilities and associated food protection risks.

Vulnerabilities and Risks

+ The FDA has stolen the FQTQ threat continuum elements of prevention, interdiction, i.e., the FDA t2rm of
“intervention”, communication and response as a method for identifying vulnerabilities and assaciated food

protection risks.

The FQTQ systems model combines the analysis of past food inzidents
and scenarios of imagined future events and threat continuum analysis.

20. FQTQ Food Risk

Reduction Measures

* The FDA has stolen the FQTQ process for identifying risk reduction measure in order to expand FD'A’s
understanding and use of effective food risk reduction measures.
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The FDA Has Stolen the Following FQTQ ldeas

21. Modeling, Science and The FQTQ systems model for food protection uses advanced modeling, science
Technical Applications based analysis and advanced information technology software.

» The FDA has stolen the ideas listed herein and duplicated them using advanced modeling, FQTQ science based
analysis and technical applications that rely on information technology, i.e., duplicate computer soitware tools
including FDA’s Food Defense Plan Builder, FREE-B, Food Defense Mitigation Strategies Database, Risk and
possibly others.

22. Strengthen Risk The FQTQ systems model uses scientifically vetted risk factors and risk reduction
Assessment measures to strengthen risk assessment.

* The FDA has stolen FQTQ process methods for tying risk factors to risk reduction measures, i.e., the FQTQ term
for a risk reduction measure is a “step” and embedded the FQTQ idea in a duplicate FDA computer software tool
called the Food Defense Mitigation Strategies Database; the FDA has also pirated the FQTQ proces:s method of
“critical nodes” in the same tool.

23. FQTQ Inspection and
Assessment Strategies The FQTQ systems model modernizes inspection and assessment s!ratejgies.

« The FDA has stolen FQTQ process methods that modernize inspectional strategies; FQTQ process methods focus
limited resources on those areas of highest risk, assure the objectiviity of inspection and assessment results and
reduce the time and personnel costs associated with government inspections, assessments and third party

dits.
auct The FQTQ systems model contains a specific modules for improving immediate

responses to the full range of emergencies that could impact food operations
anywhere along the food supply chain.

24. FQTQ Response Module

» The FDA has stolen FQTQ process methods that are used to improve immediate responses to food related
emergencies including the simulation of emergencies, the use of decision maps, event templates ard more.

- The FDA combined two FQTQ computer software tools known as the Food Event Analysis and Simulation Tool
(FEAST) and the Food Response Emergency Evaluation (FREE) tool to create a duplicate FDA tool called FREE-B.

25. FQTQ Enhanced Risk
Communications The FQTQ systems model for food protection improves risk commurications.

*The FDA has stolen FQTQ process methods that enhance risk communications including FQTQ imrnersion
environments, FQTQ methods of improved risk identification, risk communication, incident interdiction and
mitigation.
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FDA Duplicates FQTQ Products

FDA Duplicate Prod _

FDA Food Protection Pl
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FQTQ Is Forced Out of Business

July 2012 FQTQ launch

July through September 2012 FQTQ
sales do not meet projections

September 2012 FQTQ learns about

FDA Food Defense Plan Builder
FQTQ is told by potential buyers that they

will wait to see what FDA is producing

Investors deny critical operating
loan to FQTQ based on poor sales
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FDA Infringes on Patent
US mbowbg B2
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How FQTQ reduced the patent to use for food was FQTQ trade secret informatijc
it was revealed by FDA in the FQTQ tools they duplicated and released to the

FQTQ has prepared an extensive technical crosswalk that demonstrates fla
infringement by the FDA on patent US 8,103,601 B2
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FDA Unlawfully Competes with FQTQ,

-

* OMB Circular A-76

¢ No FDA “Compete/No-
Compete” Determination

¢ No FDA “Government Build/
No-Build” Determination

FAIR Act

* FDA Theft and Public Release of
FQTQ Trade Secrets and
Confidential Information

4 )

* FDA Refusal to Accept the FQTQ
Offer of S1/yr. License

- /
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Elizabeth H. Dickinson, Esq.
Chief Counsel

Food and Drug Administration
10903 New Hampshire Avenue
Silver Spring, MD 20993

\' Powered by FoodQuestTQ
TG stands for threat quotient

March 16, 2013
Dear Ms. Dickinson:

First, we want to thank-you very much for the hard work of Ariel Seeley of your
staff. She has worked very diligently on this matter and we appreciate her
efforts very much. You must be proud to have her as a member of your staff.
We recognize the extremely difficult situation she is in trying, on the one hand,
to defend the actions of the Food and Drug Administration while, at the same
time, attempting to conduct an honest and good faith review of the situation.

We can appreciate the terrible conflict this must create for her. Please extend
our thanks to her.

When we first asked to meet with you I was sincerely hoping that we could
simply sit down together, talk honestly to one another as people of mutual
integrity and quickly move forward to fairly resolve our concerns. But instead
the train of justice has fallen off the tracks. It has now been over three months
since we first asked to meet with you and we still are not even able to agree that
any wrong has actually happened here. As I shared with Ariel earlier, I am a
simple man who is not an attorney and I cannot afford to hire one to advocate on
my behalf in an adversary legal setting. But it does seem to me, as a layman,
that while there is way too much FDA legal jockeying going on, there is way too
little effort to resolve the real issues a play here. In the meantime, however, the
lives of real people are being destroyed.

Our company, just when we were in the position to make the food supply safer
for all Americans, has been forced out of business by the FDA; on our side of
the equation we are now in the unemployment lines, we can no longer pay our
bills, the credit ratings that we have worked to a lifetime to preserve have been
destroved and all of our families have suffered terribly as the result of the

actions taken against us by the FDA. The extended order eftects of improper
actions have had devastating consequences in this case.
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For example, did you know that one of my company’s employees is an 80%
disabled military veteran who has an extended family that relies on him as the
principal breadwinner? Can you possibly imagine what that must be like for
him and his family? In another case, a member of the FoodQuestTQ family of
employees has worked, scrimped and sacrificed literally everything he owns
including his house, his retirement and his entire life savings to make our
business a success. He too is the principal breadwinner for an extended family
whose elderly in-laws live with his family. There are many other stories of
anguish too. It is much too easy to forget that the actions we take can hurt real
people.

This is why [ am again pleading for your help and understanding to resolve this
matter as quickly as possible. What is happening here is not some far away
abstraction of reality. It is the real thing. People’s lives and futures depend on
our integrity, honesty and willingness to come together in a responsible way to
resolve this matter quickly and fairly. That is why I am asking for the
opportunity to meet with you personally to get the train of justice back on the
tracks here. In the meeting, we would like to simply share with you the honest
story of exactly what has happened here. I am sure that once you hear the true
and complete story you will be appalled and take whatever actions are necessary
to immediately turn this bizarre situation around.

It is true that we are at the mercy of the FDA and our own government because
we simply cannot afford a long and expensive legal battle to achieve justice for
ourselves. In my case, ] am a 62 year old white male with few prospects for any
possibility of future employment who would likely die before receiving any
relief for my family as the result of this terrible situation. I do not like to think
about leaving my wife impoverished as the result of the risks I have taken to
create a small business. Thus, we have no choice but to rely on you and our
own government to act with integrity to fairly protect our interests.

But time is definitely running out for us. This is why we have reached out to
the Small Business Administration Office of Small Business Advocacy and the
National Ombudsman for Small Business to help the FDA and FoodQuestTQ
LLC come together. Our hope is that the SBA Ombudsman will carefully watch
what is going on as an objective third party to help the FDA and FoodQuestTQ

lalawman thhm wmnd Caw TIYA T el el cbee e Do e e o b8 o ~
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FoodQuestTQ to fairly resolve the situation as soon as possible. We believe
that this approach will help both the FDA and FoodQuestTQ work through the

issues fairly and objectively. The wonderful added advantage of this approach
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is the requirement that we must complete our work within 30 days and file a full
report to the Small Business Administration. Of course, this is critically
important if FoodQuestTQ is to have any hope of surviving the actions that have
been taken against us by the FDA.

Thank-you very much for your help in working with us. It is truly appreciated.
We know how busy you are. If the personal meeting I suggest is agreeable to
you please let me know and I will work our schedules to meet at any time that is
convenient for you and your staff.

Please feel free to contact me at my office telephone of 240-439-4476 x-11 to
arrange for a meeting or if we can be of any further help to you in resolving this
matter.

Sincerely yours,

/
’;3 ;;91;’)

/
- é J{; an "{ x‘w;;% A;fi

;fohn H. Hnatio, EdD, PhD

Chief Science Officer
FoodQuestTQ LLC

(T) 240-439-4476 x-11

(M) 301-606-9403

E-mail: jhnatio@thoughtquest.com

c¢c: Ms. Ellie Zahirieh, Office of the SBA Ombudsman
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A FoodQuestTQ

The TQ stands for threat quotient

MANAGING FOOD
DEFENSE RISK

This paper provides an overview of the application of the CSM
Method® to determine the specific food defense: 1) threats to the
food supply; 2) vulnerabilities to the food supply, and; 3)
countermeasures that can reduce the risk exposure of food
companies to each of the identified threats and vulnerabilities. The
CSM Method® is a patented process used for the protection of
critical infrastructures including food and agriculture. The results
of the analysis of a large data repository of all hazards events
affecting the food supply and open source intelligence are
presented. The results of the data analysis are used to determine
what needs to be protected, why it needs to be protected and what
it needs to be protected against. The clustering of events most
commonly affecting the food supply and the characteristics of the
potential perpetrators of food defense events are identified along
with the seven essential elements of a comprehensive food
defense threat statement. The five essential elements of an
effective food defense program are presented. The paper
concludes with a brief description of technology advances that can
help the food industry balance the costs of operations with the right
combination of food defense prevention and response risk
countermeasures to maintain their economic viability while
simultaneously reducing and maintaining their food defense risk
exposure at manageable levels.

Food DefenseTQ
Technical Paper
No. 5

December 2012




This paper is copyrighted and should not be reproduced or copied without the express
written permission of FoodQuestTQ LLC. This paper conveys no guarantees expressed
or implied with respect to its content, uses and applications. The techniques described
herein are an expression of the Complexity Systems Management Method or CSM
Method®. The CSM Method® is owned exclusively by Projectioneering LLC and is a
protected business process and data transformation patent for dealing with complex
and evolving risks and risk countermeasures across all critical infrastructures (USPTO
Patent No.: US 8,103,601 B2, DOI: January 24, 2012). Any questions or requests for
further details regarding the POISON™ food event data repository, Food Defense
Architect™ and other FoodQuestTQ LLC software tools should be directed to Mr. Bruce
Becker at Food QuestTQ LLC on telephone 540-645-1050 or by e-mail at:
http://www.bbecker@foodquesttq.com.

FoodQuestTQ LLC is located at 4720 Hayward Road, Suite 104, Frederick, Maryland
21702. Please contact us at 240-439-4476 for permission to reproduce or copy this
document.

Copyright©2012
All Rights Reserved
FoodQuestTQ LLC
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MANAGING FOOD DEFENSE RISK: Technical Paper No. 5
By John Hnatio, Chief Science Officer, FoodQuestTQ LLC

Executive Summary

The food supply is one of the most exposed of all industry verticals to risk. From
fires and arson, explosions, natural disasters, workplace violence, food safety, cyber-
threats, food fraud, equipment malfunction, industrial accidents, tampering and many

others, the list of threats and vulnerabilities is long.

When we looked across the available literature on threats and vulnerabilities to
the food supply we found that it was almost exclusively anecdotal. Since 9-11, the
principal focus of government efforts appears to be directed to the low probability, high
consequence threat posed by terrorist cells using intelligence tradecraft. The principal
threat of concern is the undetected placement of a biological agent in large batches of
food at large food processing facilities resulting in mass deaths. But the reality is that
the food defense threat and vulnerability spectrum is much broader and includes arson,
facility sabotage, cyber-attack, bombings, workplace violence as well as many other
serious threats that can affect the economic viability of a food company, curtail

production and result in severe disruption.

Since no comprehensive industry or government statement of the food defense
threat to the food supply exists in the open literature, we undertook a systematic
process to develop one." A comprehensive threat statement tells you what needs to
be protected, why it needs to be protected, and what it needs to be protected against. A
clear and unambiguous statement of the threat is an essential first step before you can
conduct any meaningful assessment of your vulnerabilities. Using a large food event
data repository called POISON™ in combination with an extensive open source
intelligence review of food events we identified the three threats and the seven essential

elements that must be addressed by a comprehensive food defense threat statement.
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Under the threat posed by intentional poisoning we identified the intentional
poisoning of food and water by introducing physical hazards, chemical toxins,
biological agents or nuclear materials into food and water and the intentional
distribution, sale or use of adulterated, mishandled, and/or mislabeled food and
water product. Under the threat posed by the loss of production capacity we
identified fixed site facility and cyber sabotage. Under the threat posed by
disruption we identified inconvenience, economic losses and fear of the

population to consume food.

A comprehensive threat statement must also include a description of the
capabilities of potential adversaries. This is essential in order to determine the
adequacy of food defense risk countermeasures against different threats and the
vulnerabilities they pose. Our analysis of food defense events in the POISON food
event data repository in combination with open source intelligence analysis indicates
that high consequence food defense events will be motivated by disruption. The
following spectrum of adversary characteristics and capabilities were identified:
1) an employee insider with access, opportunity and knowledge; 2) one or more
outsiders that may, or may not, have insider assistance, and; 3) organized

terrorist cells using intelligence tradecraft.

Using this statement of the threat to the food supply, a vulnerability assessment
of the food supply chain was conducted. All segments of the food supply chain
were found to have significant food defense vulnerabilities across one of more of
the following six areas of concern: 1) the intentional introduction of harmful materials
into food; 2) the intentional distribution, sale or use of spoiled, adulterated or
mishandled food product; 3) intentionally mislabeled food product and other forms of
food fraud; 4) the sabotage of fixed site facilities; 5) cyber-sabotage, and; 6) attacks

against food operations personnel including walk-in retail customers.

Based on the results of the vulnerability assessment, specific risk reduction
countermeasures were identified. This was done by reviewing the open literature

and extracting global, U.S. Government and industry standards, i.e., food safety and
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defense schemas, related the food defense vulnerability identified. The review identified

a total of 1,574 food defense related risk countermeasures.

Each of the 1,574 food defense risk countermeasures was then statistically
weighted by teams of scientists, engineers and food defense experts in order to
determine its risk reduction value in: 1) deterring the human actions leading to a food
defense event; 2) detecting the actions of a perpetrator soon enough to prevent the
food defense event; 3) preventing the event before it occurs; 4) responding to a food
defense event after it has happened, and; 5) mitigating the consequences of the event.
Each countermeasure was weighted in this way to determine the risk reduction value of
any given food defense risk countermeasure in relation to others. This allows for the
selection of the most effective countermeasure(s) to reduce the risk posed by a

specific vulnerability.

Finally, the 1,574 food defense countermeasures were grouped into individual areas of
concern across the following five categories of food defense interest. The following
five categories of food defense interest represent the basic components of any
robust food defense plan: 1) preventing the destruction and sabotage of critical
facilities and equipment; 2) protecting facility personnel; 3) preventing the
intentional poisoning of food and water; 4) responding to food and facility

emergencies, and; 5) building a continuity of operations plan.

With a fundamental understanding of: 1) the threats to the food supply chain (including
the characteristics of potential adversaries); 2 the vulnerabilities associated with the
threats, and; 3) the value of food defense risk reduction countermeasures, an advanced
computer software tool known commercially as Food Defense Architect™ was
developed to reduce food defense risk and increase cost efficiency by identifying
the right combination of low cost prevention and response risk reduction

measures.
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Introduction

In this paper, we treat risk management holistically as a portfolio of different risk factors
that can result in untoward events. The term “all-hazards events” is used to describe
the portfolio of risk factors that can impact a food company. All-hazards events include
fires, explosions; site, facility and product sabotage; cyber sabotage; the intentional
poisoning of food and water, the protection of facility personnel, including retail

customers, and natural hazards emergencies.

The different risk factors that can impact food businesses along the supply chain are
considered in the context of all-hazards events because all of the risks faced by the
food industry are interconnected and interdependent. For example, you can never have
a robust food defense program unless you already have an effective food safety
program upon which to build it. Likewise, any robust food safety program must contain
elements of food defense. We all know that fires can certainly affect food safety. But
arson is the number one cause of fires in the United States. The result is that the very
same investments we make to protect our facilities and equipment from industrial fires is

also used to protect us from intentional arson.

This “interconnectedness” of risk factors means that the investments a food company
makes in updating things like their HACCP plans should have appreciable value in
strengthening their food defense plan. Likewise, a food defense vulnerability
assessment should have appreciable value in strengthening a company’s HACCP plan.
The evacuation drills we conduct to protect our workers from fire should also have value
in protecting personnel from bomb threats and explosions and natural disasters and so
on. The premise of this paper is that significant cost efficiencies can be achieved

by leveraging this “interconnectedness” among different risk reduction factors.

0114



A Three Step Process: Step 1

To approach the challenge of food Step 3.

defense, we did three things in Step 2.

Determined Risk
Countermeasures

Step 1.

sequential order. First, we

Conducted a
Vulnerability
Determined the Assessment
Threat

determined the threats to the food
supply. There is a great deal of

information out there but most of it is

spread among a huge variety of

sources and is almost exclusively Figurel: Determining the Threat
anecdotal. We found that much of the threat information at the government level is
focused on the notion of low probability-high consequence events based on concerns
about what terrorists might do. At the food industry level, we found a more traditional
approach to risk management that was focused on the types of food defense risks that
food related operations have to manage every day. Things like disgruntled employees
who contaminate food, steal company property and misuse computers, unreliable
suppliers, hijacked trucks, tampering and a host of other problems that range from

medium to high probability and medium to high consequence food defense events.

To determine in a non-subjective way the threat to the food supply, we gathered
information about the different types of events that occur at food facilities and created a
large data repository known as POISON™. POISON covers intentional and accidental
food poisonings, sabotage against food facilities and equipment, arson, fires,
explosions, workplace violence, natural disasters and other all-hazards events that have
disrupted the food supply. After pulling the events together from POISON and open
source intelligence harvesting and analysis, we found five clusters where the events
involving food facilities were concentrated: 1) arson and fires; 2) sabotage; 3)
poisonings; 4) transport security, and; 5) personnel security."
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What needs to be

protected

Why it needs
protection

* POISON™

¢ Open source
intelligence

__ Real World
Events

—

o

Event Clusters

e Arson and Fires

+ Sabotage

¢ Poisoning

¢ Transport Security
* Personnel Security

What it needs to

be protected
against

[ Employee insiders
* Qutsiders
+ Motivated by
disruption
+ Use of Intelligence
tradecraft

\ Adversary
Characteristics

Figure 2: Defining the Food Defense Threat

A comprehensive threat statement must also include a description of the capabilities of

potential adversaries. This is essential in order to determine the adequacy of food

defense countermeasures against different threats and the vulnerabilities they pose.

Our analysis of food defense events in the POISON food event data repository in

combination with open source intelligence analysis indicates that high consequence

food defense events will be motivated by disruption. The following spectrum of

adversary characteristics and capabilities were identified: 1) an employee insider with

access, opportunity and knowledge 2) one or more outsiders that may, or may not, have

insider assistance; 3) organized terrorist cells using intelligence tradecratft.

The next step we took was to come up with the elements of a threat statement that

would apply across all of the potential threats to the food industry that we found as we

analyzed the events in POISON and open source intelligence. The challenge was to

unambiguously state what needs to be protected, why it needs to be protected, and

what it needs to be protected against.
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Based on our analysis, we identified seven critical elements that should be included in a
comprehensive food defense threat statement. To address the potential of intentional
food poisoning, we identified the first two critical elements. The first element addresses
the intentional poisoning of food by introducing physical hazards or toxic chemicals,
biological agents or nuclear materials into food. The second element involves the
intentional distribution, sale or use of adulterated, mishandled, and/or mislabeled food
product. To address the threat of loss of production capacity, the analysis demonstrates
that the third element that must be included in any comprehensive threat statement is
fixed site facility sabotage. The fourth element addresses the possibility of cyber-

sabotage.

Intentional Poisoning of Food

Loss of Production Capacity
@ The intentional introduction
of any harmful physical,
chemical, biological or
nuclear material into food

e Fixed site facility sabotage

© inconvenience

e The intentional distribution,
sale or use of adulterated,
mishandled and/or
mislabeled food product

o Cyber sabotage .
6 Economic losses

0 Fear of the population to
consume food

Figure 3: The Seven Elements of the Food Defense Threat

To address the types of disruption that would occur based on the intentional poisoning
of food and loss of production capacity, the analysis shows that inconvenience,
economic losses, and fear of the population to consume food must also be included as

part of a comprehensive statement of the food defense threat.
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A Three Step Process: Step 2.
Step 3.

After we determined the threat to the Step 2.
Step 1.

Determined Risk
Countermeasures

food supply, we were ready to move to

Conducted a
Vulnerability

the second step of the process. We A
ssessment

Determined the

needed to conduct a vulnerability Threat

assessment of the food supply against

the design threat we developed in Figure 4: Conducting
Step 1. We knew that without a design the Vulnerability Assessment

threat that tells you what you need to protect, why you need to protect it, and what you
need to protect it against, you cannot possibly conduct a vulnerability assessment. This
is because any effective vulnerability assessment must address each of the threat
elements identified in Figure 3 (see page 7) and must consider the capabilities of the

different types of adversaries who may attempt to take advantage of them."

After we defined what needs to be protected, why it needs to be protected, and what it
needs to be protected against in a comprehensive statement of the threat to the food
supply, we determined the vulnerabilities within the types of different food operations
along the food supply chain. We looked across food growers (G), processors (P),
transporters (T), warehouses (W), retail distributors (RD), grocery stores (GS), food
service (FS), convenience stores (CS) and restaurants (R). The five clusters of events
we found during our analysis of food events in POISON and from the open source
intelligence review appearing in Figure 2 (see page 6) were used as threat categories.
Based on the growing incidence and seriousness of computer-attacks that were found
in conducting the open source intelligence analysis we identified and added the sixth

cluster of cyber sabotage.
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Location on Food Supply Chain

P| T|W RD|/GS|FS CS|R
MP_ MP | MP
MCIMCMC MC MC MC MC

Threat

G
Probability

Intentional introduction of

i . Consequence
harmful materials into food et

Difficulty
The intentional distribution, sale ‘Pfobabi“t_\!__
or use of spoiled, adulterated or  Consequence
mishandled product ‘Dif'ﬁculty
Probability ~ MP  MP  MP MP MP MP
‘Consequence ~MC MC MC ‘ MC MC MC MC MC MC

M.
MP
MC MC

MP  MP
MC MC MC MC MC

Intentionally mislabeled product
and other forms of food fraud

Difficulty
. . Probability
The sabotage of fixed-site food
S Consequence
facilities
Difficulty
Probability
Cyber-sabotage Consequence
Difficulty
Attack instfood i Probability
dCKS against rooa operations | 1 I
g P |Consequence MC MC MC MC MC MC
personnel
__Difficultv

Figure 5: Threat Probability, Consequence and Difficulty Rankings

A traffic light approach of red to represent high, yellow to represent medium and green
to represent low is used to signify the probability, consequence and difficulty associated
with the different clusters of events across each segment of the food supply chain.
Difficulty means the motivation, access to the materials necessary to mount a
successful attack, and the know-how to plan and execute a successful attack. The
probability of the event occurring is based on data in POISON and the analysis of open
source intelligence including financial losses resulting to the food industry.” Past events
of a similar nature in POISON and the analysis of open source intelligence (including
economic losses) were used to estimate consequence.” Knowledge of adversary
motivation, access to the materials to carry out an attack and know-how to estimate the
difficulty of attacking the different segments along the supply chain were drawn from

open source intelligence analysis and used to assign a “difficulty” benchmark.
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As part of the vulnerability assessment, events from the POISON database and from
open source intelligence were analyzed and used to assign probability of occurrence
and consequence rankings for the introduction of harmful materials, the distribution and
sale of spoiled, adulterated and mishandled product, intentional mislabeling and other
forms of food fraud, the sabotage of fixed site facilities, cyber-sabotage and the

protection of food operations personnel including retail customers.

A traffic light approach was used to signify levels of concern. Red indicates the highest
level of concern. All threat events with a high consequence, regardless of their
probability of occurrence are marked in red. For example, even though the probability
of someone intentionally introducing foot and mouth disease at several U.S. beef farms
is low, the consequences could have a devastating impact on the beef industry and U.S.
agricultural exports. In another example, even though the probability that a terrorist
group could successfully introduce enough of the right toxin or biological agent into a
large enough food batch to result in a catastrophic outcome is low, the consequences of
a successful attack could have devastating consequences. In a final example, although
the probability that an act of violence will occur at a retail distributor, grocery store,
convenience store and a restaurant ranges from low to medium probability of occurring,
the results have proven to be devastating in terms of loss of life and brand name risk
exposure for many of the companies involved, so they appear in red. In similar fashion,
yellow represents a very serious level of concern. All medium consequence events
appear in yellow. Yellow signifies that while the impact of such an event would have
very serious consequences on the company involved the outcome is still manageable.
Green signifies that the event is manageable. All low consequence events appear in
green. Green signifies that while such an event will adversely impact the company

involved, the outcome is manageable.

In the following series of figures we show, in rank order, the specific threats of concern

to food growers (G), processors (P), transporters (T), warehouses (W), retail distributors

11
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(RD), grocery stores (GS), food service (FS), convenience stores (CS) and restaurants

(R) and the associated risk countermeasures that should be emphasized.

m Priority

Required Risk Countermeasures

Spoiled, adulterated and mishandled product risk
countermeasures

Biological risk countermeasures for crops and
livestock

3. Food Fraud (MP-MC) Food fraud risk countermeasures

4. Cyber Sabotage (MP-MC) Cyber-sabotage risk countermeasures

Sabotage of fixed sites risk countermeasures
Workplace violence and other risk countermeasures

Nuclear, biological, chemical and physical risk
countermeasures

Spoiled, adulterated and mishandled product risk
countermeasures

Sabotage of fixed sites risk countermeasures

Cyber-sabotage risk countermeasures
5. Food Fraud (MP-MC) Food fraud risk countermeasures

6. Food Personnel (HP-MC) Workplace violence and other risk countermeasures

Figure 6: Rank Order of Threat Concerns for Growers and Processors

The occurrence of major food poisoning incidents and the introduction of spoiled,
adulterated or mishandled product leading to criminal indictments and civil litigation for
negligence have become major concerns for growers. In a growing number of cases,
serious poisoning incidents have forced these companies into bankruptcy. For growers,
the introduction of the right type of undetected toxin or biological agent into a large
batch of food product could also have devastating consequences. The possibility of
food fraud and cyber-sabotage (medium and large growers for traceability) would have
medium consequences. The sabotage of building structures and violence against farms

and farmers is considered to be a low probability and low consequence event.

12
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Food processors have the greatest risk exposure of any single segment along the food
supply chain. Although the probability is low, if the right toxin or biological agent were
successfully introduced into a large batch the consequences could be devastating. In
complex supply chains that allow for the fast and broad distribution of food both spoiled,
adulterated and/or mishandled product and food fraud could have devastating impact on
brand name. Processors are the most vulnerable to the sabotage of fixed sites with
potentially devastating consequences. Cyber-sabotage could threaten food production,
distribution and traceability to result in devastating consequences. Finally, the
consequences of violence involving food personnel is considered as a medium
consequence event due to the high cost of reparations and negative effects on

employee morale and resulting decreases in production.

Priority Required Countermeasures

1. Spoiled, Adulterated and Mishandled Spoiled, adulterated and mishandled product risk
Product (HP-MC) countermeasures

2. Harmful Materials (MP-MC) Nuclear, biological, chemical and physical risk

countermeasures
T 3. Food Fraud (MP-MC) Food fraud risk countermeasures
4. Food Personnel (MP-MC) Workplace violence and other risk
countermeasures
5. Cyber-Sabotage (LP-MC) Cyber-sabotage risk countermeasures

_ Sabotage of fixed sites risk countermeasures

Workplace violence and other risk

1. Food Personnel (HP-MC)
countermeasures
2. Food Fraud (MP-MC) Food fraud risk countermeasures

3. Harmful Materials (MP-MC) Chemical and biological risk countermeasures for

W crops and livestock
4. Spoiled, Adulterated and Mishandled Spoiled, adulterated and mishandled product risk
Product (MP-MC) countermeasures
5. Sabotage of Fixed Sites (MP-MC) Sabotage of fixed sites risk countermeasures
6. Cyber Sabotage (LP-MC) Cyber-sabotage risk countermeasures

Figure 7: Rank Order of Threat Concerns for Transporters and Warehouse Facilities

13
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For transporters the threats posed by the introduction of harmful materials, the

distribution of spoiled, adulterated and mishandled product, food fraud, cyber sabotage

and driver safety issues associated with the frequency of truck hijackings are all

medium consequence events. As would be expected, the probability of occurrence and

consequences associated with the sabotage of fixed site facilities are low for

transporters.

Warehouses face medium consequences across all six threat areas.

Location Priorities Required Countermeasures

i,

2.

3.

RD

4.

Food Personnel (HP-MC)

Harmful Materials (HP-MC)

Spoiled, Adulterated and Mishandled Product

(MP-MC)

Cyber-Sahotage (MP-MC)

5. Food Fraud (MP-MC)

GS

. Sabotage of Fixed Site Facilities (MP-MC)

. Food Personnel (HP-MC)

. Harmful Materials (HP-MC)

. Spoiled, Adulterated and Mishandled Product

(MP-MC)

. Cyber-Sabotage (LP-MC)
. Food Fraud (MP-MC)

. Sabotage of Fixed Site Facilities (MP-MC)

Workplace violence and other risk
countermeasures

Chemical and biological risk countermeasures for
crops and livestock

Spoiled, adulterated and mishandled product risk
countermeasures

Cyber-sabotage risk countermeasures

Food fraud risk countermeasures
Sabotage of fixed sites risk countermeasures
Workplace violence and other risk

countermeasures

Nuclear, biological, chemical and physical risk
countermeasures

Spoiled, adulterated and mishandled product risk
countermeasures

Cyber-sabotage risk countermeasures

Food fraud risk countermeasures

Sabotage of fixed sites risk countermeasures

Figure 8: Rank Order of Threat Concerns for Retail Distributors and Grocery Stores

For retail distributors the priority concern is violence affecting retail establishments of all

kinds."" The violence may be among employees or by outsiders. The consequences of

violence, especially shootings, make retail food stores extremely vulnerable to after the

14
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fact adverse brand name exposure. The introduction of harmful materials, spoiled and

mishandled product, cyber-sabotage, food fraud and sabotage to fixed facilities are all

considered to be medium consequence events.

Grocery stores are assigned the same ranking as retail distributors for the same

reasons.

ES

CS

1. Harmful Materials (HP-MC)

2. Food Personnel (HP-MC)

3. Spoiled, Adulterated and Mishandled
Product (HP-MC)
5. Food Fraud (HP-MC)

4. Cyber Sabotage (MP-MC)

6. Sabotage of Fixed Site Facilities (MP-MC)

2. Harmful Materials (HP-MC)

3. Spoiled, Adulterated and Mishandled
Product (HP-MC)

4. Food Fraud (HP-MC)

5. Sabotage of Fixed Site Facilities (LP-MC)

Chemical and biological risk countermeasures for
crops and livestock

Workplace violence and other risk
countermeasures

Spoiled, adulterated and mishandled product risk
countermeasures

Food fraud risk countermeasures

Cyber-sabotage risk countermeasures
Sabotage of fixed sites risk countermeasures

Workplace violence and other risk
countermeasures

Chemical and biological risk countermeasures for
crops and livestock

Spoiled, adulterated and mishandled product risk
countermeasures

Food fraud risk countermeasures
Sabotage of fixed sites risk countermeasures

Cyber-sabotage risk countermeasures

Figure 9: Rank Order of Threat Concerns for Food Service and Convenience Stores

Like warehouses, food service establishments face medium consequences across all

six threat areas.

Convenience stores, like other food retailers, face the threat of violence against

personnel. The violence is usually instigated by outsiders and robbery attempts. The

consequences of violence, especially shootings, make convenience stores extremely
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vulnerable to after the fact adverse brand name exposure. The introduction of harmful
materials, spoiled and mishandled product, food fraud and fixed site facility sabotage
(not involving workplace violence) are considered to be medium consequence events
for convenience stores. The probability and consequences of cyber-sabotage are

considered low.

m Priorities Required Countermeasures
Workplace violence and other risk
countermeasures

Nuclear, biological, chemical and physical risk
countermeasures

2. Harmful Materials (HP-MC)

R 3. Spoiled, Adulterated and Mishandled Spoiled, adulterated and mishandled product
Product (HP-MC) risk countermeasures
4. Food Fraud (HP-MC) Food fraud risk countermeasures
5. Sabotage of Fixed Site Facilities (LP-MC) Sabotage of fixed sites risk countermeasures

Figure 10: Rank Order of Threat Concerns for Restaurants

Finally, restaurants like other food retailers face the threat of violence against personnel
and their customers. The violence is frequently instigated by outsiders and may involve
mass shootings. The consequences of violence, especially shootings, make
restaurants extremely vulnerable to after the fact adverse brand name exposure. The
introduction of harmful materials, spoiled, adulterated and mishandled product, cyber-
sabotage and food fraud are considered to be medium consequence events for
restaurants. The consequences of fixed site facility sabotage (not involving workplace

violence) are considered low.
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As the final step in completing

the vulnerability assessment of Five Food Defense Categories
the food supply we identified five

categories of interest that must o 9 9 e e

. Preventingthe . rrfvetpt|nglthe Respondingto  Buildinga
be part of a comprehensive food  Destruction  Protecting ntentiona Food and Continuity of
and Sabotage  Facility Poisoning of Facilit 0 :
y perations
defense plan based on the of Critical Personnel Food and Emergencies  Plan
Equipment Water

and Facilities

vulnerability assessment. First,

afood defense program must

address the sabotage of critical . . .

Figure 11: Five Food Defense Categories
equipment and facilities.
Second, it must protect facility personnel and walk-in retail customers from intentional
attacks such as shootings, bombings, arson and other threats. Third, it must prevent the
intentional poisoning of food and water. Fourth, there needs to be an effective
command and control system in place to respond to food facility emergencies. Fifth,
food operations must be prepared to deal with the loss of production and delivery

capacity by having plans in place to shorten the curtailment of their operations.

A Three Step Process: Step 3.

Step 2. y
. , Determined Risk

In the third and final phase of the CSM Step 1. Cotmtar e
Method® we turned our attention to Conducted a

Vulnerability
determining the most effective risk ?ster;nined the Assessment

rea
countermeasures that should be
employed to address each of the threats Figure 12: Determining Risk
Countermeasures

and vulnerabilities that were identified in

steps 1 and 2.

We started at the global level and extracted every food defense related benchmark and
audit standard associated with the five categories food defense interest of: 1) the
sabotage of critical equipment and facilities including cyber-sabotage; 2) the protection
of facility personnel and retail customers from intentional attacks such as shootings,
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bombings, arson and other threats; 3) the intentional poisoning of food and water; 4) an
effective command and control system must be in place to respond to food facility
emergencies, and; 5) the presence of continuity of operations plans to deal with the loss
of production capacity by having plans in place to shorten the curtailment of their
operations. In similar fashion, every food defense and site security related standard
across the U.S. Government and the seven principal industry food safety and food

defense schemas were also extracted.

e FDA e AIB
e Codex e USDA * BSI
Alimentarius e OSHA e BRC
e WHO Food e DHS e SQF
gz?lfgnges % SEVR *ilFs
e DOD e |ISO/TS 22002-1
e EPA * GMA SAFE

Figure 13: Sources of Food Defense Related Risk Countermeasures

A total of 1,574 food defense and site security related countermeasures were identified.
The countermeasures were grouped into the five food defense categories of interest
that were identified as the result of the vulnerability assessment (see Figure 11).
Scientists and subject matter experts used similar events in the POISON™ food defense
data repository and from open source intelligence to weight the value of each
countermeasure in: 1) deterring the human actions leading to a particular type of food
defense event; 2) detecting the actions of a perpetrator soon enough to prevent the
event; 3) actually preventing the event; 4) improving the response to the event, and; 5)
mitigating the consequences of the event. To do this, the scientists and food defense

subject matter experts used a 5 point graduated Likert scale with their scores validated
18
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by independent peer review. In this way, the value of each food defense risk
countermeasure (and combinations of countermeasures) in addressing specified threats
was determined. The countermeasures with the highest scores were flagged and
represent the best investments a food company can make to prevent and respond food

defense threats and their associated vulnerabilities.

@ Preventing the
Destruction and
/\Sabotage of Critical

/ |Equipment and Facilities

5

[ ¢ Deterrence

@ Protecting Facility
/|Personnel

) Detection

<

- .J.-",’." — =
L/ 9 Preventing the \ . .

1574 Risk Criteria [———{Intentional Poisoning > |Prevention b 1 0 — 5 0
A\ of Food and Water f { " *

\ N\ e

Response
\ \/@ Responding to Food

\ and Facility Emergencies ‘

\ Mitigation

\ & ~

\| @ Building a Continuity
of Operations Plan

A&

Figure 14: Identification, Grouping and Weighting of
Food Defense Risk Countermeasures

Leveraging Technology to Achieve Food Defense Cost Efficiencies and

Reduce Losses

With a fundamental understanding of: 1) the threats to the food supply chain that
includes the characteristics of potential adversaries; 2) the vulnerabilities associated
with the threats, and; 3) the value of food defense risk reduction countermeasures, a
computer software program was developed to reduce food defense risk and increase
cost efficiency by identifying the right combination of low cost prevention and response

risk reduction measures that should be employed to address each vulnerability.
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The software tool, which is based on the patented CSM Method®"", is called Food
Defense Artchitect™. Food Defense Architect is a secure, cloud-based software
platform that allows small, medium and large food growers, processors, transporters,
warehouses, retail distributors, grocery stores, and food service companies (including
caterers) to develop (and strengthen) their food defense programs to reflect their
business size and location on the supply chain. The software reduces personnel time on
task while simultaneously encouraging multi-disciplinary problem solving through the
use of a workflow management protocol where food managers can assign different
categories of questions to different operating personnel. The software is also full
spectrum enabled to function on workstations, lap top computers, tablet and cell phone
technology. This increases personnel cost efficiencies by allowing for both “in-the-
office” and “on-the-floor” data inputs.

The software tool looks across each of the five categories of food defense interest: 1)
the sabotage of critical equipment and facilities including cyber-sabotage; 2) the
protection of facility personnel including retail customers from intentional attacks such
as shootings, bombings, arson and other threats; 3) the intentional poisoning of food
and water; 4) an effective command and control system to respond to food facility
emergencies, and; 5) continuity of operations plans to deal with the loss of production
capacity. It uses a questions accompanied by several steps and a “yes” or “no” format.
By selecting the steps that are in place, the software generates a threat quotient. A
threat quotient is the average of the deterrence, detection, prevention, response and
mitigation scores for the food defense risk countermeasures, i.e., steps, which are

selected.™

The software also reduces the costs associated with assessments and audits through
perpetual assessment. Perpetual assessment means that once the desired
combination of prevention and response risk countermeasures are in place their
implementation is continuously monitored by real-time feedback from operating

personnel using personal digital assistants (PDA’s). A cost factor analysis of food safety
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and food defense assessments and audits indicates that the costs associated with
assessment and audits can be reduced by up to 60% through the application of

perpetual assessment methods.

Conclusion

The goal of risk management is to help food companies balance the cost of their
operations with the right combinations of prevention and response measures that keep
losses low and profits high. Thus, the cost and effectiveness of food defense risk
reduction measures in preventing and responding to food defense threats and

vulnerabilities must be at the heart of any successful food protection strategy.

Recent advances in science and information technology now make it possible, for the
first time, to quantitatively determine the value of risk countermeasures and
combinations of risk countermeasures in preventing and, when necessary, mounting the
most effective responses to all-hazards risk events that can affect a food company.”
Using these new advances, food companies can select and put into place the most cost
effective combinations of prevention and response risk countermeasures that can keep

their losses low and profits high.
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2012 Report Card for Food Protection: Is Performance Meeting Expectations?

Technical Paper No. 6

By John Hnatio, Chief Science Officer, FoodQuestTQ LLC

Executive Summary

Much of the information used in this paper to grade U.S. government and industry performance in
creating a safer food supply is anecdotal since it does not represent up-to-date confirmed scientific data
collected against specific performance benchmarks. The lack of current reporting requirements against

specifically defined performance benchmarks represents a significant limitation in quantitatively

deriving levels of industry and government performance in creating a safer food supply.

The performance of government and industry to create a safer food supply were benchmarked across
the 7 categories of performance and 23 associated criteria set forth in Figure 1, below. Levels of
government and industry performance in each of the seven categories and associated criteria were
graded on a scale from A to F. In the absence of current quantitative performance data provided by
government and industry, we used government reports, media reporting of high profile incidents,
professional articles and food industry media reporting to gauge levels of performance. For 2012,
industry and government efforts to create a safer food supply received an average overall grade of a C
on a scale of A to F based on available data and information.
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Category of Interest

Deterring the incidence of food borne
paisaning

. Detecting contaminated foods

Communicating possible threats of
contaminated food

Delay togive responders the time they
need to effectively respond

. The timeliness of responses to potential
food poisonings

. The guality of responses

. Mitigating actions taken to ameliorate

the potential for future food poisonings

Grade

Areas of Concern

a) 5hift to science and risk based standards

b} Timeliness and quality of government
inspection

c) Efforts to educate consumers

a) Identification of contaminated food products

b} Reduce the risk of consumption
c) Interdict consumption

a) Timely notification of consumers

b} Timely downstream notification of customers
c) Timely upstream notification of suppliers

d) Timely notification of government authorities

la: Infarm the Consumer

b) Make a “Recall” No Recall” Decision
c) Determine the Scope of a Recall

- a) Traceability Records

b} Recall Management

Ic] Logistical Support

-a:| Identify Product

. b) Inform the Consumer

Ic] Comprehensive Traceability Records
ld] Recall Training and Testing

a) Nature of RED Investments

b] Tangible Results

c) Planning for Future Government Investments

Figure 1: 2012 Food Industry and Government Report Card

Grade

ol |o|lolnn® 0N o0

M
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The report identifies four findings of general significance.

Finding Report Observation

Instead, there are numerous government and industry schemas, all with

1. No set of commeon standards or criteria to z
: 4 : different risk countermeasures, that are used by different food companies
guide the protection the food supply exists. : 3 :
| along the food supply chain at different locations across the globe,

2. Government and industry are not using Methods are currently available to scientifically quantify the value of food
scientifically derived measures to judge their  protection risk reduction performance measures but they are not being
food protection performance. used by the government or the food industry.

3. Industry and government do not use a Without a systems approach you cannot establish an effective framework
systems approach for gauging the for the collection and analysis of the specific information you must have to
performance of the food protection system. = gauge the performance of the food protection system.

4. The types of information and data required = Government and industry have not systematically developed food

to quantitatively evaluate industry and
government food protection performan
not being collected or analyzed.

protection performance benchmarks and the data keeping, collection and
analysis requirements necessary to evaluate their actual performance on
creating a safer food supply.

ceis

Figure 2: Findings of General Significance

The report identifies ten additional findings by category of interest.

Category of Interest Additional Findings

1. The government and industry continue to rely on non-science and non-risk based methods

Deterring the incidence of food borne |
poisoning

Detecting contaminated foods

Communicating possible threats of
contaminated food

Delay to give responders the time
they need to effectively respond

The timeliness of responses to
potential food poisonings

: The quality of responses
Mitigating actions taken by industry

and the government to ameliorate the |
consequences of food poisonings

Figure 3:

to protect the food supply.
. The timeliness, quality and focus of government inspections are deficient.
. Government efforts to educate consumers in the safe handling of food are effective.

. Government and industry have the scientific and technical means to make more informed
decisions to identify contaminated food product but they do not fully utilize them.

. In the food industry today, interdiction of consumption begins almost exclusively with the
first report of illness or death. By the time affected consumers “get the message” they may
be sick, dying or dead. The current system remains reactive rather than preventive.

. Current efforts by the government and industry to reduce the time between suspecting

that something might be wrang with a food praduct and taking the actions necessary to
prevent consumer illness and death requires improvement.

. The timeliness of downstream and upstream notification requires improvement,

Recall training and testing requires improvement.

. There is a significant lag time between investments in food related university research and

the emergence of practical foad safety solutions that can be applied by the food industry.

10. Current planning for future government investments to make the food supply safer lack

the focus necessary to produce tangible near term results.

Additional Findings by Categories of Interest
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The report identifies four recommendations of general significance.

Government and Industry Need Recommendation

1. Common food protection standards

2. Scientifically derived risk based food protection

measures

3. A systems approach to guide the collection and
analysis of the right data and information food

Utilize available technology and quantify the value of foad protection
standards and criteria to create a common set of high prevention and
response value food protection standards.

Better utilize the scientific method and use risk management methods as
you create a common set of high prevention and response value food
protection standards.

Adopt a systems approach that considers prevention and response and
across the food threat and risk continuum.

protection needed to gauge system performance.

4, The collection and analysis of data and information
to quantitatively evaluate performance.

Establish data keeping, collection and analysis requirements in order to
gauge performance.

Figure 4: Recommendations of General Significance

The report identifies seven additional recommendations by category of interest.

Category of Interest Additional Recommendations

Deterring the incidence of food borne
palsoning

Detecting contaminated foods

Communicating possible threats of
contaminated food

Delay to give responders the time they
need to effectively respond

The timeliness of responses to potential
food poisonings

The gquality of responses

Mitigating actions taken by industry and
the government to ameliorate the future
potential of food poisonings

1.

Take the development and use of science and risk based food safety and food defense
countermeasures sericusly by using guantitatively derived measures of actual
perfarmance.

Use these quantitative measures of performance to better focus the objectivity and
validity of assessments and audits in arder to reduce the required frequency of
government aversight inspections,

Make more informed decisions by placing greater emphasis on better and more
frequent testing of ingredients and food products at all stages of the food supply chain
to Identify contaminated food product before it reaches the consumer.

Reduce the time between suspecting that something might be wrong with a food
product and taking the actions necessary to prevent consumer illness and death,

Continue to increase investments in traceability, recall management and the testing of
recall management systems. This recommendation applies especially to small and
medium businesses.

Better leverage the land grant university system to conduct highly focused programs of
basic scientific research involving the biological contamination of food as dictated by
actual industry needs

Place greater emphasis on technology innovation and the applied research necessary to
address specific industry needs based on the use of quantitative performance
benchmarks.

Figure 5: Additional Recommendations by Category of Interest
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Introduction

The Complexity Systems Management Method (CSM Method®) is a patented systems model for
understanding how things, regarded as systems, influence one another within a whole. Using the CSM
Method, systems are understood by examining the linkages and interconnections among the different
elements that compose the entirety of the food protection system. Food protection systems include
both food safety and food defense risk countermeasures.

Any food protection system

CSM Method®: Threat Continuum for Food

preventing and, when necessary, 1. Deterrence means the actions we take to discourage people from intentionally or

shares the two common goals of

accidentally contaminating food

responding to untoward events. : : - : : —
2. Detection means learning about an intentional or accidental poisoning early enough so

There are seven distinct elements that you can communicate an alarm to those people whe are in the position ta respond
of a food protection system to the incident

known, in CSM Method parlance, 3. Communication means sounding an alert to responders to come to your assistance

Food Defense: The physical barriers in place to slow
the adversary down long enough for a sufficent

continuum. number of responders to arrive on the scene in order
4, Deloy means the actions taken ta interdict the incident

as the food threat and risk

Thinking about food protection 0 raduce the risk of an i i
g p intentional or accidental Food Safety: Promptly taking the precautionary

using the seven elements of the poisoning while awaiting a measurgsnecessarv_tu stop the further distribution of
contaminated food, inform the consumer not to eat
contaminated food product and any other actions to
allows you to quantify the reduce the potential risk to food preducts and
CONSUMErs

food threat and risk continuum response

performance of a food protection

. Food Defense: The actual elapsed time from a
system and the relative value of ual elap

5. Response Time means the communicated alert to the time responders arrive on
food safety and food defense risk actual elapsed time from the | scene to interdict an adversary.
countermeasures. sounding of an alert and the Food Safety: The actual elapsed time from a

actions of responders communicated alert ta the time responders take
The first element of the food action to ameliorate the consequences of an event

threat continuum is deterrence. &, Response Quality means how effectively responders do their jobs

7. Mitigation means the measures that are taken to ameliorate the potential for future

Deterrence means the actions h .
intentional attacks or accidental poisanings

that we take to discourage
people from intentionally or Figure 6: The Food Protection Threat Continuum
accidentally contaminating food.

The second element of the food threat continuum is detection. Detection means learning about an
intentional or accidental poisoning early enough so that you can communicate an alarm to those people
who are going to respond to the incident. The third element of the food threat continuum is
communication. Communication means sounding an alert for responders to come to your assistance.

The fourth element of the food threat continuum is delay. In the case of an intentional attack against
the food supply, delay constitutes the physical barriers that are in place to slow down the adversary
down long enough for a sufficient number of responders to arrive on scene in order to interdict the
adversary. For example, a locked door will provide greater delay time than an unlocked door.

6
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In the case of accidental poisoning, delay constitutes promptly taking the precautionary measures
necessary to stop the further distribution of contaminated food, inform the consumer not to eat
contaminated food product and any other actions that reduce the potential risk to consumers. For
example, the decision to stop potentially contaminated shipments of food products and prompt public
announcements of potentially contaminated food product are two of many actions that could be taken
to reduce the risk that consumers will ingest poisoned food while awaiting a full scale response.

The fifth element of the food threat continuum is response time. Response time means the actual
elapsed time from the sounding of an alert to the time responders take action to prevent an incident
from escalating. In the case of an intentional attack against the food supply, response time constitutes
the actual elapsed time from a communicated alert to the time responders arrive on scene to interdict
the adversary. In the case of accidental poisoning, response time constitutes the actual elapsed time
from the sounding of an alert to the time responders take actions to ameliorate the consequences of the
event.

The sixth element of the food threat continuum is response quality. Response quality means how
effectively responders do their jobs of preventing an incident from escalating. The seventh element of
the food threat continuum is mitigation. Mitigation means the measures that are taken to ameliorate
the possibility of future intentional attacks or accidental poisonings.

In this paper we use the CSM Method to establish a systems approach for grading the food protection
performance of government and industry. Performance is gauged across the 7 major categories of
interest and the 23 specific areas of related concern as depicted in Figure 1 on page 1 of this paper.
Levels of government and industry performance are graded on a scale from A to F where A means a
score of 90-100%; B means 89-80%; C means 79-70%; D means 69-60%, and; F means 59% and below.

Using the CSM Method systems model for food protection and the above grading scheme we derived
both prevention and response values across the applicable categories of interest and related areas of
related concern (see Figurel). For example, as depicted in Figure 7, below, if we can a) discourage
someone from intentionally or accidentally poisoning food, i.e., deterrence; b) discover the incident
soon enough to stop it from escalating, i.e., detection; c) quickly alert responders about the problem,
i.e., communicate; d) take actions to reduce the potential for the ingestion of contaminated foods until a
full scale response can be mustered, i.e., delay; e) respond quickly enough to stop the incident from
escalating, i.e., response time, and; f) respond effectively, i.e., response quality, then we are in the
position to interdict events before they escalate, i.e., prevention. In CSM Method parlance, this is
known as the probability of interdiction.
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Response

Detect Quality

* Discourage
human actions

* Get there
quickly enough

* Discover the
incident

* Alert
responders

* Slow things
down

* Respond
effectively

Response

Communicate
Time

= PREVENTION

Figure 7: Preventing Food Protection Incidents and the Probability of Interdiction

Using the CSM Method systems model for food protection and our grading scheme, we also derived
response values, i.e., grades, across the applicable categories of interest and related areas of concern
(see Figurel). For example, as depicted in Figure 8, below, if we a) respond quickly enough to stop the
incident from escalating, i.e., response time; b) respond effectively, i.e., response quality, and; c)
ameliorate the consequences of an incident, i.e., mitigation, then we are in the position to respond to
events in a way that reduces consequences and prevents future incidents.

P

7 )

Response
Quality

* Respond

* Amefiorate the
consequences
and prevent
future incidents

* Get there quickly

Response

Mitigation

—

= RESPONSE

Figure 8: Responding to Food Protection Incidents

Grading Food Protection System Performance

The author concludes that almost all of the information available to grade the performance of
government and industry is anecdotal because it does not represent confirmed or current data collected
against specific performance benchmarks. The lack of quantitative data and information for the specific
benchmarks of performance represents a significant limitation in deriving objective levels of industry
and government performance in creating a safer food supply. The absence of quantitative performance
data means that the “grades” assigned to industry and government may be biased by the nature of
government, industry, media reporting and the age of the data or information itself. Frequently, we
found the issuance of highly critical government reports in past years with no indication of successful
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closure on their findings. Thus, the underlying purpose of this paper is to propose a framework for
government and industry to consider that will encourage the continuous reporting of performance
against quantitative scientifically derived benchmarks. Without a solid baseline of performance and the
up-to-date quantitative scientific data to support it, the performance of government and industry efforts
to create a safer food supply will remain the subjective art it has traditionally been rather than the
science and risk based endeavor it must become.

To obtain direct inputs from food protection practitioners, this paper is accompanied by a web-based
survey that allows practitioners to “grade” industry and government performance across the seven
performance benchmarks used in this paper based on their own experience. The survey can be
accessed at: https://www.surveymonkey.com/s/JBC96WC. Readers are invited to share their opinions

with respect to the performance of industry and the government by completing the short survey. We
will issue a subsequent publication showing how the results of the survey compare with the results
presented in this paper.

The assessment results presented in this paper are generalized and include the Food and Drug
Administration, the U.S. Department of Agriculture and the estimated 175,000 small, medium and large
food companies (not including small farms) operating in the United States. We recognize that many
food companies may excel in addressing the criteria used to benchmark their food protection
performance in this report while others may not.

For purposes of this analysis, deterrence means the actions being taken by the Food and Drug
Administration and the U.S. Department of Agriculture to regulate the food industry by: 1) the use of
science and risk-based methods; 2) the timeliness and quality of government inspection, and; 3) efforts
to educate consumers in the safe handling of food.

Shift to Science and Risk = Timeliness and Quality of Efforts to Educate Average Grade for

Based Standards Government Inspection Consumers Deterrence
C- D B+ C

Figure 9: Performance of the Industry and Government in Deterring the Contamination of Food

The results of the assessment found that government and industry are slow to adopt science and risk
based methods to protect the food supply.” Instead, the government continues to pursue a “one size
fits all” solution for small, medium and large food companies. The problem is being exacerbated by the
food industry itself. Some companies, instead of raising the science and technology bar on their own to
improve the safety of the products they sell, defer to the government in the mistaken belief that their
companies can save money by meeting a lower regulatory compliance standard when, in fact, the
opportunities to increase cost efficiencies by moving to science and risk based standards are much
greater than the current approach.”

The timeliness and quality of the government inspection process requires improvement. Government
inspections of the food industry continue to rely primarily on the subjective application of largely non-
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science and non-risk-based regulatory standards developed using the same qualitative processes that
have existed in the United States since the turn of the 20" century. This problem is further exacerbated
by the use of a third party audit system that relies on subjective evaluations of performance in the
absence of science and risk based performance standards."

The assessment also found that government efforts to educate consumers in the safe handling of food
are somewhat effective.”

Detection means actions by government and industry to: 1) identify contaminated food product; 2) take
timely actions to reduce the risks associated with the consumption of the product by consumers, and; 3)
interdict the consumption of the contaminated product by consumers.

Identify Contaminated Reduce the Risk of Average Grade for

S Interdict Consumption :
Food Product Consumption Detection

C- » C+ » C- _ C

Figure 10: Performance of the Industry and Government in Detecting the Contamination of Food

The results of the assessment found that government and industry have the scientific and technical
means to make much more informed decisions to identify contaminated food product but they do not
use them. For example, large bulk testing at the beginning of the food manufacturing process with less
or no effective testing of the manufactured product downstream.” The assessment found that
determining the risk associated with a specific food type and manufacturing process relies on
scientifically valid testing protocols and their faithful implementation. If you do not sufficiently test for
the possibility of contamination it is not possible to determine risk. In the food industry today,
interdiction of consumption begins most frequently with the first report of iliness or death. The current
system remains reactive rather than preventive.

Communication means actions to quickly notify: 1) the consumer; 2) downstream customers; 3)
upstream industry suppliers, and; 4) government authorities of contaminated or potentially
contaminated food products before they are ingested by the consumer.

Timely Notification | Timely Downstream  Timely Upstream | Timely Notification of  Average Grade for

of Consumers Notification Notification Government Communication

D | c C 8 C-

Figure 11: Performance of the Industry and Government in Communicating the Contamination of Food

The result of the assessment found that interdiction of consumption begins most frequently with the
first report of illness or death. Thus, the timeliness of downstream and upstream notification requires
improvement. While industry may make prompt notifications to the government in the event of
contaminated or potentially contaminated food products that result in consumer illnesses or deaths,
they are largely made after people become ill and or die. Current efforts focus on containment of illness
and death after the fact rather than prevention.""

10
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Delay means the actions taken by the government and the food industry, while awaiting a full scale
response, to promptly reduce the risk of consumer poisoning by: 1) informing consumers of the
decisions, and; 3) determining the

I” “” |”

possibility of contaminated product; 2) making “recall” “no recal

scope of a recall.

Make a “Recall” No Determine the Scope of a
Inform the Consumer A% Average Grade for Delay
Recall” Decision Recall

C C C- C

Figure 12: Performance of the Industry and Government in Delaying the Ingestion of Contaminated Food

The assessment found that the actions taken by industry and government to promptly reduce the risk of
consumer poisoning, while awaiting a full scale response, i.e., delay, requires improvement. We
reached this conclusion because the interdiction of consumption of contaminated product by consumers
begins most frequently with the first report of illness or death. Thus, current efforts by the government
and industry to take actions to reduce the risk that consumers will ingest poisoned food by promptly: 1)
informing the consumer of potential threats; 2) making “recal decisions, and; 3)
determining the scope of a recall require improvement. Because consumers are not informed until after

IM “« |”

no recal

the decision is made to recall a product, the threat of possible consumption remains very high until they
are notified. Even after notification, the threat of possible consumption may remain high depending on
the scale of distribution. The assessment found that the timeliness of making “recall” and “no recal
determinations are adversely influenced by multiple, often conflicting, and sometimes subjective risk
factors including likelihood of possible deaths and severity of ilinesses, the scope of product distribution,
the cost-benefit analysis between recall in favor of litigation, impact on brand name and many other

viii

Ill

factors.™ The assessment also found that determining the scope of recalls is adversely impacted by

complex interrelated supply chains that broaden the scope of product recalls.*

Response time means the elapsed time from the determination to recall a product to the elimination of
the threat of ingestion by a consumer including: 1) availability of traceability records; 2) recall
management actions, and; 3) providing logistical support.

Average Grade for

Traceability Records Recall Management Logistical Support

Response Time

Figure 13: Performance of the Industry and Government in Making Timely Responses
to the Ingestion of Contaminated Food by Consumers

The timeliness of responses to potential food poisonings is complicated by complex interrelated supply
chains that broaden the scope of product recalls to include multiple companies and their suppliers.* The
assessment found that while recent scientific and technological advances in the traceability of food
products have been made they are not timely. The timeliness of recall management is marred by
numerous high profile cases where government and industry delayed the implementation of large scale

11
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recalls that later resulted in consumer ilinesses and deaths. The timely availability of the logistical
support necessary to quickly remove tainted product from the food shelf is a function of urgency.

I " |II “ |II

Actions by the government and industry to forestall “recall” “no-recall” determinations impact the

urgency with which tainted or potentially tainted food products are removed from the food shelf.

Response Quality means the quality of actions taken to: 1) identify a specific product as a possible cause
of food borne illness; 2) inform the consumer of the danger; 3) the comprehensiveness of traceability
records; 3) the quality of training and testing of recall response teams.

Inform the Comprehensive Recall Training = Average Grade for

Identify Product

Consumer Traceability Records and Testing Response Quality

C- C B- C C

Figure 14: Performance of the Industry and Government in Making Quality Responses
to the Ingestion of Contaminated Food by Consumers

The result of the assessment found that interdiction of consumption begins most frequently with the
first report of illness or death. While industry may make prompt notifications to the government in the
event of contaminated or potentially contaminated food products that result in consumer illnesses or
deaths they are largely made after the fact. The quality of recall efforts is marred by numerous high
profile cases where government and industry delayed the implementation of large scale recalls that

xii

later resulted in consumer illnesses and deaths.™ The industry has made some progress since the

passage of the Bioterrorism Act of 2002 to implement “one-up and one-back” traceability for food

xiii

products, however, further improvement is required.”™ The assessment found that recall training and

testing requires improvement.®”

Mitigation means actions taken by industry and the government to ameliorate the potential for future
intentional and accidental food poisonings. The benchmarks for this category of performance are: 1) the
nature of government and industry investments in science-based technology solutions; 2) the tangible
results of these investments in making the food supply safer, and; 3) government plans for science and
technology investments to make the food supply safer.

Nature of R&D Planning for Future Average Grade for

Tangible Results RS
Investments Government Investments Mitigation

D+ D D D

Figure 15: Performance of the Industry and Government in Mitigating the Consequences
and Preventing Future Food Poisonings

The assessment found that because the government and industry use no systems approach to gauge
their own performance against specific food protection system benchmarks, the investments being
made to create a safer food supply lack necessary focus. The conundrum is that the significant
investments being made cannot be focused on the solutions to specific industry problems that hold the
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greatest potential for solving the problem. It is difficult for the government to make sound investments
to solve problems unless they really understand what the problem is. The results of the assessment
found that there is a significant lag time between investments in food related university research and
the emergence of practical food safety solutions that can be applied by the food industry.” The
assessment also found that continuing large investments in the Land Grant University System to make
the food supply safer are not producing enough tangible near term results because universities are not
effective in commercializing products and they have a proclivity to conduct basic rather than applied
research.

As depicted in Figure 16, below, using the CSM Method systems model for the protection of the food
supply, industry and government efforts to deter intentional attacks and accidental poisonings received
the average grade of a C indicating the need for improvement. Government and industry efforts for the
early detection of intentional attacks and accidental poisonings received the average grade of a C
indicating the need for improvement. Because current risk communication efforts focus on
containment of illness and death after the fact, rather than prevention before the fact, industry and
government were assigned a grade of C- indicating the need for improvement. The actions taken by
industry and government to promptly reduce the risk of consumer poisoning while awaiting a full scale
response, i.e., delay, were given the average grade of C indicating the need for improvement. The
timeliness of industry and government responses to potential food poisonings received a grade of C
indicating the need for improvement. The quality of industry and government responses to potential
food poisonings received a grade of C indicating the need for improvement. Because the government
and industry use no systems approach to gauge their own performance against specific food protection
system benchmarks, and the significant lag time between basic university research and the commercial
development of technology to solve specified problems, a grade of D was assigned for efforts to prevent
future intentional and accidental poisonings, i.e., mitigation. The assessment found that for 2012,

industry and government efforts to create a safer food supply received an average overall grade of a C

onascale of AtoF.

Deterrence  Detection Communication Delay Response Time Response Quality Mitigation Average Grade

Figure 16: Industry and Government Efforts to Create a Safer Food Supply

In Figure 7, on page 7, we illustrate the linkages and interconnections among the different elements of
the food protection system that comprise prevention as the probability of interdiction. As depicted in
Figure 17, below, using the CSM systems model, prevention is a function of the relationship among
deterrence, detection, communication, delay, response time, and response quality. The assessment
found that for 2012, industry and government efforts to prevent American consumers from becoming
ill or dying as the result of eating contaminated food received a grade of C- on a scale of A to F.
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Average Grade

Deterrence Detection Communication Delay Response Time Response Quality

for Prevention

& C C- C C C C-

Figure 17: Industry and Government Performance in Preventing American Consumers from
Becoming lll or Dying as the Result of Eating Contaminated Food

In Figure 7, on page 7, we illustrate the linkages and interconnections among the different elements of
the food protection system that compose response. As depicted in Figure 18, below, using the CSM
systems model, response is a function of the relationship among response time, response quality and
mitigation. The assessment found that for 2012, government and the food industry received a grade of
C- for the effectiveness of responses to food poisonings.

Response Time Response Quality Mitigation Response Grade

C B- D C-

Figure 18: Industry and Government Performance in Effectively Responding to Food Poisonings

Summary of Report Findings

Against the CSM Method systems model used in this paper to benchmark the performance of
government and industry we have identified the four general findings depicted in Figure 19, below.
Industry and Government have not come together around any set of common standards or criteria to
guide the protection of the food supply. Instead there are numerous government and industry schemas
that are used by different food companies at different sites along the food supply chain at locations
across the globe. All too frequently, the food protection standards and performance criteria in use
today do not reflect the scientific method or the principles of good risk management. To an outside
observer it would appear that the world is engaged in a highly subjective standards war of large and
unhelpful proportions.”

Finding Report Observation

Instead, there are numerous government and industry schemas, all with
different risk countermeasures, that are used by different food companies
at different sites along the food supply chain at locations across the globe,

1. No set of common standards or criteria to
guide the protection the food supply exists.

2. The government and industry are not using Methods are currently available to scientifically quantify the value of food
scientifically derived measures to judge their protection risk reduction measures but they are not being used by the
food protection performance government or the food industry

3. Industry and government do not use a Without a systems approach you cannot establish an effective framework
systems approach for gauging the for the collection and analysis of scientifically derived food protection risk
performance of the food protection system reduction measures

4. The types of information and data required Government and industry have not systematically developed food

to quantitatively evaluate industry and protection performance benchmarks and the data keeping, collection and
government food protection performance is = analysis requirements necessary to evaluate their actual performance on
not being collected or analyzed. creating a safer food supply.

Figure 19: Summary of General Findings
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Although technological breakthroughs now allow for the scientific quantification of food protection risk

reduction measures™" they are not being used by government or the food industry. The quantification of

food protection risk reduction measures allows food companies to discriminate between “what works”
and “what doesn’t work” to guide the selection of t